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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

|Signature

|Device Action |Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swit chbl adG dest - reset 3699
66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 33
149. 88. 190. 192 | srael 147.237.77. 216 dover.idf.il |[SYNHood unverified cooki e drop 10
149. 88. 190. 192 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 8

82. 145. 217. 93 Eur ope 147.237.76. 42 refuah.idf.il [Block | p Vb In drop 5
93.174.93. 151 Net her | ands 147. 237. 76. 202 e halag.idf.il|B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount |
209.173.241.141 |Uited Sates 147.237.72.166 |aka.idf.il 3808 HITP. SQ Injection Variabl e Decl aration Bvasion Bl ock 8
80. 179. 8. 225 I srael 147.237.77.74 lawidf.il |CL000004: HTTP. options nethod (M crosoft) Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il| |Cl03: HITP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 29 France 147.237.77.234 |hal ag.idf.il (@228 HITP. AwrefBot craw er B ock 1
188. 165. 15. 227 France 147.237.77.74 lawidf.il |28 HITP. AhrefBot craw er B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.i| |13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
209. 173. 241. 141|147.237. 72. 166 |Wnited Sates akaidf.il SQ Injection - Select From 11
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
79.183.9.31 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
66.249.78.130 |147.237.76.86 |Wnited Sates navy.idf.il ET SCAN NVAP -sA (2) 1
46.120.219. 179 |(147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 103 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
203. 197. 205. 118147.237. 77. 19 |India lawforumidf.il|[ET SCAN NVAP -sS w ndow 3072 1
37.26.146.134 |147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
192. 116. 240. 154|147, 237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.54.151. 236 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
176.13.6. 99 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
88.249.32.206 |147.237.0.35 |Turkey akave. i df il ET SDAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

79.183.142. 8 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
77.127.252.196 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
46.172.71.252  [147.237.76. 177 |krai ne ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 215 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.26.148.237 |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
31.168.143.30 [147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
188.161. 179. 99 |147. 237. 77. 216 gcis;iigéa” Territory, | sover.ict.il  |portscan: TGP Distributed Portscan 1
98. 119. 105. 221 |147.237. 76. 200 |Whited Sates eitan akaidf.il[ET SCAN NVAP -sS w ndow 3072 1
84.108. 104. 126 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
93.172.96.230 |Israel 147, 237, 76. 200 |eitan aka i1 | @M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 56
Ret r ansmi ssi on Packet dropped.
66.249.73.185 |lhited Sates |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 54
Ret r ansmi ssi on Packet dr opped.
213.57.162. 208 |Israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 46
213.57.206.66 |lsrael 147.237.72. 166 |aka.i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 43
213.57.206.66 | srael 147.237.72. 166 |aka i f . i Bad TCP sequence mﬁﬁfs;: Lansmt wthdifferent | onitor |42
213.57.190. 132 |israel 147. 237.72. 166 |aka i of .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 37
213.57.190. 132 |Israel 147. 237.72. 166 |aka. i df .| Bad TOP sequence mﬁ?fsﬁ reansm't wehdifferent | onitor |37
213.57.143.49 |israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 35
213.57.143.49 |israel 147.237.72. 166 |aka. i df . i1 Bad TCP sequence mﬁsﬁ reansm't wthdifferent | onitor |35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
193.106.52.33 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |31
100. 100. 87. 240 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 28
62.219.137.44 |Israel 147 237 72. 167 | shurimaka i of | | @M NG Engi ne: TQP Ivalid finvalid segnent retransnission drop 27
Ret ransni ssi on Packet dropped.
100. 100. 108. 24 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
213.57.217.71 |Israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 23
100. 100. 89. 14 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 22
31.154.163. 210 |lsrael 147.237.72. 166 |aka.i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 20
46. 19. 85. 215 I 'srael 147.237.72. 167 |ishurimaka. i df .i|[Bad TCP sequence Invalid ACK nunber noni t or 20
100. 100. 80. 152 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 20
100. 100. 108. 24 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 18
134.191.232. 71 |israel 147.237.77. 216 |dover. i df . Streamng Engine: TCP Invalid il id segnent retransmssi on drop 18
Ret ransni ssi on Packet dropped.
31.154. 163. 210 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁsrczreansm wehdifferent | oonitor |17
100. 100. 27. 135 147.237.72. 166 |aka i of .i | drop First packet isnt SN drop 16
100. 100. 112. 239 147.237. 72. 156 |anan. i df . il dr op First packet isn't SN drop 16
100. 100. 108. 24 147.237.76.30 |hinush.idf.il drop Frst packet isn't SYN drop 15
81.144.132. 166 LK?ir::gom 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 14
213.57. 147. 240 |Israel 147. 237. 72. 156 |anan. i of . i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 14
213.57.53.217 |lsrael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
213.57.181. 156 [lIsrael 147.237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 13
100. 100. 112. 239 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 13
212.235.98.139 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 13
100. 100. 98. 229 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
31.154.181. 108 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mﬁsrczreansm wehdifferent | oonitor |12
87. 68. 37. 62 I srael 147.237.72. 166 |aka i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 12
100. 100. 12. 40 147. 237.72. 166 |aka i of .i | drop First packet isn't SN drop 12
213.57.177.48 |lsrael 147.237.72. 156 |anan.idf . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
79.182. 3. 44 I'srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid il id segnent retransmssi on drop 12
Ret ransni ssi on Packet dropped.
213.57.177.48 |Israel 147.237.72. 156 |anan. i of .i Bad TCP sequence mﬁsrczreansm wehdifferent | oonitor |12
100. 100. 75. 200 147.237.72. 166 |aka i of .i | drop First packet isnt SN drop 12
100. 100. 7. 189 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 12
31.154.181.108 |lsrael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
213.57.206. 174 |Israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 11
138.134.192. 10 |israel 147. 237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
62.128.48.130 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
100. 100. 9. 181 147.237.72. 166 |aka i of .i | drop First packet isnt SN drop 10
213.57.247.13  |israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 9
182.181. 131. 171 |Paki stan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
82. 80. 132. 36 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence nmoni t or 8
213.57.53.217 |Israel 147.237.72. 166 |aka i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 8
66.249.83. 155 |United Sares [147. 237, 77, 216 |dover.idr.i1 | S@M NG Bngine: TP Invalid  |invalid segnent retransnission drop 8
Ret r ansmi ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
176.13.10.209 [l srael 147. 237.77. 243 |nobi | e. i df . i | Eoztirliet.li“defd. Iplalrjargg /Eﬂp:n:eggfsm dor;)ar ater NowPassuor d Bl ock 134
95. 35. 64. 92 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 107
95. 35. 64. 92 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 77
93.172.96.230 |Israel 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) B ock 55
80.246.136.11 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 45
80.246.136.11 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 26
176.228.71.165 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Met hod from 176.228. 71. 165 B ock 15
79.176.110. 252 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ Bl ock 15
176.228.71. 165 |l srael 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte QGode Character in Method from 176. 228. 71. 165 Bl ock 15
176.228.71.165 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Abnornmal Iy Long Request from 176.228. 71. 165 B ock 13
176.228.71. 165 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Malformed URL from 176. 228, 71. 165 Bl ock 13
46. 19. 86. 40 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 11
176.228.71.165 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from 176.228. 71. 165 |B ock 10
176.228.71. 165 |l srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock
176.228.71. 165 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Header Val ue from176.228.71.165 |B ock
176.13.11. 244 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
66.249.66.61 | srael 147.237.72.166 |aka. i df . i | m“;:gi' jfe_di |L/‘j;n:;§scotr(é/ doc. ot/ general . asp Bl ock 8
77.125.146.37 |[Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut horized Method for Known URL from 77.125. 146. 37 B ock 7
176.228.71. 165 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal |y Long Header Line from 176.228. 71. 165 B ock 7
176.228.71. 165 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple NLL Character in Method from 176.228. 71. 165 Bl ock 6
176.228.71. 165 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Ml fornmed HTTP Header Line from 176.228.71. 165 B ock 6
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | mué:;;t'.zi?E’F/Lsipgfsets;;gi/“ | s/ O s 262200 3410, pa sr Bl ock 6
176.228.71. 165 |l srael 147.237.72. 166 [aka. i df . i | Mi tiple NILL Character in Header Nane from 176. 228. 71. 165 Bl ock 6
95. 35. 64. 92 I srael 147.237.0.19 |nadimatal .idf.i|Too Miny of the Sane Response Code (403) in Session from95.35.64.92 |B ock 5
176.228.71. 165 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Illegal HITP Version from176.228. 71. 165 Bl ock 4
79.177.43.152 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed UR. Access on waw aka. i df.il/ufi/reaction/ Bl ock 4
172. 245.229. 189|Uhited Sates [147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 4
85. 250. 150. 193 [l srael 147.237.72. 166 [aka. i df . i | Dstributed Lhaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ Bl ock 3
5.20.171.98  |Israel 147.237. 72. 166 |aka. i df . i | pstr buted itﬂa#;hﬂ;izyi‘;g‘tﬁszt o A Bl ock 3
176.13.10.209 |lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Uhaut hori zed LR. Access on nobi | e.idf.il/sachar/i ndex B ock

85. 65. 46. 57 I srael 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ Bl ock
5.29.118. 210 I srael 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ B ock
208.184.112.74 |Uited Sates [147.237.77. 216 |dover.idf il [0S Buted 1?;;}2;’2;;?&%&??2;” Bock |2
2.54.149. 10 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
5.22.130. 198 I srael 147.237.72. 166 [aka. i df . i | Dstributed Uhaut hori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock 2
89.139. 1. 113 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
79.180.217.122 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/mai n/ sachar/fag. aspx B ock 2
176.13.1.110 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.228.71. 165 |Israel 147.237.72. 166 |aka. i df . i | ?ﬂ;g&ﬁ_ﬁfgﬁ&?ﬁiﬂ;’t& °: m:17:65' 2§8' 71.165 (Protocol violation f o 2
77.127.235.211 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
80. 179. 8. 225 | sr ael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
46.19.86. 74 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79.178.117.190 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
81. 144. 132. 166 Eiqir:gegom 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat.idf.il/sip storage/files/6/4616.] pg |B ock 2
2.54.20.127 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock
176.13.3.19 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
84.94.165.239 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Lhaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ Bl ock
93.172.96.230 |Israel 147. 237.76. 200 [ei t an. aka. i df . i | mu;':‘;rr:ig%}mﬁ;e;faj ot 1 gt boxtedi agal | ory. a5 Bl ock 2
149. 88. 124. 154 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None

37.142. 64. 33 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock
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