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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3327

198. 240. 128. 75 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Anonal y-TLS renegoti ation-d i forward 148

92. 232. 155. 105 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

93. 174. 93. 151 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 1

23. 95, 248. 132 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Np Al Net drop 1

149. 78. 56. 233 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
194. 114. 146. 227 I srael 147.237.77. 74 lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
188. 106. 241. 59 Ger many 147.237.72. 166 aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
188. 165. 15. 99 France 147.237.0. 34 tikshuv.idf.il |28 HITP. AhrefBot craw er B ock 1
91.121.112. 142 France 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
149. 78.56.233  |147.237.77. 216 |Israel dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 3
66. 249. 66. 1 147.237.72. 166 |Lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
62. 38. 250. 31 147. 237.77. 121 |G eece e navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
58. 60. 184. 225  |147.237. 76. 200 |Chi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 85. 191 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
195 91 120.136 |147. 237 0.34  |ani na Cikshov.idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37. 46. 39. 84 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
118. 69. 135. 26  |147. 237. 76. 197 |M et nam ehinush.idf.il  [ET SCAN Potential SSH Scan 1
31.63.243. 41 147. 237. 77. 216 |Pol and dover.idf.il ET SCAN Potential SSH Scan 1
118.69. 135. 26  [147.237.76.42 |Metnam refuah.idf.il ET SCAN Potential SSH Scan 1
31.6.71. 154 147. 237. 76. 176 |Pol and test.ncore.idf.il |ET SCAN NMAP -sS w ndow 1024 1
79.177.52.211  |147.237.77. 216 |l srael dover.idf.il portscan: TP Distributed Portscan 1
62.117.220.63 |147.237.76.196|ain esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
199. 101. 186. 178(147. 237. 76. 200 |Lhited Sates [eitan.aka.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
62. 38. 250. 31 147.237.77. 121 |G eece e navy.idf.il ET SCAN NVAP -f -sS 1
176.12.146.85 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 27 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stri buted Portscan 1
128.139. 21. 154 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
30, 74. 114. 65 147 237 0.15 | na kosher_kravi.idf.”Er SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
118.69.135.26  |147.237. 76. 202 |M et nam e halag.idf.il ET SCAN Potential SSH Scan 1
31.63.243. 41 147.237.77. 234 |Pol and hal ag.idf.il ET SCAN Potential SSH Scan 1
118. 69. 135. 26  |147. 237. 76. 147 |\ et nam chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
31. 63.243. 41 147. 237. 77. 205 |Pol and prisha.idf.il ET SCAN Potential SSH Scan 1
118.69.135.26  |147.237.76.38 |V etnam eeneitav.idf.il |ET SCAN Potential SSH Scan 1
66. 249. 66. 61 147.237.72. 166 |Lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 1
62.219.124.47 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
46.19. 85. 74 I srael 147.237.72. 167 |i shuri maka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 128
212.235.98. 139 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 85
Sreaming Engine: TGP Invalid i i ssi
66.249.73.185 |lnited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. . 50
Ret r ansni ssi on Packet dropped.
213.57.53.217 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 49
180. 251. 224. 252]l ndonesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 39
213.57.58.91 I srael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 38
213.57.159.199 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout alert 36
213.57.159. 199 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 36
213.57.159.199 |Israel 147. 237.72. 166 |aka. i f . | Bad TCP sequence SINWACK retransmt with monitor |36
di fferent w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
180. 251. 224. 252l ndonesi a 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 31
Sreanming Engine: TCP Invalid i i ssi
80.179.9. 7 I'srael 147. 237.77. 216 |dover. i df . i1 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |Lnited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. |, 28
Ret r ansni ssi on Packet dr opped.
212.179.28.34 [israel 147.237.0.16 |V-Kosher-kravi.idhpaq ToP sequence SN retransnit with different monitor |28
il w ndow scal e
213.57.206. 242 |l srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 27
reanming BEngi ne: TCP Invali i i ssi
46.117.134.30 |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid  imvalid segnent retransnissi on. drop 24
Ret ransmi ssi on Packet dropped.
213.57.155.171 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 24
81. 144. 132. 166 LK*i"rf:gom 147.237.77. 216 |dover. i of . i | drop First packet isn't SIN drop 24
213.57.177.48 |Israel 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 22
o SYN+ACK retransmt with .
213.57.177.48 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence different vindow scal e noni t or 22
79.177.52.211 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
o SYNWACK retransmt with .
213.57.224. 248 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence differert vi ndow scal noni t or 18
Sreanming Engine: TCP Invalid i i ssi
66.249.81.218 |Wiited Sates |147.237.77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. |, 18
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
80.179.9.115  |Israel 147. 237. 77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
46.19. 85.191 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
213.57.224. 248 |Israel 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
100. 100. 6. 215 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 17
100. 100. 82. 225 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
. . SWNretransmit wth different .
109. 67.135.63 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 16
Sreaming Engine: TGP Invalid i i ssi
77.125.125. 254 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. o 15
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.180. 165. 155 || srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
176.12. 149. 144 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |14
Sreanming Engine: TCP Invalid i i ssi
134.191.232.71 |Israel 147. 237. 77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. |, 14
Ret r ansni ssi on Packet dr opped.
213.57.213.218 |[lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
100. 100. 23. 213 147.237. 72. 156 |anan.i df . il dr op First packet isn't SYN drop 12
100. 100. 28. 123 147.237.72. 156 |anan. i df .i | drop First packet isn't SWN drop 12
213.57.213.218 |[lIsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
46. 19. 86. 220 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |12
100. 100. 36. 211 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 12
2.52.128.114 I srael 147.237.76.30 [hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 12
176.12. 149. 144 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 12
83.130. 116. 251 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber alert 11
83.130. 116. 251 |l srael 147.237.72.166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |11
213.57.42. 77 I srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
46. 19. 86. 30 I srael 147.237.72. 167 |i shuri maka. i of .i | Bad TCP sequence Inval id ACGK nunber noni t or 10
100. 100. 11. 14 147.237.72. 167 |i shuri maka. i df .il drop First packet isn't SYN drop 10
95.35.207.14  [Israel 147.237.77. 212 |e. dover. i df .| Bad TCP sequence SN retransnit with different monitor |9
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
149.78.39.73  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
31.210.179.16 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 9
Ret ransmi ssi on Packet dropped.
85. 130. 230. 252 |l srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACGK nunber nonitor |8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 56 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 272
46. 19. 85. 56 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 110
46. 19. 85. 56 I sr ael 147.237.0.19 |nadimatal .idf.il Ig?l':rgg_o;ethe Sane Response Code (403) in Session from B ock 100
46.19. 86. 29 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 97
2.54.178. 210 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 92
2.54.178. 210 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 84
109. 67.191. 184 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 65
46. 19. 86. 29 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 65
176.12.143.89 |lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 54
2.54.9.83 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 36
85.250.237.81 |[Israel 147.237.76.200ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 32
185. 32.179. 103 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 26
80.246.136.11 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 23
2.54.8.150 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
79.181.120.41 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 19
77.127.255.29 |lsrael 147.237.72. 166 |aka. i df . i | O stributed Uhaut horized UR. Access on www aka. i df .il/ufi/reaction/ Bl ock 15
176.13.1. 38 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
85. 250. 45. 37 I srael 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ B ock 6
46. 19. 85. 228 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 66. 61 B ock 5
66. 169. 22. 22 Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unauthorized URL Access from 66. 169. 22, 22 B ock 5
176.13.10.209 [Israel 147.237.77. 243 |nobi | e. i df . i | Sof)tirlie'?“i"d}ed. Iﬁa;:';ithzrr /Tcﬁp:n;eg'a:tsﬁ do';aramat o NowPassuor d Bl ock 5
77.125.95.229 |Israel 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ B ock 4
176.13.10.209 [Israel 147.237.77. 243 |nobi | e. i df . i | Eaf:r:e?irmng :::t . Type Vol ation on nobile.idf.il/sachar/l ogin B ock 4
213.151. 35. 218 |Israel 147. 237.77. 243 |nobi  e. i df . i | Eaf:riett’“;fdpziﬁtder Type Mol ation on mebile.idf.il/sachar/login B ock 4
176. 12. 140. 2 I srael 147.237.77.243|mobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 4
176.12.150. 41 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
176.13. 1. 110 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
109. 186. 185. 197! srael 147.237.72. 166 |aka. i df . i | Dstributed Whauthori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock 3
84.228.19.253 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Uhaut horized URL Access on ww i df.il/ufi/reaction/ B ock 3
37.26.149.139 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 121 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142.162. 164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
105. 158. 120. 60 |Mor occo 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wanidf.il/arr/ Bl ock 2
77.125.104.49 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
212.25.102.57 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
66.249. 64. 177 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 2
85. 65. 46. 57 I srael 147.237.72. 166 |aka. i df . i | Dstributed Whauthori zed URL Access on waw aka. i df.il/ufi/reaction/ B ock 2
79.176. 110. 252 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Unaut hori zed URL Access on waw aka. i df .il/ufi/reaction/ B ock 2
149.78.167.26  |Israel 147. 237.72. 166 |aka. i df . i | E;J;L;ftd?’iwﬁt”ttgg} ﬁatlg‘i ?CIGIS/S on B ock 2
79.179. 181. 153 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Wnaut horized URL Access from79.179. 181. 153 B ock
185.32.179.74 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Atack None
208.184.112.74 |United Sates [147.237.77. 216 |dover. i df .|| D stri but e lT;;f;gzgi_eﬁeﬁvzc_ispzn Bl ock 2
84.228.227.73 |[israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.29.118. 210 I srael 147.237.72. 166 |aka. i df . i | O stributed Uhaut horized UR. Access on ww aka. i df .il/ufi/reaction/ Bl ock 2
176.13.6. 175 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142.64.107 |[israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
107.178.194.87 |Wited Sates [147.237.77.216 |dover. i df .| D stri bt ec 1?;;}2%;;?&%&?22;” Bl ock 1
80.246.136.95 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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