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Top Attackers
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3681
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 109
46.242.113. 131 Russi an Federation 147.237. 76. 200 eitan.aka.idf.il |[JLMPurple Con Limt Htp drop 3

81.218. 206. 82 I srael 147.237.77. 170 maarachot.idf.il |Block Wip All Nets drop 3
46.242.113. 131 Russi an Federation 147.237.76. 200 eitan.aka.idf.il |JLM Under Attack Con Htp drop 2

141. 212. 121. 200 Lhited Sates 147. 237.76. 86 navy. idf.il Block Udp Al Nets drop 1

207. 46. 13. 99 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure |Devi ce Action |Oount |

109. 186. 160. 125  |Israel 147.237.77.170 |maarachot.idf.i|l |CL000004: HITP:. options method (M crosoft) B ock 2
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
119. 73. 228. 130 147.237.77.121 S ngapore e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
104. 243. 16. 106 147.237. 8. 45 e.etanidf.il ET SCAN NVAP -sS wi ndow 1024 1
77.127. 150. 216 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
62. 219. 236. 208 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 117. 249. 140 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
31.6.71. 154 147.237.76. 39 Pol and nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 64. 194. 28 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
89. 138. 89. 254 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 82 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
54.183.201. 58 147.237.77.19 Lhited Sates | awf orumi df . i | ET SCAN NVAP -sS w ndow 1024 1
45.127. 207. 216 147.237.72. 156 aman.idf.il ET SCAN NVAP -sS wi ndow 3072 1
5.29.243.11 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
212.199. 182. 150 147.237.77. 216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

ount ry ‘Target Address |Ste Signature
212. 235.98. 139 [l srael 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 151
. . SN retransmit wth different .

79.183.101.17 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 64
Sreaming BEngine: TCP Invalid i i ssi

134.191. 232. 71 |I srael 147. 237. 77. 216 |dover i df .| 9 =g Invalid segnent retransmssion. drop 54
Ret ransm ssi on Packet dropped.

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming BEngine: TCP Invalid i i ssi

66.249.81. 212 |[Wnited Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmission. drop 36
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.73.185 |Wited Sates  |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dropped.

100. 100. 35. 177 147. 237. 72. 166 |aka. i of .i | drop First packet isn't SWN drop 31

37.46.39.251 |[Israel 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 26

46.19.86.231 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invali d ACK nunber noni t or 22

94. 159. 159. 108 [l srael 147. 237. 72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 21

94. 159. 159. 108 |I srael 147.237. 72. 166 |aka i df . i | Bad TOP sequence SIAK retransmt wth different | o oo |5y

w ndow scal e

2.52.154. 71 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 20

46. 19. 86. 46 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval id ACK nunber noni t or 20

46.19.85.254  |Israel 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence Inval id ACK nunber noni t or 19

46.19. 86. 77 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber moni t or 14

100. 100. 124. 9 147. 237. 72. 166 |aka. i of .i | drop First packet isn't SN drop 13
Sreaning Engine: TGP Invalid i i ssi

193. 43. 246. 250 |I srael 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

212.179. 214. 29 i srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.19.85.228 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

134. 191. 232. 69 |I srael 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmission. drop 12
Ret ransm ssi on Packet dropped.

80. 246. 139. 64 [l srael 147.237.0.19 |nedi matal .idf.il|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11

100. 100. 38. 107 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11

2.52.189.203 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 11

2.52.7.11 I srael 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

100. 100. 8. 168 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 10

2.52.34.42 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 10

2.52.154.71 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nunier noni t or 9
Sreanming BEngine: TCP Invalid i i ssi

82.80.59.227 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 9
Ret r ansmi ssi on Packet dropped.

81.218.241.25 |Israel 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 9

2.52.154.71 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 9

62.219. 123. 105 [l srael 147. 237. 72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 8

217.194. 202. 17 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 8

46.19.85.233  |Israel 147.237.72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8

46. 242. 113. 131 ?éj:;;”ion 147.237.76.200 [eitan. aka.idf.il [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 8

81.218.241.25 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

46.19.85.219  [Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7

46.19.86.253  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7

149. 88. 161. 118 [l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

176. 12. 137. 157 [l srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber moni t or 6
Sreanming BEngine: TCP Invalid i i ssi

199.30.24.35 |lited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

87.69.244.40 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

185.32.179.78 |lsrael 147.237.0.19 |nadimatal.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6

46.19.85.116 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi

109. 67.27.105 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

46.19.85.197 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi

176. 12. 147. 224 |I srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46.19.85.157  [Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi

79.180.7.93  |[israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

77.125. 160. 129 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmission. drop 6
Ret r ansmi ssi on Packet dropped.

46.19.85.116 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
79.178. 151. 187 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 138
79.180. 125. 245 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 32
79.178.151. 187 |Israel 147.237.0.19 |nadi matal .idf. i ;g‘_)l'\gfylgi_ tlg'; Sane Response Code (404) in Session from B ock 30
84.109. 60. 155 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 28
80. 246. 136. 220 |[lIsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 18
37.46.30.251  |Israel 147.237.0.19 [nadi matal . i df i [ hort 7o UL gﬁacrejjatj‘;xlup it ekt Gaunt £, a5 Bl ock 10
176.13. 14. 44 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 9
46.121.124.110 |l srael 147.237.72. 156 |aman. i df . i | Mil tipl e Unhauthorized URL Access from 46.121. 124. 110 B ock 8
37.26.147.133 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
176.13.9. 252 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 5
172. 245.229. 189|thited Sates [147.237.77.216|dover.idf .il D stributed Suspicious Response Code B ock 4
84.228.71.237 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.12.137. 182 |[lsrael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
82.166.137.19 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df . il/$$$8282$$$ Bl ock 3
62.219. 198. 6 I srael 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized URL Access from 62.219. 198. 6 Bl ock 3
77.125. 146. 147 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176. 12. 146. 123 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.121. 110. 103 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
46. 19. 86. 49 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
93.173.33.163 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
80.246.138.82 |[Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
46.120.174.75 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
46. 19. 85. 228 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
62. 90. 94. 138 I srael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed UR. Access on vwwy aka. i df . il /ufi/reaction/ B ock 2
204.13.200.200 [Uited Sates  [147.237.77. 216 dover.idf i1 [D ST oed lT;g:;ggé?ﬂe%vﬁffssp;” Bl ock 2
46.19. 86. 151 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.21. 199 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46.19. 86. 33 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
188. 120. 148. 190|lI srael 147.237.72. 166 [aka. i df . i | Dstributed Uhaut hori zed URL Access on vww aka. i df .il/ufi/reaction/ B ock 2
37.26.149.208 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
176. 12. 144. 247 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.52.34.42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176. 106. 226. 55 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.85.170  |israel 147.237.0.34 [tikshuv.idf.il |Malformed URL _pk_ses. 186. df b3=* B ock 1
94.159.139.92 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
37.26.149.233 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
85.65.22.181 | srael 147. 237.72. 166 |aka. i df . i | m“;:giidzfe.?Ilf:aiﬁf;?;js;gomrol o et udal A Bl ock 1
217.194. 206. 38 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
66.249.66.34  |Israel 147. 237.72. 166 |aka. i df . i | ?4? rzist;tl’tfz‘.j 1%%3”;50;} ;e;u's“zeﬁgfgls.sazgx Bl ock 1
138. 134. 102. 16 |l srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to v i df.il/mil net B ock 1
31.13.110.121 [ireland 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
82.166. 152. 130 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
208.115.113.89 [Lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Molation SortOr in wwidf.il/1065-en/ dover.aspx B ock 1
107.178.104.83 [Uited Sates  147.237.77. 216 |dover idf . i1 || oIS R TS R Reeess on B ock 1
2.54.156. 43 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf . il I11egal HITP \ersion HITH B ock 1
66.249. 67.234  |Israel 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
176.13.14.1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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