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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3353
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 119
81.218.5.130 | srael 147.237.72. 166 aka.idf.il Block Udp All Nets drop 6

104. 192. 0. 226 Lhited Sates 147.237. 76. 198 e yohalan.idf.il |Block Udp All Nets drop 1

183. 206. 162. 118 Chi na 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1

185. 35. 62. 248 Sntzerl and 147.237.76. 86 navy.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S gnature |Devi ce Action |Oount |
31.154.190.209 |Israel 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 4
212.235.62.200 |Israel 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
188. 165. 15. 99 France 147.237.0. 34 tikshuv.idf.il Q28: HITP. AhrefBot craw er B ock 1
123.126.113.80 [China 147.237.72.166 |aka.idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 140 Italy 147.237.77.216 |dover.idf.il 28: HITP.  AnhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

202.79.17. 170 147.237.77. 216 Bangl adesh dover.idf.il portscan: TCP Distributed Portscan 1
149. 78. 41. 186 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 173. 17 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 80. 160. 196 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
208. 115. 113. 89 147.237.77. 216 Wited Sates dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
121.141. 225. 10 147.237.76. 30 Korea, Republic of hi nush. i df . i 1 ET SCAN Potential VNC Scan 5900- 5920 1
82. 81. 28. 16 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 180. 60. 113 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1




11-26-2015-11:04:01 to 11-26-2015-12:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreaming Engine: TP Invalid i i ssi
2.54.165.180 | srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. drop 492
Ret r ansni ssi on Packet dr opped.
. . SYNretransmit wth different .
80.246.133.69 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 242
212.235.98.139 |[Israel 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 144
Sreaning Engine: TP Invalid i i ssi
66.249.73.185 |United Sates |147.237.77. 216 |dover. i df il 9 =9 Invalid segnent retransnission drop 70
Ret r ansm ssi on Packet dropped.
109.66.173.17  |israel 147.237.76.42 |refush.icf.il  [Bad TOP sequence SN retransmt with different moni tor |64
w ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng BEngine: TCP Invalid i i ssi
2.54.141.103  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmission. drop 33
Ret r ansm ssi on Packet dropped.
46.19. 86. 184 | srael 147.237.72. 167 |ishurimaka.i dof .i |Bad TCP sequence Invalid ACK nunber noni t or 27
46. 19. 85. 107 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invali d ACK nunber noni t or 26
46. 19. 86. 95 | srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval id ACK nunber noni t or 26
66.249.81.196 [Wited Sates |147.237.0.34 |tikshuv.idf.il |drop First packet isn't SWN drop 22
46. 19. 86. 197 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invali d ACK nunber noni t or 22
185. 120. 125. 19 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 22
37.26.147.165 |Israel 147. 237.72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 20
37.26.148.172 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
46. 19. 85. 196 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 18
40.77.167. 14 Lhited Sates |147.237.72.166 |aka. idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
46.19. 85. 196 I srael 147.237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 16
176.13.18.178 |l srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 16
54.244.22.103 |whited Sates [147.237.77.233|atal.idf.il drop First packet isn't SWN drop 15
Sreamng BEngine: TCP Invalid i i ssi
40.77.167.14  |Wited Sates |147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmission drop 15
Ret r ansni ssi on Packet dropped.
80.179.114.19 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 14
80.179.114.19 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
46. 19. 86. 118 I srael 147.237.77. 216 [dover.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
79.177.103.76 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
194. 90. 169. 2 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 12
109. 64.170.53 |l srael 147.237.72. 156 |anan. i dof .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaming Engine: TP Invalid i i ssi
46. 19. 85. 46 I'srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
46.19.85.3 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaming Engine: TGP Invalid i i ssi
46.19.86.176  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
2.54.171. 218 I srael 147.237.72. 166 |aka.idf . i1 SYN At ack SYN -> SYN-ACK -> RST rej ect 12
Sreamng BEngine: TCP Invalid i i ssi
134.191. 232. 69 |Israel 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmission. drop 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
66.249.81.218 |Uited Sates |147.237. 77. 216 |dover. i of i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
79.179.10.72  |[israel 147.237.72. 166 |aka. i of .| Bad TOP sequence SN retransmt wth different monitor |12
w ndow scal e
212.179.83.1 I srael 147.237.72. 167 [ishurimaka i df.i [Bad TCP sequence Inval id ACK nunber noni t or 12
Sreamng BEngine: TCP Invalid i i ssi
80.179.11.147 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
2.54.26. 131 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
176.13.10.237 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
212.179. 218. 166|l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 11
46.19. 85. 51 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 86. 118 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
77.125.108. 100 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
212.29.203.226 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invali d sequence nunier noni t or 10
176.12. 148. 101 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
77.125.108. 100 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 10
100. 100. 44. 90 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212.29. 203. 226 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
213.151. 60. 200 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
82. 80. 196. 44 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
185. 32.179. 202 |Israel 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber alert 9
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site Sgnature Action ‘Count
46.19. 85.107 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 186
46.19.85.107 |l srael 147.237.0.19 |nadi matal .idf.il Ig?l?gys_oio;he Sane Response (ode (404) in Session from Bl ock 59
2.54.165.180 |Israel 147.237.76. 200 [ei tan. aka. i df .11 300, a0 Ogo e oponse (ode (404 i Sesston from Bl ock 55
2.54.163.133 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 48
46.19.86.174 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
176.13.18.178 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 27
37.142.64.49 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
84.228.71.237 |lsrael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock
46.117.1.20 I srael 147.237.72. 166 |aka. i df . i | O stributed Uhaut horized UR. Access on ww aka. i df .il/ufi/reaction/ Bl ock
37.26.147.210 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁbﬂf f;ﬁf’?s\;cﬂafzic%gncglg;fﬁsjwd n Bl ock 6
176. 12. 147. 188 |l st ael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 5
95.86.85.122 |Israel 147.237.72. 166 |aka. i df . i | O stributed Uhaut horized UR. Access on www aka. i df .il/ufi/reaction/ Bl ock 5
109. 65.24.79  |Israel 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed URL Access on www aka. i df .il/ufi/reaction/ B ock 5
2.54.172.139 |[lIsrael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 5
87.69.238. 149 |Israel 147.237.72. 166 |aka. i df . i | O stributed Uhaut horized UR. Access on www aka. i df .il/ufi/reaction/ Bl ock 4
81.218.241.25 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 81.218. 241. 25 B ock 4
46.19.85.247 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.86.221 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
208. 115. 113. 89 |Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 208. 115. 113. 89 Bl ock 3
176. 13. 20. 153 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.66.61 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
95. 35. 188. 9 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
107. 178.194. 87 |United Sates [147. 237. 77. 216 [dover . i df . i | e 1) 1155, 23650 el dover. aue Bl ock 2
31. 154. 190. 209 [I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
84.108.71.226 |lsrael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwwuidf.il/ufi/reaction/ B ock
46.19.85.176 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
107.178.194. 79 |Wnited Sates [147.237. 77. 216 |dover . i df . | D stri butec lﬂ":;f;gzgi_eﬂeﬁvﬁff;p;” Bl ock 2
176. 12. 138. 103 [l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
79.178. 133. 127 |l srael 147.237.72. 166 |aka. i df . i | m“;?;rii ;??Iﬁmhﬂfrﬁu: S aspx B ock 2
46.19.85.194 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None
54.244.22.103 |Uited Sates |147.237.76. 147 |chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
176. 13. 10. 237 |l srael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock
37.26.147.138 |Israel 147.237.77. 243 |nobi | e. i df . i | Sozti:iel_”i"defd_ IF:a/rf’af:; /I{gg\g:;sag\gp dOSaram o Qurrent Passuor d Bl ock 2
79.179. 211. 153 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
208. 184.112. 74 [United Sates [147.237.77. 216 |dover . i df . i | D stri uted 1?:;}:%;;?&%&??;&” Bl ock 2
46.19.85.243  |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.16. 193 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19.86.204 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
176.12. 136. 111 [l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
37.26.147.161 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
2.54.141.148 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
80.178. 98. 144 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
208.184.112. 75 |Uhited Sates |147.237. 77. 216 |dover. i df . i | D stri butec lﬂ":;f;gzgi_eﬂeﬁvﬁff;p;” Bl ock 1
141.212.122. 64 |Lhited Sates [147.237.77.19 [lawforumidf.il |Uhauthorized URL Access to /x B ock 1
46. 19. 85. 60 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
67.212.175.138 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod HEAD for v aka. i df.il/eitan/pratinipirteykatava/ |Bl ock 1
192. 116. 95. 240 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
87.69.16.188 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
61.135.190.72 |China 147.237.0.19 |nadi matal .idf.il{Wauthorized URL Access to 147.237.0.19/ B ock 1
46.19. 86. 59 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
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