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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3397
81.218.5.130 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 9
212.25.121.195 | srael 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 3
212.179. 64. 162 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

104. 192. 0. 226 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Ulp Al _Nets drop 1

183. 237. 162. 147 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
41.185. 31. 40 South Africa 147.237.76. 31 nakchal .idf.il [6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 11
94.73. 145. 90 Tur key 147.237.77.74 lawidf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 8
203.171. 41. 47 New Zeal and 147.237.77.233 |atal .idf.il 12715 HITP. Bind SQ Injectionin WR B ock 8
41.185. 31. 40 South Africa 147.237.76. 31 nakchal .idf.il [3808: HITP. SQ Injection Variabl e Declaration Bvasion B ock 8
89.202.105.211  |Ger many 147.237.76. 31 nakchal . idf.il [C1000004: HTTP. options nethod (M crosoft) B ock 2
212. 235. 62. 200 | srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
188. 165. 15. 60 France 147.237.77.233 |atal .idf.il 28 HITP.  AnrefBot craw er B ock 1
79.178.181. 48 I srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
81.218.33.77 | srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
209. 88.198. 1 I srael 147.237.76. 31 nakchal .idf.il |Cl000004: HTTP. options method (M crosoft) B ock 1
41.185. 31. 40 South Africa 147.237.76. 31 nakchal .idf.il |5670: HITP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

41.185.31. 40 147.237.76. 31 South Africa nakchal .i df .il SQ Injection - Select From 34
94. 73. 145. 90 147.237.77. 74 Tur key lawidf.il SQ Injection - Select From 15
203.171. 41. 47 147.237.77. 233 New Zeal and atal.idf.il S Injection - Select Fom 5
176. 106. 226. 173 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
116.121.137.5 147.237.77. 243 Korea, Republic of nobi | e. i df.il ET SCAN NVAP -sS w ndow 3072 1
66. 249. 78. 89 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
46.121. 27. 102 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
176. 60. 67. 55 147.237. 8. 14 Bel arus e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 86. 82. 111 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
92. 54. 208. 167 147.237.77. 216 Gorgia dover.idf.il portscan: TCP O stributed Portscan 1
46.228. 207. 18 147. 237.77. 178 Ger many e.matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 164 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker

Signature

‘Tar get Address ([Ste

Country
80.246.133.69 I srael 147.237.77.233 |atal i df . Bad TCP sequence v?l:dgirfgaslnlt wth dfferent moni tor  |386
66.249.73.185 |Wnited Sates |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. drop 96
Ret r ansni ssi on Packet dr opped.
212.235.98. 139 |[Israel 147.237.72. 166 |aka.i df .il dr op Frst packet isn't SN drop 64
66.249.81.212 |United Sares [147. 237, 77 216 |dover. it i1 || 2 NG Engine: TP Invalid invalid segnent retransnission drop 42
Ret r ansni ssi on Packet dropped.
77.127.109.174 |israel 147.237.77. 233 |atal i df i Bad TCP sequence mdgtvrsin;nlt wth different moni tor |42
2.54.172.56 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
2.52.1.84 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 24
100. 100. 101. 239 147.237. 72. 156 |anan. i df . i | drop First packet isn't SYN drop 22
100. 100. 86. 60 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
2.54.190. 69 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 19
79.176.185. 224 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence Vﬂdﬁr;n;rit Wth different moni tor |18
79.177.200. 234 |lsrael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 17
2.52.1.84 I srael 147.237.72. 166 |aka. i df .i | SYN At tack rej ect 15
2.54.191. 140 | srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
66.249.81.218 |lnited Sates [147.237.77.216 |dover.idf.il Streamng Engi ne: TCP I nvalid  Jinvalid segnent retransnission drop 14
Ret r ansni ssi on Packet dropped.
134.191. 232. 69 |Israel 147. 23777 216 |dover i r.i1 | €A™ NG Engine: TGP Invalid invalid segnent retransmissi on. drop 14
Ret r ansni ssi on Packet dropped.
80.179. 114. 3 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 13
46. 19. 85. 38 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 12
46. 19. 85. 67 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 12
134.191.232.70 |Israel 147. 237. 77. 216 |dover. i of . i | Streamng Engi ne: TCP | nvalid  Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
2.54.188.103  |Israel 147. 237, 72. 167 |t shurimaka i of || €2 NG Engine: TGP Invalid invalid segnent retransmissi on. drop 12
Ret r ansni ssi on Packet dropped.
46.19. 85. 211 I srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 11
2.52.1.84 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 10
37.142.68. 17 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 10
2.54.190. 69 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 10
46. 19. 86. 59 I srael 147.237.72. 167 [ishurimaka i df.i[Bad TCP sequence Invalid ACK nunber noni t or 10
2.52.1.84 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
2.54.190. 69 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 10
2.52.1.84 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nunier noni t or 10
2.54.190. 69 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 10
79.176.160.13  |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid  invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
80. 246. 137. 154 |lIsrael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
109. 66. 138.65 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
46.19. 85. 183 | srael 147.237.72.166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or
37.142.68. 17 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert
66.249.73.201 |Wnited Sates [147.237.77.216 |dover.idf. il Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
176.12. 144. 157 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 8
100. 100. 67. 74 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
62.0.251.193 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
2.54.190. 69 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
80.179.114. 3 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
79.179. 113. 140 |israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
2.54.190. 69 I srael 147.237.72. 166 |aka. i df .i | SYN Attack rej ect 6
31.168. 205. 117 | srael 147. 237. 72. 166 |aka. i f . i Streanng Bngine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 192 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
36.48.159.190 |China 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
134.191. 232. 68 |Israel 147. 23777 216 |dover i r.i1 | €A™ NG Engine: TGP Invalid invalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dropped.
94.230. 86. 151 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 33 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 322
46. 19. 86. 33 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 165
2.54.18.121 I srael 147.237.0.19 |madimatal .idf.i|Too Many of the Sane Response Code (404) in Session from2.54.18.121 [B ock 100
2.54.18.121 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 99
176. 12. 147. 188 || srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 72
37.26.147. 253 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 65
37.26.147.181 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
176. 12. 147. 188 || srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 26
176.13.6.203 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 25
2.52.32.199 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
176. 12. 144. 149 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 19
80. 246. 137. 154 |I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 18
80. 246. 138. 182 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
80. 246. 137. 125 [l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 7
176.13.8.228 |[Israel 147.237.77. 243 |nobi | e. i df . i | Ml tipl e Unauthorized URL Access from 176.13. 8. 228 Bl ock 7
109. 64. 56. 203 |l srael 147.237.72. 166 |aka. i df . i | O stributed Whaut horized UR. Access on vww aka. i df .il/ufi/reaction/ B ock 5
80. 246. 136. 253 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.19.85.151 |lsrael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 3
213.8.71.26 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storage/files/ 1/ B ock 3
176.12.142. 95 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
176.13.0.5 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 2
199. 203. 11. 38 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/nai n/schar Bl ock 2
176.13.8.228  |Israel 147.237.77. 243 |nobi l e. i df . i | ﬁ;ﬂt:c:réfsz , t’;eggrcﬁzm e/l <t chi | ddocument s/ 1403 Bl ock 2
87.69.208.55 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 87.69. 208. 55 Bl ock 2
208.115.113. 89 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code Bl ock 2
66.249.66. 61 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
80. 246. 137. 87 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
176.13.14.65 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108.171.79 |[lsrael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized URL Access on wvww aka. i df .il/ufi/reaction/ Bl ock 2
79.177.119. 74 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
87.69.238. 149 |l srael 147.237.72. 166 |aka. i df . i | O stributed Whaut horized URL Access on vww aka. i df .il/ufi/reaction/ Bl ock 2
176.13.8.228 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
79.177.223.48 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
31.168.74.141 |Israel 147.237.72. 166 |aka. i df . i | m“;;;rii dzfe.?l '/J:a] ﬁf;ie;fs/tu%dat eusercetai| s, asix B ock 2
212.179. 28. 215 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/giyus/control s/atuda/A [B ock 2
37.26.149. 213 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
176.12. 147. 36 |Israel 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut hori zed URL Access from 176. 12. 147. 36 Bl ock 2
46.19. 85. 98 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 2
91.112.220.66 |Austria 147.237.77. 176 |nat pash. i df .i|  [Wauthorized URL Access to v cogat.idf.il/sip_storagel/files/6/4616.jpg |BI ock 2
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf.il DO stributed Suspici ous Response Code Bl ock 2
31.168. 169. 162 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
82.80.196.44 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
66.249.66.34 |Israel 147.237.72. 166 |aka. i df . i | i;t rzgt;‘.’tf; 1%2”;;;1:} gziefus%‘eﬁfff_saﬁgx Bl ock 1
46.19. 86. 94 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
176.12.143.4  |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.54.167. 97 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unknown Par arret er
212.179. 64. 162 |I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $enpl oynent Stat eshonth i n None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
46.19.85.192 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Qpen Mde None 1
141.212.122. 64 [Lhited Sates |147.237.77.74 [lawidf.il Uhaut hori zed URL Access to /X B ock 1
77.237.138.51 %;Lhi . 147.237.77. 176 |nat pash. i df . i | |Wauthorized UR. Access to / Bt ock 1
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