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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3304
37.26. 147. 225 | srael 147.237.77. 216 dover.idf.il |Anonal y-TLS renegotiation-di dest - r eset 71
81.218.5.130 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 9
54.72.182. 187 I'rel and 147. 237.76. 86 navy.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site |Sgnature Devi ce Action |Count |
95. 211. 70. 193 Net her | ands 147.237.72.166 |aka.idf.il 3808 HITP. SQ Injection Variabl e Decl aration Evasi on B ock 8
188. 165. 15. 99 France 147.237.0. 34 tikshuv.idf.il|28 HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

‘ Target Address

Attacker Address

Attacker Country

Ste

|Signature

95.211. 70. 193 147.237.72.166  |Netherl ands akaidf.il S Injection - Select From 10
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
162. 216. 19. 183 147.237.77.216 |wnited Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
59. 45. 79. 117 147.237.76.202 |China e halag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.196  |[China e.svivaidf.il ET SCAN Potential SSH Scan 1
162. 216. 19. 183 147.237.77.216 [United Sates dover.idf.il CGPL WEB SERVER TRACE at t enpt 1
59. 45. 79. 117 147.237.72.217 |China eidf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.77. 19 Italy | awforumidf.il ET SCAN NVAP -sS w ndow 4096 1
59. 45. 79. 117 147. 237. 8. 50 Chi na e tikshuv.idf.il ET SCAN Potential SSH Scan 1
115. 47. 52. 157 147. 237. 76. 86 Chi na navy. i df.il ET SCAN NVAP -sS w ndow 3072 1
51. 254. 44. 137 147.237.72.217 |Wnited Ki ngdom eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 43. 236. 38 147.237.8.28 Lhited Sates €. nobi | e-ks.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
222.73.119. 253 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
91.226.212.78 147.237.0. 16 kr ai ne ny- kosher - kravi .i df . il ET SCAN NVAP -sS w ndow 1024 1
196. 47.173. 21 147.237.0. 15 Qite Dlvoire kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.77.233 |China atal .idf.il ET SCAN Potential SSH Scan 1
196. 47. 173. 21 147.237.0.15 Qte Dlvoire kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.76.197 [China e. hinush.idf.il ET SCAN Potential SSH Scan 1
162. 216. 19. 183 147.237.77.216  |Wnited Sates dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
59. 45. 79. 117 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.77. 19 Italy | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.0.15 Chi na kosher -kravi .i df .i | ET SCAN Potential SSH Scan 1
112. 196. 49. 101 147.237.0. 35 India akavs. i df . i | ET SCAN NMVAP -sS wi ndow 3072 1
104. 43. 236. 38 147.237.8.28 Lhited Sates €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147.237.77.179  |Netherl ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.76.196 [Wnited Sates esvivaidf.il ET DRCP Dshiel d B ock Listed Source 1
61.182. 170. 38 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 147.237.0.15 Mte Dlvoire kosher -kravi .i df .i | ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine:

TP Invalid

Inval i d segnent retransnission.

enf or cenent

66.249.73.185 |lLhited Sates |147.237.77. 216 |dover.idf.il o dro 102
Ret ransmi ssi on Packet dropped. P

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TQP Invalid i i ssi

66.249.81.212 |Wnited Sates |147.237.77.216 |dover.idf.il g =g Invalid segnent retransmssion. | o 24
Ret ransm ssi on Packet dropped.

212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi

2.54.191.253  |Israel 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. o 12
Ret ransm ssi on Packet dropped.

76. 4.216. 182 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 11
Vb Server Enforcenent HITP Deni

207.241.226. 167|Uited Sates [147.237. 72. 166 |aka i df il _ Véb Servers S ow Denial of | o et 10
Vol ation Servi ce

84.109. 65. 108 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaning BEngine: TGP Invalid i i ssi

66.249.73.201 |United Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret ransmi ssi on Packet dropped.

50.29.115.244 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreaning BEngine: TCP Invalid i i ssi

66.249.66.61  |Uited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.81.218 |lited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

207.46.13.99  |Uited Sates |147.237.77. 216 |dover. i of i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.73.193 |twited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.

203.171.41.47 |New Zeal and 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 6

188. 120. 148. 171|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4

37.26.149.199 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

50.29.115.244 |hited States |147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TGP Invalid i i ssi

37.26.149.147 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.

99.103.119. 108 |Wnited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TGP Invalid i i ssi

79.176.113. 201 | srael 147.237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

79.178.57.116 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |, o 3
Ret ransm ssi on Packet dropped.

s instant nessenger pattern found, .
23.101.61.176 |irel and 147.237.77.74 |lawidf.il I nstant Messengers appl i cati o Skype nonitor |2
37.26.149.199 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 2

Sreaning BEngine: TCP Invalid i i ssi
208.115. 113. 89 |Uited Sates |147. 237. 72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dropped.
46. 19. 86. 113 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreaning Bngine: TQP Invalid i i ssi
212.76.111. 230 |israel 147. 237.77. 243 |nobi l e.i df i1 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dropped.
37.26.149.199 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 2
Sreaning Engine: TQP Invalid i i ssi
40.77.167.35  |uwited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
207. 241. 237. 211 | ted Sates  |147. 237.77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
208.115.111. 73 |lhited Sates [147.237.72. 166 |aka.idf.il drop SAMrule drop 2
50.29.115.244 |Lhited States |147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 112|lhited Sates [147.237.77.19 |lawforumidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.26.149.199 [lIsrael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invali d sequence nunber alert 1
85. 65. 52. 28 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Invalid ACK nunber monitor |1
208.115.111.73 [Uited Sates [147.237.77. 226" chanatz. aka. tdf |4 op SAMrul e drop 1
74.82. 47.59 Lhited Sates [147.237.76.38 |e.emeitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
207. 46. 13. 64 Lhited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105. 139. 111|United Sates |[147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 113 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |1
141.212. 122, 123|Wited Sates [147.237.8.14 e orchot.idf.il Geo- | ocati on enf or cenent Sﬁ?olrgzi'n?” i nbound drop 1
216.218.206.80 |Lhited Sates [147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
79.181.188. 199 |[lsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.111. 73 |lhited Sates [147.237.76.31 |nakchal .idf.il drop SAMrule drop 1
180. 153. 206. 36 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 115|Wnited Sates [147.237.77. 170 |maarachot . i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93. 115. 95. 202 g”&;y”ous 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 1
184.105. 139. 111|wited Sates |147.237.76. 44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent gﬁ?;'rsgi'nfn I nbound drop 1
141.212. 122, 124|Wnited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
. . . Unaut hori zed URL Access to
109. 186. 10. 63 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 B ock 5
176. 12. 144. 133 |Israel 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Bl ock
46. 19. 86. 144 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode Bl ock
37.140. 141. 2 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 4
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock
212.76.111. 230 |lsrael 147.237.0.19 |nadimatal .idf.il [DOstributed Suspicious Response Code B ock
. - . Unaut hori zed URL Access to
176. 13. 18. 25 I 'srael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 2
46. 19. 85. 152 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode Bl ock 2
5. 255. 253. 150 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 2
Russi an . . ! . .
5.255.253.157 - oo - o 147.237.77. 216 |dover . i df . i | D stributed Suspi ci ous Response Code Bl ock 2
Russi an . . . .
95.108. 158. 171 er ati on 147.237.77. 216 |dover . i df .i | Distributed Suspi ci ous Response Code Bl ock 2
Russi an . . ! . .
5.255.253.158 - o - o 147.237.77. 216 |dover.i df . i | D stributed Suspi ci ous Response Code Bl ock 2
66.249.64.177  |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i | |Wauthorized URL Access to wmw chi nuch. aka. i df .i1/404. ht m Bl ock 2
40.77. 167. 35 Lhited Sates 147.237.77. 216 |dover.idf .i | D stributed Suspici ous Response Code Bl ock 1
173.252.80.119 |Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
5.29.242. 54 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
] - . DO stributed Whaut horized URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
79.181.175. 233 |israel 147.237.72. 166 |aka. i df . i | thaut hori zed Method HEAD for B ock 1
v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
] - . DO stributed Whaut horized URL Access on
208.184.112.74 |Wnited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
162.216.19. 183 |Uhited Sates 147.237.77.216|dover. i df .i | Mil ti pl e Uhaut hori zed URL Access from 162. 216. 19. 183 Bl ock 1
31.13.110.106 |[irel and 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
91.55.189. 122 |Ger many 147.237.77. 216 |dover.i df .i | D stributed Suspi ci ous Response Code Bl ock 1
207. 46.13. 49 Lhited Sates 147.237.77.216|dover. i df .i | Mil tiple Unaut horized URL Access from 207. 46. 13. 49 Bl ock 1
66. 249. 78. 20 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt Bl ock 1
173.252.121. 118|Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
109. 67. 13. 54 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
80. 246. 137. 182 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
195. 154. 226. 90 |France 147.237.72. 166 [aka. i df . i | II1egal HITP \ersion HITH Bl ock 1
66. 249. 69. 97 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 894- he/ at al . aspx B ock 1
162. 216.19. 183 |lhited Sates 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df . i | /404t est page4525d2f dc Bl ock 1
31.13.110.111 [ireland 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
2.54.4.5 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
95. 108. 158. 152 RJsls;;ni on 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Code Bl ock 1
68.180. 228. 112 |[lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Qode Bl ock 1
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waw i df.il/1294-ar/waw idf.il/ar B ock 1
46.19. 86. 42 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
173.252.121. 119|Uhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
84.108.29.134 |Israel 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
216. 218. 206. 68 |Lhited Sates 147.237.0.19 |nadimatal .idf.il [Unhauthorized URL Access to 147.237.0. 19/ B ock 1
’ . . Unaut hori zed URL Access to
199. 16. 156. 126 |United Sates 147.237.77. 216 |dover . i df . i | v i of i /i p storagel i1 es/ 8/ si e220x0/ 17558 | pg B ock 1
- . Unaut hori zed URL Access to
66.249.73.151 |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1133- 20594- he/ dover . aspx Bl ock 1
168. 235. 205. 121 |lhited Sates 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wan idf.il/shl, idf spokeperson Bl ock
31.154. 21. 66 I srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwidf.il/ufi/reaction/ B ock
2.54.191. 253 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  [B ock 1
68.180. 228. 112 [United Sates  |147.237.77. 216 |dover. i df .i | Paraneter Type Miol ation FageNimin Bl ock 1
waw i df . i | /1393- en/ dover . aspx
’ . . Unaut hori zed URL Access to
208.115.111. 74 |wnited Sates 147.237.77.233|atal .idf.il v at al i df i |/ sharec user cont rol s/ header pper / B ock 1
146. 185. 234. 48 RJSIS:;ni on 147.237.77. 74 |lawidf.il Unaut hori zed URL Access to wwu | aw i df.il/656-en/ Bl ock 1
nobi | e. nei tav. i df. i
221.231.6.195 |China 147.237.76. 39 | Unaut hori zed HTTP Met hod B ock 1
84. 110. 40. 20 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ [B ock 1
; . . O stributed Whaut horized URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
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