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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3594
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 82
81.218.5.130 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 9
222.186.56. 115 Chi na 147.237.76. 198 e.yohal an.idf.il |[JLM Under Attack Con_Tcp drop 2
198. 20. 69. 98 Lhited Sates 147.237.76. 38 e.e.neitav.idf.ilB ock_ Wp Al Nets drop 1

66. 240. 192. 138 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | ock_Wp Al _Nets drop 1
93.174.93. 151 Net her | ands 147.237.76. 38 eeneitav.idf.ilB ock Wdp All Nets drop 1
146. 185. 239. 100 Russi an Federation 147. 237. 76. 200 eitan. aka. idf.il |bl ock-sp-trafl drop 1

80. 82. 64. 198 Net her | ands 147.237.76. 30 hi nush. i df .i | B ock Wp Al Nets drop 1
8.17.88.132 Lhited Sates 147.237.76. 86 navy.idf.il B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |S gnat ure Devi ce Action |Count ‘
23.91.70.95 Lhited Sates 147.237.0. 34 ti kshuv.idf.il]6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 13

74. 208. 133. 60 Lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 8
203.171. 41. 47 New Zeal and 147.237.77.74 |lawidf.il 12715 HITP. Bind SQ Injection in WR B ock 8
23.91.70.95 Lhited Sates 147.237.0. 34 ti kshuv.idf.il|3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 8

74. 208. 133. 60 Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 8
64.186.146.196 |Uited Sates 147.237.77.216 |dover.idf.il |[3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 3

213. 8. 145. 99 I srael 147.237.72.166 |aka.idf.il 3808 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 3
23.91.70.95 Lhited Sates 147.237.0. 34 ti kshuv.idf.ilf9785. HITP. SQ Injection (Referer Header) B ock 2
64.186.146.196 |[Uited Sates 147.237.77.216 |dover.idf.il |3809: HITP. SQ Injection Evasion SQ Comment Ter minat or B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

74.208.133.60 |147.237.77.74 |lhited Sates |lawidf.il S Injection - Select From 18

203.171.41.47 (147.237.77.74 [New Zealand  |lawidf.il SQ Injection - Select From 5

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port deni al

66.249. 67.232 [147.237.72. 166 thited Sates |aka.idf.il , - 1
of service attenpt

222.186. 56. 115 [147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

... |ET D35 Large anount of TCP ZeroWndow - Possible Nkiller2 DDos

109. 160. 237. 44 [147. 237. 77. 170 |1 sr ael naar achot . i df .i 1 1
attack

54, 183.246.95 [147.237.77.61 |[Wited Sates |e.cogat.idf.il |ET SCAN NVAP -sS w ndow 3072 1

222.186. 56. 115 [147. 237. 76. 199 |Chi na e.nakchal .idf.iI[ET SCAN Potential VNC Scan 5900- 5920 1

222.186. 56. 115 (147. 237. 76. 30 [Chi na himsh.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1

105. 157. 74. 18 |147.237. 77. 216 |Mor occo dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Signature

Country

‘Target Address |Ste

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

enf or cenent

66.249.73.185 |nited Sates [147.237.77.216 |dover.idf.il > dro 40
Ret r ansmi ssi on Packet dr opped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
204.93.193.38 |United Sates  |147. 237.72. 166 |aka idf. | Bad TCP sequence SiNretransmt wth different —fooior |7
w ndow scal e
: R SWNretransnmit wth different .
73.179.208. 124 |tnited Sates [147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal & nonitor |7
Sreaning Engine: TQP Invalid i i SSi
66.249.73.193 |tnited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segment retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.178.125.29 |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
207.46.13.99  |Wited Sates |147.237.77.216 |dover.idf. il Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
107.107.62.61 |Uhited Sates |147.237.77.216|dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 5
Sreaning Engine: TGP Invalid i i sSi
40.77.167.35  |Uited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid ' i ssi
157.55.12.72  |Wited Sates  |147. 237. 76. 200 |ei tan. aka i df .i | 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
66.249.66.61 |lited Sates |147.237.72. 166 |aka. idf. il 9 =9 Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.
81.63.204. 158 |[Sntzerland 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
176. 106. 226. 219|l srael 147.237.77. 170 |naarachot . i df . i | Bad TCP sequence Inval i d ACK nunber alert
176. 106. 226. 219|I srael 147.237.77. 170 |maarachot . i df . i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid ' i ssi
66.249.66.18  |Uited Sates |147.237.77. 243 |nobile.iof i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Russi an . s Sreamng Engine: TP Invalid [invalid segnent retransnssi on.
178.154. 243. 114" o 147. 237. 76. 200 [ei tan. aka. i df .i | Ret 1 ansm Ssi on Packet dr opped. drop 3
93. 115. 95. 202 g”;(’;ymus 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 2
Sreaning Engine: TGP Invalid i i sSi
207.46.13.49  |twited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
105. 157.74. 18  |Mor occo 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
203.171.41.47 |New Zeal and 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 2
105. 157.74.18 |Mor occo 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
64.125.239. 227 |lhited Sates [147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.121. 183|Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
27.130. 242. 197 |Thail and 147, 237.77. 216 |dover. i o . | Header Rej ecti on :‘gitrej ection pattern found in | ivor |1
112. 74.67.109 |China 147.237.0. 16 :‘I’"kOSher'k'aV"'df' SYN Att ack SYN -> SYN-ACK -> Tinmeout  |reject 1
180. 153. 201. 217|Chi na 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
74.112.131. 241 |Wnited Sates  [147.237.77. 216 |dover. i df.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 234. 48 RJSf::I”ion 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
141.212.121. 189|Wnited Sates  |147. 237. 77. 212 |e. dover. i df . i | Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
221.199.217. 173|Australia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
46. 116. 193. 232 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
141.212.121. 178|Wnited Sates |147.237.76.201 |e. atal .idf.il Geo-1 ocation enf or cenent ﬁ?;:ggﬁ;'nfn I nbound drop 1
191. 247.230. 51 |Brazil 147. 237.77. 216 |dover i df .| Bad TCP sequence SSZ';'J:;(;:”S”“ wehdfferent oy 1
74.82.47.22 Whited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 117 |hited Sates  |147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64.125.239. 247 |lhited Sates |147.237.8.28 |e.mwbile-ks.idf.il  |Geo-1ocation enfor cenent ﬁ?o'rg;‘;‘:nf” I nbound drop 1
141.212.121. 184|Uited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
112.74.67.109 |china 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 247. 200|United Sates  [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 stls;;”ion 147. 237.72. 166 |aka i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
73.179.208. 124 |United Sates  |147. 237.72. 166 |aka i .| Bad TCP sequence SiNretransmt wth different | oy 1
w ndow scal e
141.212.122. 112|Wited Sates |147.237.8.50 e tikshuv.idf.il Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
64.125.239.76 |lhited Sates |147.237.72.156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
141.212.121. 178|Whited Sates  |147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
191.247. 230.51 |Brazil 147. 237. 77. 216 |dover i of . i Bad TCP sequence i’:t:eer:é:nsmt wthdifferent —onitor |1
74.82.47.51 Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 118|lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 186|thited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
118. 238. 227. 101 |Japan 147. 237. 72. 156 |anan. i of . i | drop First packet isn't SN drop 1
184. 105. 247. 204|Wnited Sates |147.237.8.28 |e.mobile-ks.idf.il  |Geo-1 ocati on enf or cerent Geo-locati on i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.226.172.38 Ger many 147.237.77.216|dover. i df . il Suspi ci ous Response Code B ock
2.54.24.18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
89. 33. 40. 198 Rormani a 147.237.77.216|dover.i df . il Distributed Suspici ous Response Code B ock
95. 108. 158. 171 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Gode B ock 2
83.130. 115. 247 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
’ . . D stributed Unauthori zed URL Access on
107.178.194.87 |Wnited Sates  [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 2
66.76.174. 2 Lhited Sates  [147.237.72. 156 |anan. i df . il Mil ti pl e signatures from66. 76.174. 2 B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover.i df.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. www. chanat z. aka. i d .
141.212.122. 112|lhited Sates 147.237.77. 226 fil Mal forned URL proxytest. zrmap. i o: 80 B ock 1
. . Uhknown Paraneter docl.. in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i o i 1/ nai v gi yus/ general . aspx None 1
5. 255. 253. 150 RJSIS;;ni o 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
108. 92. 148. 120 |lhited Sates  |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to ww i df.il/hebrew B ock 1
73.179.208.124 |lnited Sates  |147.237.72.166|aka.idf.il Mil tipl e signatures from73.179. 208. 124 B ock 1
’ . . D stributed Unauthori zed URL Access on
208.184.112.75 [Wited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
66. 249. 65. 1 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to waw refua. atal .idf.il/894-he B ock 1
146. 185. 234. 48 RJF Sﬁ::ﬂ on 147.237.77.216|dover. i df . il D stributed Suspicious Response Code Bl ock 1
. . S Unhtraceabl e Gonnection - Protocol violation
66.249.67.232 |Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
27.130. 242. 197 |Thail and 147.237.77.216|dover . i df . i Enail collector robots 14 B ock 1
204.93.193.38 |Wiited Sates |147.237.72. 166 |aka. i df . i | gf;'s?‘:;ed 31 Dta Retrieval with Inplicit  Qnversion None 1
118. 238. 227. 101 |Japan 147.237.72. 156 |aman. i df . i | gfg:'s?‘:;ed 31 Dta Retrieval with Inplicit  (nversion None 1
Unaut hori zed URL Access to
66.249. 65. 101  [Israel 147.237.0.15 |kosher-kravi.idf.il  [wwkosher-kravi.idf.il/tenpl ates/ shared/ usercontrol s/ header upp |Bl ock 1
er/
; ] . D stributed Lhaut hori zed URL Access on
157.55.39. 169 |lhited Sates  [147.237.76.42 |refuah.idf.il 147 237. 76, 42/ robot s. txt Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates  [147.237.77.216|dover. i df .i | v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 67. 234 I srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock !
27.130.242.197 |[Thailand 147.237.77.216|dover.idf . il eMi | Hoar di ng B ock 1
204.93.193.38 |Wited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e signatures from204.93.193.38 B ock 1
118. 238. 227. 101|Japan 147.237.72. 156 |aman. i df . i | Mil tipl e signatures from 118.238. 227. 101 B ock 1
88.198.26.46  |Germany 147.237.72. 166 |aka. i of . i | Miltiple Lhauthorized Method for Known LR. from B ock 1
88. 198. 26. 46
. . Uhaut hori zed URL Access to
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
. . . . URL is Above Root Directory
180. 153. 180. 190|Chi na 147.237.0.34 |tikshuv.idf.il ww ti kshuv. i df i 1/ ./ shared/ ol i ent scri pts/ui /ui . dat epi cker | s B ock 1
66.249. 67. 243  [Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter 5cf 35968 in aka.idf.il/news/ None 1
66.76.174.2  |lited Sates  |147.237.72. 156 |anan. i df i | gff):'s?‘:;ed BSL Data Retrieval wih Inplicit  (nversion None 1
207.46.13.177 |Lhited Sates  |147.237.77. 176 |mat pash. i df . il Unaut hori zed URL Access to 147.237.77. 176/ B ock 1
141.212.122. 112|nited Sates  |147.237.77.216|dover.idf . i | Mal formed URL proxytest. znmap. i o: 80 B ock 1
88.198. 26. 46 Ger many 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/gi yus/ mai n/ B ock 1
66.249. 66.61  |Israel 147. 237.72. 166 |aka. i df . i | Wnknown Paramet er 4d9c6f 40 in None 1
wan aka. i df . i |/ mai n/ kapat z/ cont act us. aspx
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |lhited Sates  [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
] . . D stributed Unauthori zed URL Access on
107.178.194.87 |[lhited Sates  |147.237.77.216|dover. i df .i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
73.179.208.124 |lnited Sates  |147.237.72.166|aka.idf.il MSSQ Data Retrieval wth Inplicit  Qonversion Erors None 1
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