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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3755

66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 58

66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 42
81.218. 5. 130 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

80. 82. 64. 198 Net her | ands 147.237.76. 199 e. nakchal .idf.il|B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 66. 5 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
51. 254. 44. 137 147.237.72. 167 Uhi ted Ki ngdom i shuri maka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186. 56. 39 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186. 56. 39 147. 237. 76. 38 Chi na eeneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
196. 47.173. 21 147.237.72. 14 Qte Dlvoire dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 4096 1
94. 102. 48. 195 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
63.142. 161. 19 147.237.8.24 Canada elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
51. 254. 44. 137 147. 237.76. 44 Uhi ted Ki ngdom e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207. 18 147.237. 0. 34 Ger many tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186. 56. 39 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186. 56. 39 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential VWNC Scan 5900- 5920 1
196. 47.173. 21 147.237.72. 14 Qte Dlvoire dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 3072 1
185. 56. 80. 31 147.237. 0. 200 Net her | ands nau. i of . i | ET SCAN Potential VNC Scan 5900- 5920 1
51. 254. 44. 137 147. 237. 76. 201 Uhi ted Ki ngdom eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engi ne:

TCP Invalid

Inval id segnent retransnission.

66.249.73.185 |lLhited Sates |147.237.77. 216 |dover.idf.il - dro 56
Ret r ansni ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
176. 106. 226. 219|l srael 147.237. 77. 170 |n@arachot . i df . i | Bad TCP sequence I'nval i d AGK nunber alert 28
176. 106. 226. 219! srael 147. 237. 77. 170 |naar achot . i of . i | Bad TCP sequence I'nval i d AGK nunber nonitor |28
73.10.229.117 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 13
199.30.25.255 |United Sates |147.237.76.31 |nakchal .ict. il Bad TCP sequence S retransmt wth different — Jopnitor |6
w ndow scal e
R SWNretransnmit wth different .
109. 186. 10. 46 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |6
Sreaning Engine: TCP Invalid i i ssi
66.249.73.193 |Wnited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
66.249.73.201 |lnited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
207.241.226.41 |lhited Sates |147.237.76.42 |refuah.idf.il drop SAMrule drop
5.29.29.214 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid sequence nunier noni t or
Sreamng Engine: TCP Invalid i i ssi
207.46.13.49  |Wited Sates |147.237.77.216 |dover.idf. il 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
40.77.167.35  |Wnited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
95.24.54.2 Russi an 147.237.77.74 |lawidf.il drop First packet isn't SIN drop 4
) i ) Federati on ) i ) )
Sreanming Engine: TCP Invalid i i SSi
5.22.134.160  |israel 147, 237.72. 167 |i shuri maka. i df .| 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an Lo Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
5. 255. 253. 188 e ot on 147. 237. 72. 166 |aka.i of .i Ret r ansm ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i SSi
2.54.142.179  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
162. 226. 188. 204|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
185.3.146.222 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
82.166. 22. 23 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
o SN retransnmit wth different .
82.166. 22. 23 I srael 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence wi ndow scal e nonitor |2
208.115.111. 73 |Lhited Sates |147. 237. 72. 166 [aka.idf il drop SAMrule drop 2
64.125.239.171 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 203|Wited Sates |147.237.76.39 |nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
158. 255. 215. 203 |France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121. 180|Uhited Sates [147.237.77.235(sviva. idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 72 |[lhited Sates |147.237.0.33 |idf.il drop drop 1
76.97.49. 14 Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 88 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
184.105.139. 67 |Wited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 1
141.212.122. 112|Whited Sates |147.237.77.19 |lanvforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates |147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 1
184. 105. 247. 228|UWnited Sates |147.237. 76. 200 [ei tan. aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 187|United Sates |147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 72 |Wited Sates |147.237.77. 227 |e. hanaz. i f . i Geo- | ocati on enf or cenent Sg;’;ggﬁ:nfn i nbound drop 1
77.237.138.51 |Czech Republic |147.237.77.19 |lawforumidf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
; . . SYNretransmt wth different .
199.30.25.255 [Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence wi ndow scal e noni t or 1
52.16.5.197  |Wnited Sates  |147.237. 77. 216 |dover. i il Bad TCP sequence SN retransmt wih different —opnior [
wi ndow scal e
184.105.139. 76 [Lnited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 113|Wited Sates [147.237.77.19 |[lawforumidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
112. 74.67.109 |Chi na 147.237.77. 243 |nobi l e.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |Lhited States  |147.237. 76. 200 |ei tan. aka.i df .i | drop SAMrule drop 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 187|Wited Sates |147.237.0.35 |akaws.idf.il drop drop 1
216.218.206.88 |lhited Sates |147.237.77.226 “:"IW chanatz. aka. 1df ey af t ack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.34 |lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
184.105.139. 76 |Wnited Sates |147.237.77. 121 e navy.idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
Russi an . R . Geo- | ocati on i nbound
146.185.239. 102 -~ o 147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
115. 230. 124. 164 |chi na 147. 237. 77. 216 |dover i df .i | drop SAMrule drop 1
208.115.111. 73 |lhited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.181.116.69 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 3
] - - Distributed Uhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 2
68.180.228.112 |[lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Qode Bl ock
207. 46. 13. 49 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207. 46. 13. 49 B ock
79.182.28.171 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
95. 108. 158. 146 RJsls;;ni on 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 2
66. 249. 66. 75 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 75 Bl ock 1
m ny- kosher - kravi . i _ ,
176.13.4.73 | srael 147.237.0. 17 df il Mitiple Illegal Parangeter Encoding from176.13.4.73 None 1
66. 249. 65. 34 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
137.116.71. 170 |Uited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
79.179. 216. 250 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i |/ usef ul i nf ormati on/ i dkoni ni pages/ 13022011masai Bl ock 1
yot . aspx
m ny- kosher - kravi . i i
176. 13. 4. 73 I sragl 147. 237.0. 17 rry Paranet er Type M ol.at_l on_ctl 00$Cont ent A gcel—bl der 1$t xt Passwor d B ock 1
df.il in mny-kosher-kravi.idf.il/tenplates/l ogin. aspx
] - - Distributed Uhaut hori zed URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
68.180.228.112 |Wnited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/hebrew an.. B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 40 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 2/ si ze100x0/ 3382,  pg B ock 1
207. 46. 13. 49 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/navy/ htm/profs. asp Bl ock 1
141.212.122. 112|Uhited Sates |147.237.77.19 |lawforumidf.il Mal formed URL proxyt est. zmap. i o: 80 B ock 1
66.249.73.143  |Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249, 73. 143 Bl ock 1
] . . Unaut hori zed URL Access to
199.59. 148. 211 |Wited Sates |147.237.77.216|dover.idf.i | v o i1/ p storagel i1 es/ 5/ si e220x0/ 16615 | pg B ock 1
; ] ] Distributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216 |dover.idf.i | v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
] . . Unaut hori zed URL Access to
68.180.228.175 [Wited Sates |147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994~ 9023- he/ r ef uah. aspx Bl ock 1
. . Unhknown Paraneter hc_| ocation in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | waw aka. i df .i 1/ nai v har edi i gener al . aspx None 1
207. 46. 13. 99 Uhited Sates |147.237.77.216|dover.idf.il O stributed Suspicious Response Code Bl ock 1
157.55.39.218 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/irag/english/info09.asp Bl ock 1
- - Unaut hori zed URL Access to
66.249.73.159  |Israel 147.237.77. 216 |dover . i df . il 147, 237.77. 216/ 1134- 19970- he/ i df gdover . aspx Bl ock 1
2.54.51. 85 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
109. 186. 10. 46 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237. 76. 42/ styl el shar ed/ reset . css |B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.224 |lhited States  |147.237.76.31 |nakchal .idf.il ww nakhal i df i 1/1073- hef nakhal . aspx B ock 1
Unaut hori zed URL Access to
66. 249. 66. 69 I srael 147.237.77. 176 |mat pash. i df . i | win cogat . i df . i | /useful i nformati on/ i dkoni i pages/ t zl avadonot ef 0 Bl ock 1
7032011. aspx
; ] ] Distributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
m ny- kosher - kravi . i ,
176.13.4.73 | srael 147.237.0. 17 df il Il egal Paraneter Encodi ng " - Tb[ 4Ag; ! x8IHWh>/ dcq None 1
. . Unaut hori zed URL Access to
66. 249.75. 106 I srael 147.237.77. 233 (atal . i df . i vwwy at al . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
waw. chamat z. aka. i d |uhaut hori zed URL Access to
46.163.68.109  (Germany 147.237.77. 226 flil wwyv chanat z. aka. i df . i | / shar ed/ user cont r ol s/ header upper/ Bl ock 1
; ] ] Distributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
115. 230. 126. 48 |Chi na 147.237.77. 216 |dover.idf . il Dstributed Whauthorized URL Access on v i df . i |/ ckfi nder Bl ock
77.237.138.51 |Czech Republic [147.237.77.19 |l awforumidf.il Unaut hori zed URL Access to / B ock
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