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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3468

66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 192
81.218.5.130 | srael 147.237.72. 166 aka.idf.il |Block Udp All Nets drop 9

153. 31. 160. 5 Lhited Sates 147.237.76. 177 ncore.idf.il|Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count
188. 165. 15. 160 France 147.237.76. 31 nakchal .idf.il |28 HITP. AhrefBot craw er Bl ock 1
123. 126. 113. 80 Chi na 147.237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 5
66. 249. 75. 106 147.237.77.233 |Wnited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
31.6.71. 154 147.237.77.233  |Pol and atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.220. 51. 161 147. 237. 77. 61 Iran, Islamc Republic of |e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
203.197.205.118 |147.237.77.216 |India dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
180. 153. 104. 125  |147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NMAP -sS w ndow 4096 1
93.113.125. 11 147. 237. 8. 46 Romani a e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.151. 55. 35 147.237.77.226  |Wraine wa charat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
5. 220. 51. 161 147. 237.77. 61 Iran, Islamc Republic of |e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
5.220. 51. 161 147.237.77.61 Iran, Islamc Republic of e.cogat.idf.il ET SCAN NVAP -f -sS 1
180. 153. 104. 125  |147.237.0. 15 Chi na kosher-kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
93.113.125. 11 147.237.8. 14 Romani a e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.228.207. 18 147. 237.76. 38 Ger many eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
176. 106. 226. 219|I srael 147.237.77. 170 |naarachot.idf .il  |Bad TCP sequence Inval i d AGK nunber alert 28
176. 106. 226. 219l srael 147. 237. 77. 170 |maar achot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 28
Sreamng Engine: TCP Invalid i i SSi
66.249.73.185 |Lnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 26
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
65.55.210. 101 |Wited Sates  |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. |, 9
Ret r ansn ssi on Packet dropped.
46. 19. 86. 96 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 86. 96 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 7
79.178.102. 107 |l srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid sequence nunber nonitor |6
64.233.172.198 |Wnited Sates [147.237.77. 176 |natpash.idf.il drop First packet isn't SN drop 6
89. 138. 204. 152 |l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
62.128. 41. 133 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 3
Russi an C Streaming Engine: TCP Invalid |invalid segnent retransnission.
5. 255. 253. 188 ration 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
213.57.250.97 |[lIsrael 147.237.77. 216 |dover.idf . i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanmng Engine: TCP Invalid i i ssi
149.78. 242. 108 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansnm ssi on Packet dropped.
88.208. 23. 73 Net her | ands 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 3
Sreamng Engine: TCP Invalid i i SSi
66.249.66.61  |United Sates |147.237.72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dropped.
88. 208. 22. 36 Net her | ands 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 116. 77. 52 I sr ael 147.237.76.39 |nobile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i sSi
157.55.39. 124 |Wnited Sates  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansn ssi on Packet dropped.
216.218.206. 102|United Sates  |147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 115|tited Sates  |147.237.76. 198 |e.yohalan.idf.il  |Geo-1ocati on enf or cenent ﬁfolggi'mon I nbound drop 1
5.29.210.121 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
141.212.121. 177|Whited Sates  |147. 237. 77. 216 |dover. i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.108. 172. 209 |l srael 147.237.77. 234 |hal ag.idf . il Bad TCP sequence I'nval i d AGK nunber monitor |1
190. 237. 143. 17 |Reru 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
64.125.239.196 |United Sates [147.237.0.33 [idf.il drop drop 1
141.212.122. 120|Wnited Sates  |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 187|wited Sates  [147. 237. 77. 227 [e. harez. i of . Geo- | ocati on enf or cenent Sﬁfolggﬁ;'mon i nbound drop 1
112.74.67.109 |China 147.237.77. 179 |e. nazi .i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
221.199.217. 173|Australia 147. 237. 77. 216 |dover . i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
64.125.239.20 |Wited Sates [147.237.8.50 |e.tikshuv.idf.il |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 116|Wited Sates |147. 237.76. 198 |e.yohalan.idf.il  |Geo-1 ocation enf or cenent gﬁfolggix”  nbound drop 1
5. 255. 253. 150 R‘SIS::I”ion 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.121. 179|Wited Sates |147.237.8.27 |e.madimatal.idf.il|Geo-1 ocati on enf or cenent Sﬁfolrggihton  nbound drop 1
207.46.13. 71 Lhited Sates |147.237.77. 176 |natpash.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
64.125.239.236 |lLited Sates |147.237.76.39 |mobile.neitav.idf.i|SYN Attack SYN -> SYN ACK -> Ti meout rej ect 1
141.212. 121. 188|Wnited Sates  |147. 237. 77. 227 |e. haraz. i df . i | Geo- | ocati on enf or cenent gﬁ?olrggi'mo” i nbound drop 1
137.116.71.170 |Wited Sates |147.237.76.44 |erefuahidf.il  |Geo-1ocation enfor cenent Geo-| ocati on i nbound drop 1
enf or cenent
64.125.239.76 |lwited Sates |147.237.77.121|e. navy.idf il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 118|thited Sates  |147.237.77.233|atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 180|Wited Sates |147.237.8.27 |e.madimatal.idf.il|Geo-1 ocati on enf or cenent Sﬁfolrggihton  nbound drop 1
88.208.22.36  |Netherlands 147. 237. 72. 166 |aka.i of . i | drop SAMrul e drop 1
64.125.239. 241 |Whited Sates |147.237.76.44 |erefushidf.il  |Geo-1ocation enf or cenent ﬁ?;'rggz:nfn I nbound drop 1
141.212.122. 113|wnited Sates  [147.237. 76. 196 [e. sviva i of il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
137.116.71.170 |Lhited Sates 147.237. 76. 148 |gacent er. aka. i df . i | |dr op drop 1
181.39. 227. 193 |Ecuador 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAK retransmt wth different | oo [
w ndow scal e
64.125.239. 147 |Wnited Sates |147.237.76.199 |e. nakchal .idf.il  |Geo-1 ocation enf or cenent gﬁ?;'rzgrar:nfn t nbound drop 1
141.212.122. 119|Wited Sates  |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
208.97.177.191 |Wited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed URL Access from 208.97.177. 191 B ock 5
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
. . . DO stributed Uhaut hori zed URL Access on
208.184.112.75 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
207. 46. 13. 49 Lhited Sates |[147.237.77.216|dover.idf.il DO stributed Suspici ous Response Code B ock 2
: . . Uhaut hori zed URL Access to
199. 16. 156. 126 [lhited Sates |147.237.77.216|dover.idf.il vowei i1/ p storagel i1 es/ 8/ si ze220x0/ 17558, | pg B ock 2
157.55.39.124 |Uited Sates |147.237.72.166|aka.idf.il Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
81.223.254.34 |Austria 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to /robots. txt B ock 1
208.115.113.89 [lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Molation SortOr in wawidf.il/1283-en/ dover.aspx B ock 1
66.249. 67. 250 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei t an/ t nuna/ B ock 1
: . . D stributed Uhaut hori zed URL Access on
204.13.164.54 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Uhaut hori zed URL Access on
109. 201. 154. 221 |Netherl ands ~ |147.237.77. 216 |dover. i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.73.151 |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1133- 13089- he/ dover . aspx Bl ock 1
46. 19. 86. 154 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
208.97.177.191 |[hited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
176.13.16.225 | srael 147.237.72. 166 |aka. i df . i | m;':kp)' e Utraceabl e S Sessi ons from176.13.16.225 (si gal gs oS None 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.79 [lhited Sates |147.237.77.216|dover. i df il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 69. 49 I srael 147.237.77. 170 |maar achot . i df . i [|Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
: . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
122.224.8.111 |China 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to wan i df .il/ckfinder B ock 1
] . . URL is Above Root Drectory
54.175.3.91 Lhited Sates |147.237.77.216|dover.idf.il wowvi o i1/ ./ shared/cli entscri pts/j query/j query-1 4.2, min. | s B ock 1
. . . Uhaut hori zed URL Access to
208.115.113.89 |[lhited Sates [147.237.72.166|aka.idf .il vanw aka, i df i 1/ ni | ui it enpl at es/ v behazdaa, or g B ock 1
176.13.16.225 |lIsrael 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Qonnection - sigal gs oS Attack None 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194.79 [Wited Sates [147.237.77.216|dover. i df.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
141.212.122.112|Wnited Sates |147.237.76.42 |refuah.idf.il Mil tiple Mal formed URL from 141.212. 122, 112 B ock 1
. . DO stributed Uhaut hori zed URL Access on
77.40.129.123  [Norway 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66. 249. 66. 31 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robot s. t xt B ock 1
208.115.113.89 [lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock
195. 154. 146. 225|France 147.237.77.216|dover. i df . il I11egal HITP \ersion HITH B ock
} . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |Uhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
216.218.206.66 [lLhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237. 77. 216/ B ock 1
66. 249. 69. 97 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237. 77. 233/ 1486- he/ at al . aspx B ock 1
31.193.51. 59 France 147.237.77. 216 |dover.idf .l D stributed Suspicious Response Code B ock 1
207. 46. 13. 49 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthorized URL Access on waw i df .il/894-he B ock 1
141.212.122. 112|Uhited Sates |147.237.77.233|atal .idf.il Mal f ormed URL proxyt est. zmap. i o: 80 B ock 1
. . D stributed Uhaut hori zed URL Access on
79.172.193.32 |Hungary 147.237.77. 216 |dover.i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 34 I srael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p_st or age/ fi | es/ 4/ 71084. doc B ock 1
208.115.113.89 |lLited Sates |147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on waw i df .il/894-he B ock 1
. . . DO stributed Uhaut hori zed URL Access on
107.178.194.87 |Wited Sates [147.237.77.216|dover.i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66.249.73.143 |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 18590- he/ dover . aspx Bl ock 1
40.77.167.35 Lhited Sates |[147.237.77.216|dover.idf.il O stribut ed Suspicious Response Code Bl ock 1
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