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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3246
81.218.5.130 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 9

82.166. 184. 140 | srael 147.237.76. 31 nakchal .idf.il Bl ock Udp All Nets drop 5
93.174.93. 151 Net her | ands 147.237. 76. 200 eitan. aka.idf.il Bl ock Udp All Nets drop 1

94.102. 50. 45 Net her | ands 147.237.76. 38 eeneitav.idf.il |Bock Np Al Net drop 1

94. 102. 50. 45 Net her | ands 147.237.76. 44 e.refuah.idf.il Block Np All _Net drop 1
93.174.93. 151 Net her | ands 147.237.76. 30 hi nush. i df .i | Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount

193. 111. 140. 153 Ger many 147.237.77. 176 nat pash. i df.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

66.249.78.82 |147.237.77.74 |Uhited Sates  [lawidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
51. 254. 44. 137 |147.237.77. 205 |Uni ted Ki ngdom |prisha.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45, 63. 65. 76 147.237.72. 156 anan.idf.il ET SCAN NVAP -sS wi ndow 3072 1
31.184.242.17 |147.237.77.216 :32;3}()” dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
210. 86. 146. 253 [147.237.0.34 |Thail and tikshuv.idf.il ET SCAN Potential SSH Scan 1
175. 175. 10. 248 |147.237.0.17 |China mny-kosher-kravi .idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
93.113.125.11 [147.237. 76. 201 |Ronani a e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
51.254. 44. 137 |147.237.76. 196 |Uni ted Ki ngdom|e.sviva.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
45. 63. 65. 76 147. 237. 72. 156 aman. i df.il ET SCAN NVAP -sS wi ndow 1024 1
121 21 232 248 |147. 237 0. 16 |ni na ny- Kosher-kravi i df. i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.113.125.11 [147.237.76.44 |Ronani a e.refuah. idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Jte

Signature

Country

Sreaning Engi ne: TCP

Inval id segnent retransnission.

66.249.73.185 |Lhited Sates |147.237.77.216 |dover.idf.il . - drop 50
Inval id Retransm ssion Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
176. 106. 226. 219|l srael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence I'nval i d ACK nunber aert 28
176. 106. 226. 219! srael 147. 237. 77. 170 |naar achot . i of . i | Bad TCP sequence I'nval i d ACK nunber nonitor |28
Sreamng Engi ne: TCP Invalid segnent retransnission
199.30. 25. 240 |wnited Sates |[147.237.77.234|hal ag.idf.il _ . ' dro 26
0 Inval id Retransm ssion Packet dr opped. P
100. 100. 98. 163 147.237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 24
S reamng Engi ne: TCP i i ssi
66.249.73.193 |lnited Sates |147.237.77. 216 |dover.idf. il mng thgl ne. 7 nvalid segnent retransmssi on. drop 12
Inval id Retransm ssion Packet dropped.
reamng Engi ne: T i i ssi
66.249.73.201 |Wnited Sates |147.237.77.216 |dover.idf.il Streamng Engi ne: TCP Ivalid segnent retransnssion. drop 12
Inval i d Retransnission Packet dropped.
46.19. 85. 80 I srael 147. 237. 77. 226 "‘:"‘IW chanat z. aka. Tdf | af t ack SYN -> SYN-ACK -> RST reject |10
reamng Engi ne: T i i ssi
79.177.8.175  |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Ivalid segnent retransnssion. drop 9
Inval i d Retransnission Packet dropped.
Streaning Engine: TCP Invalid segnent retransnission
220. 255. 103. 67 |S ngapore 147.237.77. 216 |dover.idf.il . .. ' dr o] 9
9o Inval id Retransm ssion Packet dropped. P
46.19. 85. 80 I srael 147.237.77. 226 [} chanatz.aka.Tdf 1paq TCP sequence Inval i d ACK nurber moni tor |7
184.168.193.34 |Uhited Sates [147.237.72. 166 [aka i cf .il Bad TCP sequence StNretransmt with i fferent moni tor |7
w ndow scal e
reamng Engi ne: T i i ssi
73.231.183. 224 |Wnited Sates |147.237.77.216 |dover.idf.il Streamng Engi ne: TCP Ivalid segnent retransnssion. drop 6
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
66.249.66.61  |Lnited Sates |147.237.72. 166 |aka idf.il mng thgl ne. 7 nval i d segnent retransmssi on. drop 4
Inval id Retransm ssion Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
_ . Streamng Engi ne: TCP TCP segnent out of naximum
93.113.125.11 |Romani a 147.237.76.42 |refuah.idf.il Segnent Limt Enforcenent |alloved sequence. Packet dropped. drop 3
S reaming Engi ne: TCP i i ssi
109. 67. 63. 240 |Israel 147.237.72. 166 |aka.i df . i1 mng tngine. 1 Invalid segnent retransmssion. drop 3
Invalid Retransnission Packet dropped.
Sreamng Engi ne: TCP i
93.113.125.11 |Romani a 147. 237. 76. 200 |ei tan. aka. i f . 9 =9 TCP segnent out of maxi mum drop 3
Segnent Linit Enforcenent |[allowed sequence. Packet dropped.
176. 126. 163. 240|Wkr ai ne 147.237.72. 166 |aka. i of . i1 Bad TCP sequence SN retransmt wth different moni tor  [2
w ndow scal e
Sreamng Engi ne: TCP ' i ssi
68.180. 229. 121 |Uited Sates |147.237. 76. 200 |ei tan. aka i of i mng engine. nval i d segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
82. 166. 22. 23 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
reamn ine: T i i ssi
207.46.13.49  |Wited Sates |147.237.77.216|dover.idf. il Streamng Engi ne: TCP Invalid segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
208.115.111. 73 |Lhited Sates |147.237.72.166|aka idf.il dr op SAMrul e drop 2
Sreamng Engi ne: TCP Invalid segnent retransnission
119. 73. 253. 4 S ngapor e 147.237.77. 216 |dover.i df i | . . ' dro 2
e Inval i d Retransnission Packet dropped. P
73.231.183.224 |Wited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
208.115.111. 73 |Lhited Sates [147.237.76.31 |nakchal .idf.il drop SAMrule drop 2
64.125.239.243 |lhited Sates [147.237.8.24 |elifestyle.idf.il Geo-1 ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
123.57.57. 11 Chi na 147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf or cenent |drop 1
93.113.125.11 [Romani a 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
198. 20. 69. 74 Lhited Sates [147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
64.125.239.146 |[Lhited Sates |147.237.76.198|e.yohal an.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf orcenent  |drop 1
208.115.111. 73 |Lhited Sates |147.237.76.200 |eitan. aka.idf.il drop SAMrule drop 1
184.168.193.34 |United Sates |147.237.72. 166 |aka i df il Bad TCP sequence SN retransmt with i fferent alert 1
w ndow scal e
141.212.121. 177|Whited Sates |147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enforcenent |drop 1
73.231.183.224 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber aert 1
64.125.239.198 |lLnited Sates |147.237.0.35 |akaws.idf.il dr op drop 1
173.23.11. 49 Lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 255. 253. 158 RJSIS::t”ion 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
208.115.111. 73 |Lhited Sates [147.237.77.74 |lawidf.il drop SAMrule drop 1
46. 19. 86. 190 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.121. 178|Uhited Sates |147.237.77.121|e. navy.idf.il Geo- | ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 1
93.113.125.11 |Romani a 147.237. 76. 200 |ei tan. aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 1
73.231.183.224 |lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
64.125.239.228 |lhited Sates [147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
24.158.185.46 |Uited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
112.74.67.109 |China 147. 237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
87.69.106.225 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.111. 73 |lhited Sates |[147.237.77.216 |dover.idf.il dr op SAMrul e drop 1
188. 120. 148. 132|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
78.108.175.19  |Lebanon 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to v i df.il/894-ar Bl ock
208.115.113.89 |lhited Sates  |147.237.77.216|dover.idf.i|l |Dstributed Suspicious Response Code B ock
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
. . Paraneter Read Qhly Molation in
46.116.137.51 |Israel 147.237.72. 166 |aka. i df . i | v aka. i of i |/ nai 1V sachar / egi strati onwi zardi regj st er . aspx None 2
] - . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates  |147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
] . . O stributed Unaut hori zed URL Access on
107.178.194.79 |United Sates  |147.237.77.216(dover. idf . i1 | = o o | 1133 22461 hel dover aspx. Bl ock 2
59. 120. 255. 127 |Tai wan 147.237.72. 166 [aka. i df . i | Ml ti pl e signatures from59.120. 255, 127 B ock 1
211.23.251.92 |Taiwan 147.237.72. 166 [aka. i df . i | Mil tipl e signatures from211. 23.251. 92 B ock 1
157. 55. 39. 218 Lhited Sates 147.237.77.216|dover. i df . i | D stributed ULhauthorized URL Access on waw i df.il/894-he B ock 1
93.113.125.11 |Ronani a 147.237.76.200|ei t an. aka. i df . |unaut hori zed URL Access to /readne_for_decrypt . txt B ock 1
66.249.73.193 |[Israel 147.237.77.216|dover . i df .i | D stributed Suspicious Response Code B ock 1
40.77.167. 35 Lhited Sates 147.237.77. 216 |dover . i df . i | O stributed Unaut horized LRL Access on waw i df . il/894-he Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates  |147.237.77.216|dover.idf.i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
221.231.6.195 [China 147.237.76.30 |hinush.idf.il |Wauthorized HTTP Met hod Bl ock 1
) . - Unaut hori zed URL Access to
176. 126. 163. 240|Lkr ai ne 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
5. 255, 253. 157 RJSIS:;ni on 147.237.77.216|dover.idf .i|l |Dstributed Suspicious Response Code B ock 1
94.230. 86. 251 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to waw aka. i df.il/https:/wan aka.idf.il/ B ock
66.249.73.201 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock
] . . O stributed Unaut hori zed URL Access on
208.184.112.74 [Uhited Sates  |147.237.77.216|dover. idf.il [ & ) 1ae 50461 hel dover aspx. Bl ock 1
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
80. 246. 136. 223 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
221.231.6.195 |[China 147.237.76.30 |hinush.idf.il |Uhauthorized URL Access to 147.237.76. 30/ B ock 1
. . Unknown Par anet er 4d9c6f40 in
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | v aka, i df . | / mai n/ kapat 2/ cont act Us. aspx None 1
184.168.193.34 |Uhited Sates 147.237.72. 166 |aka. i df . i | Dstributed MSSQ. Data Retrieval with Inplicit  Qonversion Erors(+ None 1
5. 255. 253. 168 F“Sf;;”i on 147.237.77. 216 |dover.i df .il  [unauthorized LR. Access to wwuidf.il/english/nevs/|enin. stn) B ock 1
95.108. 158. 152 RJSIS:;”i o 147.237.77.216|dover. i df.i| |wauthorized URL Access to wan i df.il/1294- he/ wan i df .il B ock 1
67.19.79. 218 Lhited Sates 147.237.76.31 |nakchal .idf.i| |Wauthorized URL Access to /robots. txt B ock
54.147.177.102 [lnited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock
. . . |Waut hori zed URL Access to
114.98.239.77 |China 147.237.77. 176 |nat pash. i df . i 1 | cogat . i df i1/ 1819- he/ i df g. aspx/ t r ackback/ Bl ock 1
89.138.202. 0 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter docl.. in vww aka.idf.il/main/giyus/general . aspx None
184.168.193.34 |lnited Sates  |147.237.72.166|aka. i df.i | Mil tipl e signatures from 184. 168. 193. 34 B ock 1
Unaut hori zed URL Access to
8.37.71.70 Lhited Sates 147.237.77.216|dover.i df .i | vy i df . i |/ 1514-en/ dover . aspx&usg=al kj r hi Of at gzxyhan®ad57e0egxs3xe |B ock 1
pw
Russi an . . ’ . o
95.108. 158. 171 erati on 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 1
68.180.228. 112 |[Wnited Sates  |147.237.77.216|dover.idf.i| |Paraneter Type Vol ation PageNumin waw i df.il/1397-en/ dover. aspx B ock 1
59. 120. 255. 127 |Tai wan 147.237.72. 166 |aka. i df . i | MSQ Dita Retrieval with Inplicit  Qnversion Erors None 1
211.23.251.92 |Tai wan 147.237.72. 166 |aka. i df . i | Dstributed MSSQ. Data Retrieval with Inplicit  Qonversion Erors(+) None 1
115. 230. 126. 48 [Chi na 147.237.77. 176 [mat pash. i df . i | |Lhaut hori zed URL Access to www cogat . i df. i/ ckfinder B ock 1
93.113.125.11 |Romani a 147.237.76.42 |refuah.idf.il [Unhauthorized URL Access to /readne for_decrypt.txt B ock 1
66.249.73.185 |lsrael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200.200 [nited States  |147.237.77.216|dover. idf.il | o & ) 1133 22461 hel dover aspx. Bl ock 1
40.77.167. 35 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 1
] . D stributed Lhaut hori zed URL Access on
77.40.129.123  |Nor way 147.237.77. 216 |dover . idf . i1 | & ) 1133 22638- hel dover aspx. Bl ock 1
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