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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

66. 249. 66. 75 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 9261
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4277
66. 249. 66. 61 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 371
81.218.5.130 | srael 147.237.72. 166 aka idf.il B ock_Udp Al Nets drop 14
113.108. 21. 16 Chi na 147.237.76. 197 e hinush.idf.il |JLM Under Attack Con_Tcp drop 2
93.174.93. 151 Net her | ands 147.237. 76. 196 e.sviva.idf.il ock Wdp Al _Nets drop 1
52.27.97. 133 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |B ock Wdp All Nets drop 1
93.174. 93. 151 Net her | ands 147.237.76. 38 e.eneitav.idf.i|B ock Wp Al Nets drop 1
93.174.93. 151 Net her | ands 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgna1ure Device Action ‘Count |

60. 56. 228. 138 Japan 147.237.76.86 |navy.idf.il{0025: HITP. access to adninistrator/index. php -> Quarantine ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
183.60.48.25 [147.237.76.34 |[China yohal an.idf.il ET SCAN Potential SSH Scan 1
182.131.21.69 |[147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
182.131.21. 69 [147.237. 76. 197 [Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
182.131.21. 69 |[147.237.76. 147 |thi na chi nuch. aka. i df . | ET SCAN Potential SSH Scan 1
121 21, 232 248 |147. 237, 0. 16 | na ny-Kosher -kravi i df i | ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
31.6.71.154 147. 237.77. 216 |Pol and dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60.48.25 |147.237.76.38 [China eeneitav.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential SSH Scan 1
182.131.21. 69 [147.237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
182.131.21. 69 |147.237.76.177|Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
134. 219. 148. 12 |147. 237. 8. 46 k?i;gegom e. chinuch.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.19 |Netherlands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

8.37.233.39 Lhited Sates  [147.237.77. 216 |dover.idf.il > dro 36
Ret r ansni ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
176. 106. 226. 219l srael 147.237.77. 170 |marachot . i of .il|Bad TCP sequence I nval i d ACK nunber alert 28
176. 106. 226. 219|1 sr ael 147.237.77. 170 |naarachot . i df . i1|Bad TCP sequence I'nvalid ACK nunber moni t or 28
107. 167. 116. 104|tnited Sates  [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 26
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 20
Sreaning Engine: TCP Invalid i i ssi
62.0.114. 1 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssi on. dr op 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.73.185 |lnited Sates  |147.237.77. 216 |dover.idf.il 9 =g nvalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.
209.6.148.106 |Lhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i ssi
207.46.13.49  |Wited Sates  |147.237.77. 216 |dover.idf. il 9 =g nvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
46. 19. 85. 79 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreanmng Engine: TCP Invalid i i ssi
66.249.66.61  |lhited Sates  |147.237.72.166|aka idf. il 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
2.54.59. 101 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
66.249.73.201 |Uited Sates  |147. 237.77. 216 |dover. i df .1 9 =9 Invalid segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 103 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
reamn ine: TCP Invali i i ssi
40.77.167.14  |wited Sates  |147.237.72. 166 |aka.idf.il Streamng Engine: TCP Invalid invalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 86. 15 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi
66.249.64.75  |Wited Sates  |147.237.76.200|eitan. aka idf. il g =g nvalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
77.126.51.122  |israel 147.237.72. 166 |aka. i f .11 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
192. 116. 242. 249|i srael 147. 237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid invalid segnent retransmissi on. drop 3
Ret r ansm ssi on Packet dropped.
84.108. 176. 250 |Israel 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
37.26.146.213 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.182.31.127 |israel 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.86.250 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
. . SYNretransmt wth different .
80.246.130.32 |lIsrael 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i ssi
109. 67. 160. 53 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
87.68.59.155 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
62.0.114.1 I srael 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 3
Russi an o Sreaning Engine: TCP Invalid Invalid segnent retransnission.
5. 255. 253. 188 er ot on 147.237.72. 166 |aka. i df i Ret r ansm ssi on Packet dr opped. drop 3
o SYNretransmt wth different .
2.54.142. 49 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 2
Sreaming Engine: TP Invalid i i ssi
157.55.39.180 |wnited Sates  [147.237.77. 234 |hal ag.idf il g =g nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
195. 154. 200. 30 |Rrance 147.237.76.34 |yohalan.idf.il |dr op drop
. . SYNretransmt wth different .
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 2
188. 95. 127. 237 |Czech Republic [147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaming Engine: TP Invalid i i ssi
40.77.167.35  |Wited Sates  [147.237.77. 216 |dover.idf. il 9 =g nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
80. 246. 137. 252 |Israel 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect
137.227.175.206|Wited Sates  [147.237.72. 166 |aka. i of .i | Bad TCP sequence noni t or
208.115.113.89 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
o SN retransnmit wth different
2.54.142. 49 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e aert 2
68. 156. 149. 62 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 19. 86. 44 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 2
137.227.175. 206|Lhited Sates  [147. 237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2
Sreanmng Engine: TCP Invalid i i ssi
208.115.113.89 [Uhited Sates  |147. 237. 77. 216 |dover. i df .i 9 =9 Invalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
94.159. 181. 187 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
. . . SYNretransmt wth different .
176. 126. 163. 240|Wkr ai ne 147.237.72. 166 |aka.idf.il Bad TCP sequence wi ndow scal e noni t or 2
64.125.239.137 |lnited Sates  [147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop
141.212.121. 182|Wnited Sates  [147.237.8.46 |e.chinuch.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 64 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 1
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
194. 187. 168. 22 |Pol and 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 3
Lhi ted . . Paraneter Type Mol ati on ct| 00$Cont ent A acetbl der 1$t xt Enai | in
107.167.116. 1045 147.237.77. 216 |dover. i df .i | v i df i 1/ 1038- en/ dover . aspx B ock 2
. . Parameter Read Qnly Molation in
46.116.137.51 |Israel 147.237.72. 166 |aka. i df . i | woww aka, i f i |/ nai 1V sachar/ regi strat i onvi zardl regi ster . aspx None 2
80. 246. 136. 223 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
2.54.59. 101 I srael 147.237.77. 176 |mat pash. i df . i|  |DOstributed Uhauthorized URL Access on www cogat . idf.il/894-ar Bl ock
176.13.15.2 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
Lhited - - D stributed Lhaut hori zed URL Access on
208.184.112.74 o o 147.237.77. 216 |dover. i df .i | v i df i | / 1133 22638- he/ dover . aspx. B ock 2
5.29.242.54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
208. 115. 113. 89 g“;:s 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code Bl ock 2
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 [dover. i df . il wiw i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
80. 246. 130. 32 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
60.56.228. 138  [Japan 147.237.76.86 |navy.idf.il PHP Att enpt Bl ock 1
208. 184. 112. 74 g‘;tt:: 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . il/1133- 22461- he/ dover . aspx. Bl ock 1
Lhited - - Unaut hori zed URL Access to
8.37.70.135 Sates 147.237.77. 216 [dover . i df . i | waw i df . i|/1514-en/ dover . aspx&usg=al kj r hi Of at gzxyhan®ad57e0egxs3xepw Bl ock !
194.102.58. 66 |Romani a 147.237.77.216|dover . i df . i | PHP At tenpt Bl ock 1
66.249. 67.234 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
208. 115. 113. 89 ;h;:ee: 147.237.77.216|dover . i df . i | Par areter Type M ol ati on PageNumin v i df . il/1065- he/ dover . aspx Bl ock 1
149. 78. 166. 151 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
60. 56. 228. 138  |Japan 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to wa navy.idf.il/wp-1ogin. php Bl ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
208.184.112.75 [o o 147.237.77. 216 [dover. i df . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
194.102.58.66 |Romani a 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to v idf.il/index. php Bl ock 1
8.37.233.39 Lsh'mt:: 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to wa i df.il/shael, idf spokeperson Bl ock 1
Lhi ted . . D stributed Unaut hori zed URL Access on
107.178.194.79 |g 4 o 147.237.77. 216 |dover. i df .il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
66.249.67.251 |[Israel 147.237.72. 166 [aka. i df . i | Lhknown Par anet er 5cf 35968 in aka.idf.il/news/ None 1
208. 115. 113. 89 g‘;tt:: 147.237.77. 216 |dover . i df . i | Paranmeter Type Mol ation SortDr in wwidf.il/1393-en/ dover. aspx Bl ock 1
46.121.64.254 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
81.223.254.34 |Austria 147.237.77.234|hal ag. i df . il Uhaut hori zed URL Access to /robots. txt Bl ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 66. 28 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
40.77.167. 14 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
Lhi ted . . D stributed Unaut hori zed URL Access on
107.178.194.83 |g o 147.237.77. 216 |dover. i df .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.73.201 |[lIsrael 147.237.77.216|dover. i df . i | Wi dff i1/t enpl at es/ shar ed/ user cont r ol s/ navienu/ B ock 1
208. 115. 113. 89 g;g: 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
46.175.254.19 |Wraine 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wwv i df.il/international _training/ catal og. asp Bl ock
5. 29. 160. 26 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
. . . Unhaut hori zed URL Access to
176. 126. 163. 240|krai ne 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
88.117.101.132 |Austria 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod HEAD for waw aka. i df . i | / mai n/ hore/ def aul t . aspx Bl ock
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock
207. 46. 13. 49 ;“;tteeg 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to wan i df.il/1294-ar/wanidf.il/ar B ock 1
40.77.167.35 g‘;tt:: 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code Bl ock 1
Lhited - - D stributed Lhaut hori zed URL Access on
107.178.194.83 |g o o 147.237.77. 216 |dover. i df . i | v i df i | / 1133 22638- he/ dover . aspx. B ock 1
79.182.31.127 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
54.147.177. 102 g“;:s 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code B ock 1
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
Unaut hori zed URL Access to
. . wawv. i df . i 1/1361- 10625- he/ dover . aspx&a=u&ed=0ahukew 46j i wiazj ahugt x
95.86.80. 41 | srael 147.237.77. 216 dover . i df . i | gkhz3dd3aqf gggmaed&si g2=f _ynuzl 2o0zdf dzcb7f g_j q&usg=af gj cnf _b016r nnd Bl ock 1
j af ppgl xngf | i 8dubw
66. 249. 66. 61 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1159- he/ chi nuch. aspx Bl ock 1
40.77.167.76 LSthlatt:sd 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy. idf.il/sip_storage/ Bl ock 1
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