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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action |Count]|

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4180
66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 170
81.218.5.130 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 17
66. 240. 192. 138 Lhited Sates 147.237.76. 31 nakchal .i df.i | Block Udp All Nets dr op 1

46. 166. 188. 68 Net her | ands 147.237. 76. 30 hi nush. i df.il B ock Np Al _Net drop 1
170. 161. 102. 40 Lhited Sates 147.237. 76. 44 e.refuah.idf.il Bl ock_Up Al _Nets drop 1

46. 166. 188. 68 Net her | ands 147.237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1

46. 166. 188. 68 Net her | ands 147.237. 76. 148 ggcenter.aka. idf.il|B ock Np Al _ Net dr op 1
146. 185. 239. 100 Russi an Federation 147.237.76. 147 chinuch. aka.idf.il |bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site |Sgnat ure Devi ce Action |Count ‘
188. 165. 15. 193 |France 147.237.0.15 |kosher-kravi.idf.il |28 HITP. AhrefBot craw er B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
167. 114. 242. 198 |Canada 147.237.76.39 |nobil e. mei tav.idf.il|l13891: TLS enSSL Encrypted/ Unencrypted Heartbeat Packet [Permit 1
188.165.15.60  [France 147.237.77.233 |atal .idf.il 28: HITP.  AhrefBot craw er B ock 1
188.165.15.99  |France 147.237.0.34 |tikshuv.idf.il 28: HITP.  AnhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
194. 114. 146. 227(147. 237. 77. 216 |I srael dover.idf.il SERVER APAO—E Apac_he mod_ss| non- S connection to SS 2
port denial of service attenpt
52.70.115.234 |147.237.76.202|thited Sates |e halag.idf.il ET SCAN Potential SSH Scan 1
52.70.115.234 [147.237.76.200|Wnited Sates |eitan aka idf.il ET SCAN Potential SSH Scan 1
52.70.115.234 [147.237.76.197 |Liited Sates |e. himush.idf.il ET SCAN Potential SSH Scan 1
222.186.21.196 |[147.237.76.197 |Chi na e. hinush. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
23.227.196.29 |[147.237.76.197 |ited Sates |e. himush.idf.il ET SCAN NMAP -sS wi ndow 4096 1
196.47.173.21 |147.237.76.39 |Qte DIvoire [nobile. neitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
14. 147. 49. 18 147.237.0.17 |China mny- kosher -kravi .i df . i ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
189. 254. 90. 133 [147. 237. 76. 196 |Mexi co e.svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
113. 160. 150. 62 |147.237. 77. 234 |\ et nam hal ag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
94.102.48.195 |147.237.0.33 [Netherlands  [idf.il ET SCAN NMAP -sS wi ndow 1024 1
52.70.115.234 |147.237.76.201|lhited Sates |e.atal.idf.il ET SCAN Potential SSH Scan 1
52.70.115.234 |147.237.76.198|thited Sates [e yohalan.idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 |[147.237.0.15 |Ger many kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.21.196 [147.237.76.86 |thina navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
23.227.196.29 |[147.237.76.197 |Wited Sates |e. himush.idf.il ET SCAN NVAP -sS w ndow 1024 1
196. 47.173.21 |147.237.76.39 |Gte DIvoire |nobile neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189. 254. 90. 133 [147. 237. 76. 196 |Mexi co e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
113. 160. 150. 62 |147.237. 77. 234 |\ et nam hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 68
Sreanmng Engine: TCP Invalid i i ssi
77.125.100. 206 I srael 147. 237. 76. 200 |ei tan. aka.i df .i 9 =9 nval i d segnent retransmssi on. drop 48
Ret r ansm ssi on Packet dr opped.
reamng BEngine: TCP Invali i i SSi
66.240.73.185 |Wnited Sares  |147.237.77. 216 |dover. ir. i1 || SAM NG Engine: TP Invalid finvalid segnent retransnission drop 38
Ret ransm ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
176. 106. 226. 219|I srael 147.237.77. 170 |maarachot . i df .il|Bad TCP sequence Invalid ACK nunber alert 28
176. 106. 226. 219|1 srael 147.237.77. 170 |naarachot .i df . i [|Bad TCP sequence Invalid AGK nunber noni t or 28
R SYNretransnit wth different .
84.111. 28. 61 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence i ndow scal noni t or 22
100. 100. 68. 69 147.237.72. 166 |aka.i df .i | drop First packet ismt SN drop 20
Sreanmng Engine: TCP Invalid i i ssi
168.63.139.43 |Wited Sates  |147.237. 77. 216 |dover. i df i1 9 =g nval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
176.13. 3. 35 I srael 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segent retransmssion. drop 14
Ret ransm ssi on Packet dr opped.
100. 100. 29. 161 147.237.72. 166 |aka i df .i | drop First packet isn't SW drop 14
46. 19. 86. 83 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 12
79. 180. 207. 146 |l srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
197. 48. 224. 238 |Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 7
46. 19. 85. 232 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 86. 112 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
79.179.151. 216 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber aert 6
89. 139. 160. 142 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
79.179. 151. 216 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreanmng Engine: TCP Invalid i i ssi
66.249.73.193 |Uited Sates  |147.237. 77. 216 |dover. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
79.180. 114. 175 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransnm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
79.180. 125. 194 |israel 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
89. 139. 160. 142 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
109. 160. 191. 30 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
8. 37.227.81 g”&;ymus 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Response out of state monitor |5
31.154. 92. 85 I srael 147.237.77. 216 |dover.idf .i SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 4
Sreanmng Engine: TCP Invalid i i ssi
66.249.64.70  |Uited Sates  |147.237.76. 200 |ei tan. aka i of . 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
173.252.90.96 |lLhited Sates 147.237.0.34 [tikshuv.idf.il |drop First packet isn't SYN drop 4
94. 230. 86. 137 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
100. 100. 21. 186 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreanming Engine: TGP Invalid i i SSi
81.63.204.158 |Suitzerland  |147.237.72. 166 |aka.idf. il 9 =g Invalid segent retransmssion. drop 4
Ret ransnm ssi on Packet dropped.
173.252.90. 123 |thited Sates [147.237.0.34 |tikshuv.idf.il [drop First packet isn't SW drop 4
Sreaming Engine: TGP Invalid i i sSi
176. 12. 146. 108 | srael 147.237. 77. 243 |robi 1 e. i df . i | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansnm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
2.52.149.110  |Israel 147. 237.72. 166 |aka i df . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109.66.4.168  |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
46.19. 85. 27 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber noni t or 3
Sreanmng Engine: TCP Invalid i i ssi
2.54.35.37 I'srael 147.237.72. 166 |aka. i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
109. 66. 195. 184 |I srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
176.12.140.23  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber aert 3
Sreanming Engine: TGP Invalid i i SSi
2.54.52. 19 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
157.55.39.123 |Wited Sates  |147.237. 72. 166 |aka i of .1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i SSi
192. 117. 186. 198|l srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
176.12.140.23 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
109. 64. 61. 218 |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Anonynous . . . .
8.37.227.69 Proxy 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 3
84.108. 168. 151 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
109. 65. 119. 210 |I srael 147.237.77. 243 |robi | e. i of . i | 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
46. 19. 85. 232 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or
149.78.154.69 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
84.110.37.226 |l srael 147.237.77. 176 |matpash.idf.il [Bad TCP sequence SWretransmt with different monitor |3
W ndow scal e




11-26-2015-00:04:02 to 11-26-2015-01:04:02

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
79.176.197. 151 | srael 147. 237.72. 166 |aka. i df . i | Distributed thaut horized URL Access on B ock 6
wwwn aka. i df .i |/ ufi/reaction/
109. 65. 119. 210 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 6
176. 58. 76. 35 glcis;ilgéan Territory. 1147, 237. 77. 176 |mat pash.idf.il Whaut hori zed LRL Access to ww cogat . i df .il/894-ar B ock 2
46.116. 86. 75 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
149. 88. 139. 153 |l srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock
] . . D stributed Unauthori zed URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 |dover.idf .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
87.69. 31. 195 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qustom Tenporary |B ock 2
’ . - D stributed Unauthori zed URL Access on
208.184.112.75 [Wited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
189, 196. 44. 136 |Mexi co 147.237.77.216|dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/en B ock 2
. . D stributed Lhaut hori zed URL Access on
46.121.195. 213 [israel 147.237.72. 166 |aka. i df . i | weaka, i i1/ ufi/reaction B ock 1
137.116.71.170 |Uhited Sates 147.237.76.39 |nobile.neitav.idf.il [Wauthorized URL Access to 147.237.76.39/robots. t xt B ock 1
5.144.61. 85 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
216.172.189. 139|thited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admin/ |Bl ock
. . Unhaut hori zed URL Access to
104. 247.217. 114 147.237.77. 216 (dover.idf .il Wi df i |/ 1133- 22953 hel dover . aspx’ . _sel ') Bl ock 1
79.179.151.216 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
101.96.65.220 |Qiile 147. 237.77. 216 |dover . i df . i | thaut hori zed LR. Access to B ock 1
wwy i df . i | / shar ed/ user cont r ol s/ header upper /
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/mai n/ hone/ None 1
157.55.39.218 |lhited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to www i df .il/aman/ B ock 1
. . D stributed Unauthori zed URL Access on
109. 66. 195. 184 |l srael 147.237.72. 166 |aka. i df . i | v aka, i df i1/ rai Bl ock 1
. . Mil tiple Lhtraceabl e SS. Sessi ons from46. 19. 86. 6
46.19. 86. 6 I srael 147.237.72. 166 |aka. i df . i | (Unknown SS. Sessi on) None 1
207. 46. 13. 99 Lhited Sates 147.237.77.216|dover . i df .i | O stributed Suspici ous Response Gode Bl ock 1
. . . Unhaut hori zed URL Access to
92.240. 253. 228 |[Jovakia 147.237.76.42 |refuah.idf.il refua atal i df.i1/bl og vy adhin/ Bl ock 1
176.13.16. 79 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
’ . . Unhaut hori zed URL Access to
68.180.228. 175 |lhited Sates 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . D stributed Unauthori zed URL Access on
46.166. 186. 228 |Net her| ands 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
141. 212. 122. 112|nited Sates 147.237.0.15 |kosher-kravi.idf.il Mal formed URL proxytest. znmap. i 0: 80 B ock 1
. . Unaut hori zed Met hod HEAD f or
5.230.129. 12 Ger many 147.237.72. 166 |aka. i df . i | e aka i f i 1/1 shuri rd i B ock 1
m ny- kosher - kravi . i d
221.231.6.195 |China 147.237.0. 17 f Inly Unaut hori zed HTTP Met hod Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 |dover. i df . il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 1
84.108. 3. 115 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessions: sigal gs oS Attack None 1
. - SS. Lhtraceabl e Gonnection - Protocol violation
194. 114. 146. 227|l srael 147.237.77.216|dover . i df .i | (SSL CONN GLI ENT FELLO None 1
167.114. 64. 100 |Canada 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
. . Unhaut hori zed URL Access to
66.249.73.151 |Israel 147.237.77. 216 (dover.idf .il 147. 237. 77. 216/ nd 1361- 10624- he/ dover . aspx Bl ock 1
109. 160. 191. 30 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.19. 86. 6 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Session None 1
5.29.54.3 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qustom Tenporary |B ock
’ . - D stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw i df.il/newsitel english B ock 1
68.180.229.173 [lnited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 64. 32 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed LR. Access to list.ips.gov.il/ Bl ock 1
141. 212. 122. 112|nited Sates 147.237.77. 176 [mat pash. i df . i | Mal formed URL proxytest. znap. i 0: 80 B ock 1
] . . Unhaut hori zed URL Access to
107.178.194.83 [Wnited Sates 147.237.77. 216 |dover. i df . il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
31.13.113. 87 I'rel and 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
, m ny- kosher - kravi . id ,
221.231.6.195 Chi na 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
. . Mil tiple Fullwdth/Hal fw dth Uhi code Encodi ng on
84.111. 28. 61 I srael 147.237.72. 166 |aka. i df . i | URL/ Par amet er (+) from 84. 111. 28, 61 Bl ock 1
- . Unhaut hori zed URL Access to
194. 187.168. 20 |Pol and 147.237.77.74 |lawidf.il v g, i df . i 1/ 602- 2265- hel pat zar Bl ock 1
167. 114. 242. 198|Canada 147.237.76.39 |nobile. neitav.idf.il |Uauthorized UR. Access to 147.237.76. 39/ Bl ock 1
. . Unhaut hori zed URL Access to
66.249.73.159  |Israel 147.237.77. 216 (dover.idf .il 147.237. 7. 216/ 1065- he/ dover . aspx Bl ock 1
) m ny- kosher - kravi . i d i )
111. 206. 116. 217|Chi na 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ get news. action |B ock 1
5.20.100.243  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | tnaut hori zed Method POST for None 1

wane chi nuch. aka. i df . i 1/900- he/ chi nuch. aspx
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