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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3517
220.181. 108. 96 Chi na 147.237.76. 86 navy.idf.il |TQP handshake viol ation, first packet not syn dr op 314
81.218.5.130 | srael 147.237.72. 166 aka.idf.il |Block Udp All Nets drop 5
78.106. 18. 53 Russi an Federati on 147.237.76. 86 navy.idf.il |B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

At tacker At acker .
count ry get Address |Site dgnature

149. 88.185. 25 [l srael 147.237.72. 166 |aka. i df . i | Cl000122: HITP. Access to - .exe or .dl| Per it 1
77.125.84.187 |Israel 147.237.76. 31 |nakchal . i df . i|C1000004: HTTP. options nethod (M crosoft) B ock 1
198. 245. 49. 225 |Canada 147.237.77.74 |lawidf.il Q025: HITP. access to adninistrator/index. php -> Quarantine Bl ock 1
82.245.63.212 |France 147.237.77.216|dover. i df .i| |CL000004: HTTP. options nethod (M crosoft) B ock 1
88.208.23.73 |Netherlands  [147.237.0.34 [tikshuv. i df. i gﬁcf HTTP: Suspi cious User-/Agent (WndowsNT) Wth Ro Separating g oo 1
123. 126. 113. 80 |Chi na 147.237.72. 166 |aka. i df . i | Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 82 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
66.249.78.147 |147.237.76.86 |lhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 61 147.237.72.166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
198. 20. 69. 98 147.237.76. 177 |Wited Sates |ncore.idf.il ET DRCP Dshield B ock Listed Source 1
52.70.115.234 |147.237.76. 177 |Whited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
149. 88.185.25  |147.237. 72. 166 |I srael aka.idf.il WEB- FRONTPACE / _vti_bin/ access 1
52.70.115.234 |147.237.76.148|lhited Sates |gqcenter.aka. idf.il ET SCAN Potential SSH Scan 1
119. 73.228. 130 |147. 237. 77. 243|S ngapore nobi | e. i df.il ET SCAN NVAP -sS w ndow 3072 1
52.70.115.234 |147.237.76.42 |Wited Sates [refuah.idf.il ET SCAN Potential SSH Scan 1
116. 228. 38. 138 |147.237.0.34 |China tikshuv. idf.il ET SCAN Potential SSH Scan 1
52.70.115.234 |147.237.76.31 |Wited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
116. 228.38. 138 [147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.76.38 |Ger many eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
116. 228. 38. 138 |147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
110. 201 96.95  |147. 237 76. 30 |chi na Himsh i df i ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
52.70.115.234 [147.237.76.176|Whited Sates |[test.ncore.idf.il ET SCAN Potential SSH Scan 1
139. 162. 146. 245|147. 237. 77. 235 Netherl ands ~ [sviva.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
52.70.115.234 |147.237.76. 147 |Lhited Sates |chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
119. 73. 228. 130 |147. 237. 77. 243 |S ngapor e nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
52.70.115.234 [147.237.76.38 [Uited Sates |e.eneitav.idf.il ET SCAN Potential SSH Scan 1
116. 228. 38. 138 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
52.70.115.234 |147.237.76.30 |Lhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
116. 228.38. 138 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
112 246,17 254 |147. 237 0.15  |ni na vosher-kravi i df il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.138. 172. 165 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

66.249.73.185 |Lhited Sates |147.237.77.216|dover.idf.il Ret r ansm ssi on Packet dr opped. drop 72

100. 100. 68. 69 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 37

213.151.35.218 | srael 147 237. 77, 243 |mobi e i1 | €AM NG Engi ne: TGP Inval i d Invalid segnent retransmssion. drop 28
Ret ransni ssi on Packet dropped.

176. 106. 226. 219|l sr ael 147.237.77. 170 |naarachot . i df .1 1{Bad TCP sequence I'nval i d ACK nunber aert 28

176. 106. 226. 219|I srael 147.237.77. 170 |maarachot . i df . i I[Bad TCP sequence Inval i d ACK nunber noni t or 28

89.138.216.97 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 26

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24

66.249.81.212 |Uited Sares |147. 237 77. 216 |dover icr.i1 || SN Engine: TCP Invalid Invalid segnent retransmssion. drop 22
Ret ransni ssi on Packet dropped.

100. 100. 21. 75 147.237.72. 156 |anan.i df .i | dr op Frst packet isn't SN drop 15

88.189. 208. 244 |France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14

94.230.86.132 |lsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 13

212.179. 195. 66 || srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission dr op 12
Ret ransni ssi on Packet dropped.

66.249.84. 167 |Uited Sares |147.237. 77. 216 |dover icr.i1 || SN Engine: TCP Invalid Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

66.249.81. 218 |United Sates |147.237. 77, 216 |dover.icr.i1 | €M NG Bngine: TQP Invalid  Jinvalid segnent retransnissi on dr op 12
Ret ransni ssi on Packet dropped.

77.125.107. 197 |l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11

46. 19. 85. 103 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 9

157.55.39. 243 |Wited Sates [147.237.72. 166 |aka idf.il Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on drop 8
Ret ransmi ssi on Packet dropped.

89.138.216.97 |[lIsrael 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

66.249.73.103 |united Sates |147.237. 77, 216 |dover.icr.i1 | €M NG Bngine: TQP Invalid  Jinvalid segnent retransnissi on dr op 8
Ret ransni ssi on Packet dropped.

100. 100. 58. 46 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

82.166.181.50 |l srael 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect

2.54.172.238  |israel 147, 237.77. 216 |dover i1 || €M NG Engine: TP Invalid  invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.

46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert

2.52.28.194 I srael 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect

66.249. 84,165 |Uited Sares [147.237.77. 216 |dover icr.i1 | SaMNg Engine: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 176 I srael 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid ACK nunber alert

46.19. 85. 186 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

84. 94, 221. 86 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert

62.219.137.5  |israel 147.237.72. 166 |aka.i df . i Streaning Engi ne: TCP Invalid Invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dropped.

46.19. 85. 176 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6

109. 67. 175. 131 |I srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

84.94.221.86 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6

79.178.126. 154 | srael 147.237.72. 166 |aka.i df .l Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

46.19. 85. 177 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6

46. 19. 85. 241 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber alert 6

46. 19. 85. 156 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6

46.19. 85. 177 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 6

46. 19. 85. 241 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 6

46. 19. 85. 156 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6

94.230. 86. 255 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nvalid ACK nunber noni t or 5

46. 19. 86. 134 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

188. 120. 148. 221 |l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5

66.249.66.61  |Uited Sates |147.237.72. 166 |akaidf. il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.

185. 3. 144. 138 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 4

192.117.13.30 [israel 147, 237.76. 200 e tan. aka i of 1| | €2M NG Engi ne: TGP Inval i d Invalid segnent retransmssion drop 4
Ret ransni ssi on Packet dropped.

100. 100. 22. 12 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop

46. 19. 85. 250 I srael 147.237.76.31 |nakchal .idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect

66.249.84. 166 |United Sates |147.237. 77, 216 |dover.icr.i1 | €M NG Engine: TQP Invalid  Jinvalid segnent retransnissi on drop 4
Ret ransni ssi on Packet dropped.

5.102.254. 150 |[lIsrael 147.237.0.34 [tikshw.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 4

31. 186. 228. 29 LKTi;gegom 147. 237. 77. 216 |dover.. i df . i | FS; ?ZJ:S:? SESr:g(;:e: TeP vl id 'Pg‘éak];td ;eggggé_ retransmssi on. drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count

2.54.190. 168 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 69
176. 13. 4. 54 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 11
2.54.142.137 |Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 10
213. 151. 35. 218 [l srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Waut hori zed URL Access from 213.151. 35. 218 Bl ock 6
46.116.86.75 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
79.177.4.169 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Whaut hori zed URL Access on v aka. i df . il /ufi/reaction/ B ock 5
192.126. 138. 84 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 4
46.117.42.85 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 3
149. 88. 185. 25 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 149. 88. 185. 25 B ock 3
84.111.66.15 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
213. 151. 35. 218 |I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt gci’r(;fsz | Cu;eggrcﬁiipﬁ;es” st chi | ddocument s 1676 B ock 3
157.55.39. 243 |Lhited Sates [147.237.72.166|aka.idf .il Distributed Suspicious Response Code_Qust om Tenpor ary B ock

46. 118. 155. 216 |Lkrai ne 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock
149.78.5.134 |[Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46.121.115. 237 |I srael 147.237.72. 166 |aka. i df . i \?X/;\lt;llabuitd?qi LIJ;?Tmljt :log;iI ;L?sd/ aﬁthz(r)]?i ::gtri g::g:jvig:._ag:x/ get aut huser Bl ock 2
37.26.146.239 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
46.121. 195. 213 [l srael 147.237.72. 166 [aka. i df . i | D stributed Whaut hori zed URL Access on v aka. i df . il /ufi/reaction/ B ock 2
176.12.138.32 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
79.180.35.11 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 2
5.22.129.108 |lsrael 147.237.72. 166 [aka. i df . i | Ostributed Unauthorized URL Access on v aka. i df . il/mai n/ B ock 2
208.184. 112. 75 |Wited Sates [147. 237. 7. 216 |dover . i df . i | D stri utec 1T§;f2§;éi?ﬁeﬁvﬁc.?:pzn Bl ock 2
5.22.129.108 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
98.173.194. 144 |Uited Sates |147. 237.72. 166 aka. i df . i | mu;;:ri Id?é?l /,\':Taataihn(;(i]i (;:g g.\ltsh;rgri cat i onser vi ce. asnx/ get aut huser Bl ock 2
66.249.66.61 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock

93. 173. 128. 125 |l srael 147.237.72. 166 [aka. i df . i | D stributed Whaut hori zed URL Access on v aka. i df . il /ufi/reaction/ B ock
46.19.86.143 |lIsrael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock
5.29.254.240  |Israel 147.237.0.19 [nadi matal . i df .| 22 er The c/’ll?)gsc_’r;]e‘jt:m?oj?n;se& A acerbl der 18t xtF rsthane in Bl ock 2
2.52. 60. 206 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
107. 178.194. 79 |Uited States [147.237.77. 216|dover . idf il | o1 e 1?;;};;;2;?&%\/’??;2” B ock 1
208.115.113. 89 |Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Molation SortOr in wwidf.il/1399-en/ dover. aspx B ock 1
84.94.221.86 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S At ack None 1
79.176.208. 37 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
46.19.85.195 |[lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 1
157.55. 39. 243 |lnited Sates [147.237.72. 166 |aka. i df .i | Unhknown Paraneter sig2 in wu aka.idf.il/main/giyus/general . aspx None 1
66. 249.66. 72 I'srael 147.237.77. 176 |nat paSh' idf.il mmm:vu(t::g;tl .Ziedci l|qu5 ui‘;(f:iffn; grmali on/ i dkoni mi pages/ naavar r achel . aspx Bl ock !
109. 66. 191. 19 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
94. 230. 86. 255 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
46. 118. 155. 216 |krai ne 147.237.77. 176 |nat pash. i df . i|  [Unhauthorized URL Access to www cogat.idf.il/xnirpc. php B ock 1
213. 151. 35. 218 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
79.182. 152. 177 I srael 147.237.72. 166 |aka. i df . i | m ;L;Li’td?‘_jiw:ﬁgg;ﬁaﬁi sfciels/s on B ock 1
46.19.86.169 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
198. 245. 49. 225 |Canada 147.237.77.74 |lawidf.il PHP Attenpt Bl ock 1
68.180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf.i | D stributed Suspici ous Response Qode B ock 1
2.52.140.173 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
107.178.194. 79 |Wited Sates |147.237. 77. 216 |dover. i df .i | D stri utec 1T§;f2§éi3;?ﬁeﬁvﬁc.?:p£n Bl ock 1
46.117.77.49  |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
208.115.113. 89 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1133-17225- he/ dover. asp B ock 1
84. 108. 104. 248 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
46.19.85.195 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
66.249.66.81 |Israel 147.237.72. 166 |aka. i df . i | Unhknown Paraneter docl.. in v aka.idf.il/main/giyus/general . aspx None 1
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