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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3325
81.218.5.130 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 6

178. 163. 122. 46 Russi an Federation 147.237.76. 148 ggcenter.aka.idf.il Bl ock Wp Al Nets drop 1
52.27.97.133 Lhited Sates 147.237.76. 42 refuah.idf.il Block Udp Al Nets drop 1

167. 114. 95. 199 Canada 147.237.76. 197 e hinush.idf.il B ock Np Al Net drop 1

61.182. 170. 38 Chi na 147.237. 76. 30 hi nush. i df .i | JLMPurple Gon Limt_Tcp drop 1

61.182. 170. 38 Chi na 147.237.76. 177 ncore.idf.il JLM Purple Gon Linit_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Count

151. 80. 31. 146 Italy 147.237.72. 167 ishurimaka.idf.il 28: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
61.182. 170. 38 147.237.76.198  |China e.yohal an.idf .il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147.237.77.216  |iran, Islamc Republic of dover.idf.il ET SCAN Potential SSH Scan 1
61.182. 170. 38 147.237.76.176  |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147.237.77.121  |iran, Islamc Republic of  |e navy.idf.il ET SCAN Potential SSH Scan 1
61.182.170. 38 147.237.76. 31 Chi na nakchal . i df . il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147. 237. 76. 198 Iran, Islamc Republic of e.yohal an.idf.il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147.237.76. 39 Iran, Islamc Republic of nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147.237.72.217 |iran, Islamc Republic of eid.il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147.237.0. 33 Iran, Islamc Republic of idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.0.35 Italy akavs. i df il ET SCAN NVAP -sS w ndow 4096 1
93.113.125. 11 147.237. 8. 27 Romani a e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 74. 226. 90 147.237.77.235 |iran, Islamc Republic of  [svivaidf.il ET SCAN Potential SSH Scan 1
86. 74. 211. 239 147.237.72.14 France dover.idf.il(dld) ET SCAN NMAP -sS wi ndow 1024 1
109. 74. 226. 90 147.237.77.226  |iran, Islamc Republic of  |www chanat z. aka.idf. il ET SCAN Potential SSH Scan 1
61.182. 170. 38 147.237.76.197 |China e. hinush. i df .il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147.237.77.178  |liran, Islamc Republic of e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
61.182.170. 38 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147. 237. 76. 202 Iran, Islamc Republic of e halag.idf.il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147. 237.76. 86 Iran, Islamc Republic of  |navy.idf.il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147.237. 76. 38 Iran, Islamc Republic of e.eneitav.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147. 237.76. 39 Lhited Sates nobi | e. nei tav. i df.il ET DRCOP DBshield B ock Listed Source 1
109. 74. 226. 90 147.237.72.156  |Iran, Islamc Republic of aman.idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 147.237.77.216  [Canada dover . idf.il portscan: TCP D stributed Portscan 1
109. 74. 226. 90 147.237.0. 16 Iran, Islamc Republic of ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
109. 74. 226. 90 147.237.77.243  |iran, Islamc Republic of  [nobile.idf.il ET SCAN Potential SSH Scan 1
92.52.188. 198 147.237.0. 16 kr ai ne ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
109. 74. 226. 90 147.237.77.227  |iran, Islamc Republic of e. hamaz. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte
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Devi ce

SWNretransmt wth different
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37.19.119.188 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal moni tor |72
66.249.73.185 |lhited Sates 147. 237. 77. 216 |dover . i df . Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 32
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 86. 69 | srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 29
176. 106. 226. 219|l srael 147.237.77. 170 |maarachot . i df .i1 |Bad TCP sequence Invalid ACK nunber alert 28
176. 106. 226. 219|l srael 147.237.77. 170 [mearachot. i of .il |Bad TCP seguence I'nval i d ACK nunber monitor |28
213.57.130. 157 |lsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 26
46.19.85. 31 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 25
100. 100. 55. 208 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop 23
100. 100. 108. 53 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 23
100. 100. 68. 69 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 22
2.52.153.213 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 21
100. 100. 45. 140 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 18
46. 19. 86. 230 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 15
100. 100. 91. 162 147. 237. 72. 166 |aka. i df .i | drop First packet isn't SN drop 14
46.117.21.192 |israel 147, 237.76. 200 |ei tan aka i or 1 | S2M NG ENgine: TCP Invalid invalid segnent retransmssion. |y 12
Ret r ansni ssi on Packet dr opped.
100. 100. 102. 140 147. 237. 72. 166 |aka.i of .i drop First packet isn't SWN drop 12
66.249.73.201 |Uited Sates 147. 237.77. 216 |dover . i f . Streaning Engine: TCP Invalid |invalid segnent retransmission. |, 12
Ret r ansni ssi on Packet dr opped.
93.173.169.90 |Israel 147. 237. 77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 232 I srael 147.237.0.34 |tikshwv.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 10
2.52.16. 237 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
212.117. 140. 158|l srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SYN drop 10
46.19. 85. 232 I srael 147.237.76.31 |nakchal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 10
2.52.153.213 | srael 147.237.72. 166 |aka. i df . i SYN At t ack rej ect
213.57.130.70 |Israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tineout [reject
46. 19. 85. 91 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
213.57.130.70 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence wﬁﬁ;gxg;gth moni tor |8
37.26.149.170 |Israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.144. 146 I srael 147.237.0.19 |nadimatal.idf.il|SYN A t ack SYN -> SYN-ACK -> RST rej ect
188. 161. 9. 100 glcisgii:;a” Territoryly 47 237.77. 216 |dover. i . i1 ghr:(;arkmsnl?mﬁﬁgl ne: TCP Invalid L?‘é?;gdfhed‘s”m Packet drop 8
46. 19. 85. 16 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |8
46.19. 86. 69 I'srael 147.237.72. 166 |aka. i of . i Bad TCP sequence wﬁﬁ;gxg;gth monitor |7
2.52.153.213 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
46.19. 85. 232 I srael 147.237.0.34 |[tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |6
79.179.189.3 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert 6
2.52.153. 213 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence I'nval i d sequence nunber noni t or 6
46.19.85.105  |israel 147.237.77. 203 |rwvi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dr opped.
66.249.73.193 |Wnited Sates 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Inval id finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
2.54. 15, 242 I'srael 147.237.0.19 |radimatal ot i) @M NG Bngine: TCP Invalid invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
79.179. 189. 3 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 246 | srael 147.237.72. 166 |aka.idf.il drop First packet isn't SN drop
100. 100. 56. 200 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop
79.181.124.34 |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
185. 3. 146. 244 |l srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.52.153. 213 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert
46.116.208.15 [Israel 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber noni t or
185.3. 146,244 |l srael 147. 237.72. 166 |aka i df . i Streaning Engine: TCP Invalid |invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dropped.
37.142.110. 175 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.146.230 |[lsrael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject
185. 3. 146. 95 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
89.138. 75. 12 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 480
89.138.75.12  [Israel 147.237.0.19 |nadimatal .idf.il ;gf’l'\?gr%;fléhe Sane Response (bde (403) in Session from Bl ock 273
89.138. 75. 12 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 239
46.117.21.192 |[Israel 147.237.76.200|ei tan. aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 97
77.127. 88. 62 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 55
2.54.15. 242 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 54
2.54.15. 242 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 18
77.127.88.62  |Israel 147.237.0.19 |nadimatal .idf.il ;??1'\2/‘;'_“'856?8 Sane Response Qode (404) in Session from B ock 4
2.54.173. 186 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.176.197. 151 | srael 147.237.72. 166 |aka. i df . i | \%Nit ;l'(:lftd‘?‘_ji H’;”it /hroer;CZt??) n/LR Access on B ock 3
2.54.24.18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 3
176.13.17.142 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.108.133. 150 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 67. 176. 145 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 3
212.179.21.194 |lIsrael 147.237.77. 170 |m@ar achot . i df . i | Mil tipl e Lhaut hori zed URL Access from212.179.21. 194 B ock 3
80.246.137.56 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
79.180.114.97  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 2
46.19. 85. 118 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 86. 80 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Unhaut hori zed URL Access on nobi | e.idf.il/sachar/index |Bl ock 2
46. 19. 85. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
2.54.2.55 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 86. 239 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
93.173.150. 169 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
46.116. 120. 228 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 2
84.228.19.224 |Israel 147.237.72. 166 |aka. i df . | %ﬂ“ﬁf‘gleﬁiﬁﬁ';’g Frotocol violation None 1
66. 249.66. 28 I srael 147.237.72. 166 [aka. i df . i | tlJEutzggr ;Z?iGEﬁmﬁf:Zihta?/ resour ces/ i mages/ n | ui mj pg Bl ock !
109. 160. 147. 1481 srael 147.237.72. 166 |aka. i df . i | m;&:‘ftﬁi IL?;”It /hroéa'é?‘; n/LR' Access on B ock 1
46.117. 42. 85 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
95. 86. 82. 202 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
79.183.105. 174 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
204.13.200. 200 [United Sates |147.237. 7. 216 |dover. i df . | b stri bt oc 1?;;};;%;;?&%&??:&” Bl ock 1
176.12.149. 163 |Israel 147.237.77. 216 |dover . i df . i | ?‘:'021%'786_?; Vi;‘g_“{gs”"“dth thi code Encoding on LR Paraneter (+) g oo 1
46.19. 86. 6 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Unknown SSL Session None 1
67.215.4.73 Canada 147.237.77. 216 [dover . i df . i | Enail collector robots 14 B ock 1
149. 88. 109. 179 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
37.142.68. 97 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
85. 64.215.116 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
80. 246. 138. 200 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
212.235.8.225 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
54.183.117. 152 |thited Sates [147.237.77.235|sviva.idf.il Unaut hori zed URL Access to 147.237.77. 235/ B ock 1
107.178.194.87 |Uhited States [147.237. 77. 216 |dover. i df . | D stri buted 1?;;};;;5?&%2?_?:&” Bock |1
185. 3. 146. 244 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ mai n/ sachar/ undefined |B ock 1
46.116.208.15 |Israel 147.237.72. 166 |aka. i df . i | m;&:‘ftﬁi IL?;”It /hroéa'é?‘; n/LR' Access on B ock 1
93.219.7.180 Ger many 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/german B ock 1
87.69.191.130 | srael 147.237.72. 166 |aka. i df . i | mnac}’(‘g_‘i gf‘.ﬁ'}er:m‘?;/ S—@f%ﬁ;ﬂi&;‘sf iy, ssix None 1
157.55.39. 169 |[hited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
5.22.134. 154 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
84.228.43.109 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 66. 40 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/mluim B ock 1
141.212. 122. 112|Lhited Sates [147.237.0. 17 ][niﬁly- kosher -kravi . id Mal fornmed URL proxytest.znap. io: 80 B ock 1
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