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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3460

66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 223

66. 249. 78. 22 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 82
81.218. 5. 130 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 15

109. 65. 81. 164 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
52.27.97. 133 Lhited Sates 147.237.76. 198 e.yohal an.idf.il|B ock_Wdp All Nets drop 1
93.174.93. 151 Net her | ands 147.237. 76. 44 e.refuah.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count
5. 29. 203. 164 I srael 147.237.77. 74 lawidf.il C1000004: HITP:. options nethod (M crosoft) B ock 2
188. 165. 15. 160 France 147.237.76.31 nakchal .idf.il |28 HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249. 78. 15 147.237.77.74 |Wited Sates  |[lawidf.il ET SCAN NVAP -sA (2) 2
176. 12. 140. 158 [147. 237. 77. 216 |I srael dover.idf.il | NDI CATOR- SCAN nyscan 2
176. 12. 140. 158 [147.237. 77. 216 |I srael dover.idf.il GPL SCAN nyscan 2
178. 129. 130. 232|147. 237. 76. 176 ?ég:;;m test.ncore.idf.il ET SCAN Potential SSH Scan 2
104.192.0.226  |147.237.77.227 |Uhited Sates e hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 129. 130. 232|147. 237. 76. 38 ?;Z:;:I”ion eeneitav.idf.il ET SCAN Potential SSH Scan 1
79.179.206. 68 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
180. 153. 104. 125(147.237.0. 15 |Chi na kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 4096 1
178. 129. 130. 232|147. 237. 72. 167 ?ég:;;m i shuri maka. i df . i ET SCAN Potential SSH Scan 1
178.169. 143. 78 |147.237.0.35 |Bulgaria akavs. i df . il ET SCAN NMAP -sS w ndow 2048 1
178. 129. 130. 232|147. 237. 8. 27 ?;Z:;:I”ion enadimatal .idf.il |ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147.237.76.202|lhited Sates |e halag.idf.il ET SCAN NVAP -f -sS 1
178. 129. 130. 232|147, 237. 77. 235 |¥SSI &N svivaidf.il ET SCAN Potential SSH Scan 1

Feder at i on
178. 129. 130. 232|147, 237. 0. 34 ?éj:::ﬂm tikshuv. i df il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237. 72. 156 |Ger many anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
178. 129. 130. 232|147. 237. 77. 227 ?ég:;;m e. hanaz. i df . i | ET SCAN Potential SSH Scan 1
178. 129. 130. 232|147, 237. 77. 176 Eég:::t”im nat pash. i df . i | ET SCAN Potential SSH Scan 1
149.78.165.52  |147.237.77. 216 |Israel dover . idf.il portscan: TP D stributed Portscan 1
178. 129. 130. 232|147, 237. 77. 121 23:::;'}0” e navy.idf.il ET SCAN Potential SSH Scan 1
123, 235. 252 160|147 237 0.16  |oni vosher—kravi i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. I na - Kosher-Krawvi . | N .
v Potential Scan or Brute Force
178. 129. 130. 232|147, 237. 76. 197 23:::;'}0” e hi nush. i df . ET SCAN Potential SSH Scan 1
104. 243. 16. 123 |147. 237.76. 34 yohal an. i df .i| ET SCAN NVAP -sS w ndow 1024 1
178. 129. 130. 232(147. 237. 76. 42 ?éj:::ﬂm refuah. i df.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.19 |Netherlands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 129. 130. 232|147. 237. 76. 30 ?ég:;;m hi nush. i df . | ET SCAN Potential SSH Scan 1
L ET DC5 Large amount of TCP ZeroWndow - Possible Niller2
77.127.229. 146 |147.237.77.216 | srael dover.idf.il
DDos attack
178.169. 143. 78 [147.237.0.35 |Rugaria akaws. i df . i | ET SCAN NMAP -sS w ndow 4096 1
178. 129. 130, 232|147. 237. 8. 46 23:::;'}0” e.chinuch.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 [147.237.76.202 |Lhited Sates e halagidf.il ET SCAN NVAP -sS w ndow 2048 1
178.169. 143. 78 |147.237.0.35 |Bulgaria akavs. i df . il ET SCAN NVAP -f -sS 1
178. 129. 130. 232|147. 237. 8. 14 Eég:::t”im e.orchot.idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.77. 227 |Ger many e. hanaz. i df .i ET SCAN NMAP -sS wi ndow 1024 1
178. 129. 130. 232|147, 237. 77. 233 |SSI &N atal .idf.il ET SCAN Potential SSH Scan 1
Feder at i on
178. 129. 130. 232|147. 237. 0. 19 ?;Z:;:I”ion nadi matal .idf.il ET SCAN Potential SSH Scan 1
178. 129. 130. 232|147, 237. 77. 216 23:::;'}0” dover. i df il ET SCAN Potential SSH Scan 1
178. 129. 130. 232|147, 237. 77. 170 ?;Z:;:I”ion n@ar achot . i df . i | ET SCAN Potential SSH Scan 1
149.78.154.69 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
178. 129. 130. 232|147, 237. 76. 201 gg::;”ion eatal.idf.il ET SCAN Potential SSH Scan 1
11117 114,108 |147. 237 0.33  |ani il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. 1 ha | N .
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
66.249.73.185 |Wnited Sates |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 126
Ret ransm ssi on Packet dropped.
212.179.195.66 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransissi on drop 78
Ret ransni ssi on Packet dr opped.
213.57.143. 133 |[Israel 147. 237. 72. 166 |aka.i of . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 69
213.57.130. 157 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 61
213.57.143.133 [israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg ;ansmt wthdifferent | ovitor |58
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 36
100. 100. 106. 220 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 36
100. 100. 121. 7 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 35
100. 100. 87. 164 147. 237. 72. 166 |aka.i df . i | drop First packet isn't SN drop 31
64.233.173. 151 |Whited Sates |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid invalid segnent retransission drop 30
Ret ransni ssi on Packet dr opped.
176. 106. 226. 219|1 srael 147.237.77. 170 |mearachot .idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 28
176. 106. 226. 219|l sr ael 147.237.77. 170 |naarachot. i df .il [Bad TCP sequence I'nval i d ACK nunber alert 28
66.249.81.212 |Wnited Sates |147.237.77. 216 |dover.idf. il Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dropped.
100. 100. 55. 208 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 24
85. 130. 222. 181 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransissi on drop 24
Ret ransni ssi on Packet dr opped.
100. 100. 87. 164 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SN drop 17
66.249.81.218 |lnited Sates |147.237.77. 216 |dover.idf.il Streamng Engine: TCP Inval id  Jinvalid segnent retransnission drop 16
Ret ransnm ssi on Packet dropped.
100. 100. 108. 53 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 15
100. 100. 62. 236 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 12
46. 19. 85. 89 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
46. 19. 85. 89 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
84.110.111.78 | srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
84.109.1.6 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 102 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
62.128.48.130 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
46. 19. 85. 201 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
80.246.130.29 I srael 147.237.76.42 |refuahidf.il  [Bad TCP sequence mdroitvrsacnasl"lt wth dfferent monitor |10
2.52.154. 84 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
5.22.134. 154 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 10
100. 100. 57. 186 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 8
5.102. 254. 38 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 8
100. 100. 54. 49 147. 237. 72. 166 |aka. i df .i | drop First packet isn't SN drop 8
46. 19. 85. 102 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 8
85.130. 222. 181 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 145 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
85.130. 222. 181 |l srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
188. 120. 148. 228|I srael 147.237.76. 147 |chinuch. aka.i of .i l[Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 145 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
66.249.64.80  |united Sares |147.237. 76. 200 |eitan aka idr.i1 || Mg Engine: TP Invalid invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dropped.
79.182.11.248 [lIsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
62.219.137.5  |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
85.130. 222. 181 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
5.102. 254. 79 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
79.182.11. 248 |Israel 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
109. 64. 146. 136 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber alert 6
84.228.46.74  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
82. 166. 233. 197 |Israel 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
79.182.11.248 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm wthditterent | onitor |6
100. 100. 106. 151 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
31.154.92.228 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84.228.115. 226 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 43
156. 184. 42. 83 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Miny of the Sane Response Code (404) B ock 25
176.13.19.170 |Israel 147.237.77. 243 |nobi | e. i df . i | ESL?TS ?L;ff?s\;cﬂa?t/icﬂ;n;lg:gﬁ?mrd n B ock 11
37.26.148.154 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
109. 64. 217. 212 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Uhaut hori zed URL Access on vww aka. i df .il/ufi/reaction/ B ock 4
212.179.21.194 |Israel 147.237.77. 170 |n@ar achot . i df . i | [Mil tipl e Unaut hori zed URL Access from 212.179. 21. 194 B ock 4
149. 88. 139. 153 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 66. 141. 26 |l srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 109. 66. 141. 26 B ock 3
5.29.203. 164 I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 3
2.52.27.27 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
208.115.111.72 |thited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forun asp/ show orumasp [B ock 3
46.117. 48. 63 I srael 147.237.72. 166 |aka. i df . i | Dstributed Lhaut horized URL Access on v aka. i df .il/ufi/reaction/ B ock 3
208.115.113.89 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
95. 86. 107. 12 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 2
176.13.0. 118 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
84.108. 146. 196 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Uhaut hori zed URL Access on vww aka. i df .il/ufi/reaction/ B ock 2
213.57.161.22 |lIsrael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/7/109767. pdf Bl ock 2
167. 114. 64. 100 [Canada 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code Bl ock 2
46.19. 85. 193 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
79.183.10.107 [israel 147.237.72. 166 |aka. i df . i | Dstributed Lhaut hori zed URL Access on v aka. i df .il/ufi/reaction/ B ock 2
79.177.7.57 I srael 147.237.72. 166 |aka. i df . i | Dstributed Uhaut horized URL Access on www aka. i df .il/ufi/reaction/ Bl ock 2
85. 65.208. 150 [l srael 147.237.72. 166 |aka. i df . i | Dstributed Uhaut hori zed URL Access on vww aka. i df .il/ufi/reaction/ B ock 2
212.179.21. 194 |israel 147.237.77. 170 |maar achot . i df . i | ff“txrfgfizzfi..mz‘oplc;ess to maarachot. i df.il/pdf/files/5/109335. pdf 11 1g o0\ 2
46.121.135.3  |israel 147.237.72. 166 |aka. i df . i | m;}i(s_“it? iﬂa#;hsréizii/ﬁtﬁfzf;zg A Bl ock 2
94.230.86. 255 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
208.184.112.75 |Uited Sates [147.237.77.216dover. idf.i] [0S Bted 1?:;}:;&;;?&%\/’?21}2” Bl ock 2
79.177.31.158 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
85.250.88.66 | srael 147.237.0.19 |nadimatal .idf.i rtha;u;]h;tr;lzl?%f%ﬂ‘/ ﬁﬁacre:dslatj‘;ﬂup et errket Gt ty, &5 B ock 2
81.218.201. 200 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Uhaut hori zed URL Access on vww aka. i df .il/ufi/reaction/ B ock 2
95. 86. 82. 202 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
77.127.85.26 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
176. 12. 141. 245 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
79.177.43.43  |israel 147.237.77. 243 |nobi | e. i df . i | ;a)gﬁtt o T?’F/esrcﬂgf‘; Lﬁgngi\szzx%d in B ock 2
5. 29. 203. 164 I srael 147.237.77.74 |lawidf.il Mil ti pl e Unaut horized URL Access from 5. 29. 203. 164 B ock 2
213.57.156.37 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.181.7.153 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.54.172. 147 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
77.127.85.211 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
185. 3. 144. 26 I srael 147.237.77.243|mobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 1
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994-9067- he/ atal . aspx |8 ock 1
85.65.60.23 |Israel 147.237. 72. 166 |aka. i df . i | m;&:‘:td?‘?imﬁgg;ﬁaf:i ooess on Bl ock 1
212.143.152.29 |israel 147. 237.72. 166 |aka. i df . i | \?&J;Lg“itgfd. iﬂa#;hn(;r;@i‘ilﬁtﬁf‘;f; o A B ock 1
46.117. 67. 54 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
141.212.122. 112|United Sates [147.237.77.74 [lawidf.il Mal for med URL proxyt est. zmap. i o: 80 Bl ock 1
80.246.137.42 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.178. 2. 241 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
192.116.172. 25 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df .i | DO stributed Suspici ous Response CQode B ock 1
176. 106. 227. 71 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
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