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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3594

66. 249. 78. 22 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 292

66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 57
81.218.5.130 | srael 147.237.72. 166 aka idf.il B ock_Udp Al Nets drop 12

79. 180. 207. 155 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

115. 231. 222. 40 Chi na 147.237. 76. 198 e.yohal an.idf.il [JLM Under Attack_Con Htp drop 2
52.28.32. 164 Lhited Sates 147.237.76. 177 ncore.idf.il JLMPurple Gon_Linmt_Htps drop 1

104. 192. 0. 226 Lhited Sates 147.237.76. 38 e.eneitav.idf.i|B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
210.117.121. 60 |147. 237.77. 227 ok‘f’rea RepubliC 1o faraz. i of i ET SCAN NVAP -sS wi ndow 4096 1
66.249.81.202 |147.237.0.34 |Wited Sates  [tikshuv.idf.il ET SCAN NVAP -sA (2) 1
199. 101. 186. 178(147. 237. 77. 205 |Lhited Sates  |prisha idf.il ET SCAN NVAP -sS wi ndow 4096 1
59. 45. 79. 117 147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 |147. 237. 76. 177 |Mexi co ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 |147. 237. 76. 177 |Mexi co ncore.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185. 3. 146. 239  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
43.229.53. 89 147.237.0.35 [Japan akavs. i df . i | ET SCAN Potential SSH Scan 1
167. 114. 156. 198|147. 237. 77. 216 |Canada dover.idf.il SER\/ER APACHE Apache mod_proxy reverse proxy information 1

di scl osure attenpt

36.72.228.72 147. 237. 76. 199 |1 ndonesi a e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
94.102.48.195 [147.237.76.31 |[Netherlands nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
36.72.228.72 147. 237. 76. 199 I ndonesi a e. nakchal .idf.il ET SCAN NVAP -f -sS 1
89.248.168.43 [147.237. 77. 205 |Net her | ands prisha idf.il ET SCAN Potential SSH Scan 1
79.177.52.211  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
210.117.121. 60 |147. 237. 77. 227 okfrea’ RepubliC 1o faraz. i of i ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 176 |Chi na nat pash. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 |147. 237. 76. 177 |Mexi co ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185. 27. 105. 113 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.228.207.18 |147.237.76.44 |Ger many e.refuah.idf.il ET SCAN NMVAP -sS w ndow 1024 1
176.13.18. 10 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
43.229.53. 89 147.237.0.19 [Japan madi matal .idf.il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
36.72.228. 72 147. 237. 76. 199 |l ndonesi a e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
89.248. 168. 43  |147.237. 77. 227 [Net her | ands e. hanaz. i df .il ET SCAN Potential SSH Scan 1
31.154. 170. 239 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.236.242.60 |147.237.77. 216 |Ger many dover.idf.il portscan: TCQP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste
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Country

reamn ine: TCP Invali i i ssi
85. 130. 250. 152 I srael 147 237.72. 167 |i shurimaka i i | ' €M NG Engine: TQP Invalid  finvalid segnent retransmission. | 408
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
85. 130. 244. 239 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 114
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
66.249.73.185 |Wited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 38
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
100. 100. 81. 96 147.237. 72. 166 [aka. i df .i | drop First packet ismt SN drop 24
Sreamng Engine: TCP Invalid ' i ssi
132.3.57.78 Wited Sates  |147. 237.77. 216 |dover. i df il 9 =g Invalid segnent retransmssion. |, 22
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
185.3.146.180 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 21
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
66.249.81.212 |Uited Sates  |147.237. 77. 216 |dover.idf i | 9 =g Invalid segnent retransmssion. |, 16
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
132.3.57. 80 Lhited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 16
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
132.3.57. 82 Wited Sates  |147. 237.77. 216 |dover. i df.il 9 =g Invalid segnent retransmssion. |, 14
Ret ransnm ssi on Packet dr opped.
100. 100. 57. 102 147.237.72. 156 |anan.i df .i | dr op Frst packet isn't SYN drop 12
reamn ine: TCP Invali i i ssi
134.191.232. 71 |Israel 147. 237. 77. 216 |dover. i df . i | Stream g Engine P Invalid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
132.3.57.79 Lhited Sates  |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 64. 169. 107 |Israel 147.237.72. 166 |aka. i of .i | Stream g Engine P Invalid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
66.249.81.196 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 11
100. 100. 18. 58 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
87.68.72. 253 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
85. 130. 250. 152 |l srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
85. 130. 250. 152 |l srael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 10
85. 130. 250. 152 |[Israel 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber noni t or 10
188. 120. 148. 253|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 9
193.37.128. 205 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SN retransnit wih different monitor (8
W ndow scal e
37.26.148.210 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
84.228.74.12 | srael 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SYN drop
100. 100. 79. 137 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
84.228.176.4  |israel 147.237.77. 233 atal i df il Bad TCP sequence SN retransmt wth different nonitor |8
) ) ) ) T ) ) a w ndow scal e
37.26. 148. 210 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreamng Engine: TCP Invalid ' i ssi
66.249.73.193 |Uited Sates  |147.237. 77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. |, 8
Ret ransnm ssi on Packet dr opped.
176. 106. 226. 219|I srael 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 52 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 7
176. 106. 226. 219|l sr ael 147.237.77. 170 |naarachot.idf .i| [Bad TCP sequence Invalid ACK nunber alert 7
176. 106. 227. 206|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber aert 6
reamn ine: TCP Invali i i sSi
109. 65. 144. 24 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
176. 106. 226. 184/l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
79.178.5. 204 I srael 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
176. 106. 227. 2061 sr ael 147.237.72. 166 |aka.i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 6
5.29.245. 45 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i Ssi
66.249.64.198 |Wnited Sates |147.237.0.19 |nadimatal.idf.il 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.
46. 19. 86. 130 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 255 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid i i SSi
109. 67. 196. 65  |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
84.110.35.168 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
84.108.187.66 |l srael 147. 237.76. 200 |ei tan. aka.i df . i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Russi an L Sreamng Engine: TCP Invalid Invalid segnent retransnission.
66. 249. 81. 215 et ot i on 147. 237. 77. 216 |dover.i df .i | Ret r ansm si on Packet dr opped. drop 6
46. 19. 85. 255 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
Sreamng Engine: TP Invalid i i ssi
149.88.8.229  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
192.117.6.89 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g o, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
167. 114. 156. 198|Canada 147. 237. 77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
5.102.254.235 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 86. 147 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84.108.187.66 | srael 147.237.76. 200 |ei tan. aka. i df . i | ;Z(.)l'\g?ylg. ége Sane Response Code (404) in Session from B ock 205
46.19. 85. 33 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 125
176.12.148. 6 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 73
46. 19. 86. 34 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 72
217.132.12.250 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 217. 132, 12. 250 B ock 34
46. 19. 86. 132 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 19
176.12.148.6 | srael 147.237.0.19 |nadimatal .idf.i I‘;‘é.'\ﬁ'?yl:; éhe Sane Response (ode (404) in Session from B ock 18
176.13.20. 162 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 15
176.13.21.51 I srael 147.237.72. 166 [aka.i df . i | O stributed Whaut horized UR. Access on vww aka. i df .il/ufi/reaction/ B ock 4
85. 64. 22. 233 I srael 147.237.72. 166 |aka. i df . i | D stributed Whauthorized URL Access on waw aka. i df.il/ufi/reaction/ B ock 4
37.142.171.104 |[Israel 147.237.72. 166 [aka. i df . i | O stributed Uhaut hori zed URL Access on www aka. i df . il /ufi/reaction/ B ock 4
77.126.190. 238 |l srael 147.237.72. 166 [aka. i df . i | O stributed Whaut horized UR. Access on vww aka. i df .il/ufi/reaction/ B ock 3
80. 246. 137. 193 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85. 250. 4. 240 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.19. 154 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
107.178.194.83 |Uited Sates [147.237.77.216 |dover. i df.il D stri utec lfsgfggzgfﬂe%ﬁf:pﬁn HBock  [2
79.182.175.43 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/main/scripts/css3pie. htc B ock 2
84.108. 146. 196 |l srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized URL Access on www aka. i df .il/ufi/reaction/ B ock 2
185. 3. 146. 180 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176. 13. 4. 54 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
77.127.196. 205 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
176.13.13.252 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.12.145.63 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
80. 246. 130. 193 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df.il/mai n/snal i i showbi g. aspx |Bl ock 2
46.19. 85. 168 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
87.68. 72. 253 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
Uhaut hori zed URL Access to
183. 238. 80. 240 |Chi na 147.237.77.216|dover . i df . i | wan i df . il /tenpl at es/ homepage/ hormepage. aspx/ t enpl at es/ sendt of ri end/ se |Bl ock 1
ndt of ri end. aspx
31.154.178.131 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df.il/main/giyus/| ogin. aspx B ock 1
87. 69. 202. 26 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
77.125. 106. 206 I srael 147. 237.72. 166 |aka. i df . i | w;;?tﬁiwﬁ:‘:sg}mat:‘i glciels/s on B ock 1
66. 249. 66. 75 I srael 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to ww cogat . i df .il/894-en/ nat pash. aspx B ock 1
157. 55. 39. 90 Lited Sates [147.237.76.31 |[nakchal .idf.il |Uhauthorized URL Access to 147.237.76.31/ B ock 1
2.52.26.55 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
84.109.137.115 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
80. 246. 136. 222 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
195. 154. 226. 90 |France 147.237.77.74 [lawidf.il I1l1egal HITP \ersion HITH B ock 1
46.117.174. 167 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
109. 65. 216. 220 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
79.178.227.221 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
40.77.167.36  |wnited Sates [147.237.77.170 |mmar achot . i df . il m“;:;ra'mzhi?_ﬁ‘_ ff/ctejnsplta?eslj ournal vi ew ] our nel vi e aspx Bl ock 1
Parameter Type Mol ation
94. 209. 93. 51 Netherlands  |147.237.77.216|dover.idf.il ct| 00$Cont ent P acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 1
wawy i df . i |/ 1283- en/ dover . aspx
5.29.120. 21 I srael 147.237.72. 166 |aka. i df . i | 'C)L'rizasll i?ta;eﬁdﬁngzgzzazzgai& f/ nai v kapat 2/ I res Bl ock 1
85.65.60.23 |Israel 147.237.72. 166 |aka. i df . i | m;:‘ftd‘:‘_jiwa“:;‘g; Zed WL fcess on Bl ock 1
66.249.73.159 |[lsrael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
167. 114. 156. 198|Canada 147.237.77. 216 |dover.idf . il Ml ti pl e Unaut hori zed URL Access from 167. 114. 156. 198 B ock 1
64. 251. 27. 99 Lhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed LRL Access to /robots. txt B ock 1
141.212.122. 112|thited Sates |147.237.77.235|sviva.idf.il Mal for med URL proxyt est. zmap. i o: 80 B ock 1
107.178.194.83 |Wited Sates |147.237.77.216|dover. i df .i | b stri buted lT;;f;ggigg?ﬂe%ﬁ‘ffssp;” Bl ock 1
79.182.204.33 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/nai n/ hom B ock
37.26.147.170 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
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