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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2863
81.218. 241. 26 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 110

66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 72
81.218. 5. 130 | srael 147. 237. 72. 166 aka.idf.il Block Udp All Nets drop 17
79.182.114. 31 I srael 147. 237. 72. 166 aka.idf.il Block Udp All Nets drop

6

158. 169. 150. 9 Bel gi um 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 3
93.174.93. 151 Net her | ands 147.237.76. 86 navy.idf.il ock Wp Al _Nets drop 1
1

1

207.247.120. 162 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset
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|Top Attackers In IPS|

At t acker

At t acker

Target Address

Site

Sgnature

Country
89.139.15.73  |Israel 147.237.76.31 |[nakchal . i df . i|CL000004: HTTP. options nethod (M crosoft) B ock 5
46.116. 122. 221 |l srael 147.237.76.31 |[nakchal . i df . i|C1000004: HTTP. options nethod (M crosoft) Bl ock 2
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | C103: HTTP. User Agent Sogou+web+spi der B ock 1
194.90.169.2 |Israel 147.237.76. 42 [refuah.idf.il[CL000004: HTTP. options nethod (M crosoft) B ock 1
209.54.34.231 |Wnited Sates  |147.237.77.216|dover. i df .i | ﬁf:fr:ab?ﬁrg PHP-C3 Query String Parameter Command [njection B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry |Sl'te |Signature |Count |
51. 36. 83. 142 147.237.77. 216 United Ki ngdom dover.idf.il SERVER- WEBAPP admi n. php access 2
36. 110. 15. 162 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147. 237.76. 176 Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
176. 13. 20. 209 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 81. 30. 117 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
62.219. 128. 187 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
51. 36. 83. 142 147.237.77. 216 United Ki ngdom dover.idf.il SERVER- WEBAPP Nanbo upl oad. php access 1
36. 110. 15. 162 147. 237. 76. 197 Chi na e himush.idf.il ET SCAN Potential SSH Scan 1
36. 110. 15. 162 147.237.76. 38 hi na eemitav.idf.il [ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237.76. 30 Sweden hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
132. 66. 23. 176 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
81.218.194.9 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1570
s SWNretransnit wth different :

80. 246. 130. 213 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence “i ndow scal noni t or 150

207.247.120. 162|Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 126
Sreamng Engine: TCP Invalid ' i ssi

66.249. 64.233 |Uited Sates  |147.237. 77. 216 |dover i df .i | 9 =g Invalid segnent retransmssion. |, 92
Ret ransnm ssi on Packet dr opped.

46. 19. 85. 164 I 'srael 147. 237. 72. 156 |aman. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 78

192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40

158. 169. 150. 9  [Bel gi um 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 40

100. 100. 59. 211 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 39

171.98.48.180 |Thailand 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39

158. 169. 150. 6  [Bel gi um 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 38
Sreanming Engine: TGP Invalid i i sSi

134.191.232.70 |Israel 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segent retransmssion. drop 36
Ret ransni ssi on Packet dropped.

41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SMrule drop 34

Russi an L Sreamng Engine: TCP Invalid Invalid segnent retransnission.

66.249.81.215 |- "0~ 147.237.77. 216 |dover.idf il Ret 1 ansmi ssi on Packet dr opped. drop 30

46. 19. 86. 64 I srael 147.237.72. 167 [i shurimaka i df.i[Bad TCP sequence Invalid AGK nunber noni t or 29

213.204. 101. 24 |Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 28
Sreanming Engine: TGP Invalid i i sSi

66.249.81.212 |wited Sates  |147.237.77. 216 |dover.idf .il 9 =g Invalid segent retransmssion. drop 28
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi

91.227.164.5  |israel 147.237.77. 234 |nal ag. i of .| 9 =g Invalid segnent retransmssion. |, 28
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi

134.191.232.72 |Israel 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segent retransmssion. drop 26
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi

134.191.232. 71 |Israel 147. 237. 77. 216 |dover. i df .| 9 =g Invalid segnent retransmssion. |, 24
Ret ransnm ssi on Packet dr opped.

100. 100. 22. 12 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 22
Sreamng Engine: TCP Invalid i i SSi

109. 64. 5. 53 I srael 147.237.72. 166 |aka. i of .i | 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.

51. 36. 83. 142 Uni ted Kingdom|147.237.77.216|dover.idf.il drop First packet isn't SYN drop 18

108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16

100. 100. 22. 12 147.237.72. 166 [aka. i df .i | drop First packet isn't SWN drop 16

109. 228. 116. 234 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
Sreanming Engine: TCP Invalid i i Ssi

79.179.169.69 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 15
Ret ransm ssi on Packet dr opped.

82.81.193. 82 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15

81.218.241.26 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SYN drop 14

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi

66.249.81.218 |lnited Sates  |147.237.77. 216 |dover.idf il 9 =9 Invalid segnent retransmssion. g, 14
Ret ransm ssi on Packet dr opped.

167. 114. 156. 16 |Canada 147.237. 77. 216 [dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 13

100. 100. 75. 89 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi

85. 130. 204. 218 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.

50. 116. 28.209 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

105. 199.5.229 |Hypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i SSi

2.54.139.205 |Israel 147. 237. 72. 167 |i shuri maka. i df . 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

134.191. 232. 68 | srael 147. 237.77. 216 |dover i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.

37.26.148.174 |Israel 147.237.77. 216 |dover.i df i drop First packet isn't SWN drop 12

37.26.146.170 |Israel 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Sreanming Engine: TGP Invalid i i sSi

134.191. 232. 69 |Israel 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segent retransmssion. drop 10
Ret ransnm ssi on Packet dr opped.

5.28.171. 251 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TCP Invalid i i ssi

149.78.38.207 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansnm ssi on Packet dr opped.

40.77.167. 35 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9

2.54.54. 227 I srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TGP Invalid i i sSi

176.13.0.1 I'srael 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |, 9
Ret ransnm ssi on Packet dropped.

5.102.254.115 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 8

109. 226. 28. 219 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 8

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8

50. 87. 144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
51.36.83.142  |Wnited Kingdom|147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 51. 36. 83. 142 Bl ock 223
51. 36. 83. 142 United Ki ngdom|147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 189
46.19. 86. 34 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 97
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Same Response Code (404) B ock 60
185.32.179.5 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 35
46.121.133. 152 |israel 147. 237.76. 200 |ei tan. aka. i df . i | I‘éf’l'\gfylg_ tlgg Sane Response (ode (404) in Session from Bl ock 30
2.54.153. 69 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 27
2.54.4.144 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
51. 36. 83. 142 Uni ted Kingdom|147.237.77.216|dover.idf.il Mil tiple Admin B ocking fromb51. 36. 83. 142 Bl ock 12
192. 114.91. 249 |Israel 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Gode Bl ock 9
2.52.170. 146 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176.12.148.78 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 6
176.12. 149. 163 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
109. 67. 206. 200 |Israel 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed LRL Access on wa aka. i df.il/ufi/reaction/ B ock 4
176.12.138.172 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
46. 19. 85. 155 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 3
213.57.153.195 |[lIsrael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to v tikshuv.idf.il/ufi/reaction/ B ock 3
107.178.194.83 |Uhited Sates  |147.237.77. 216 |dover . i df . i | e 1) 1155, 23650 el dover. aume Bock |2
46. 19. 86. 96 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
87.139.239. 188 |Ger many 147.237.77. 176 |mat pash. i df . i | Unaut hori zed LRL Access to wawu cogat . idf.il/894-en B ock

176. 12. 140. 202 |Israel 147. 237. 72. 156 |anan. i df . i | mu;?:;.' izcjefd. illjjl_nmfj(i:(i:?j?etsgurces/i mages! favi conff avi con. png Bl ock 2
5.29.41. 185 I srael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed LRL Access on wa aka. i df.il/ufi/reaction/ B ock 2
132. 64. 185. 137 |Israel 147.237.72. 166 |aka. i df . | muizrii éf?lﬁaiﬁf;f;js}é’omol o at udel A Bl ock 2
176.13.0.1 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock
176.12.147.90 |Israel 147.237.77.243|nobi [ e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock
132.65.80.152  |Israel 147.237.76.86 |navy.idf.il muag\?;' isz. iR focess Lo doc. rgr/ doc._rmr . a5 Bl ock 2
68.180.228.112 |lLhited Sates  |147.237.77.216|dover.idf.i | D stributed Suspici ous Response Code B ock 2
46.116. 122. 221 |Israel 147.237.76.31 |nakchal .idf.il Distributed Unauthori zed HTTP Met hod B ock 2
41.218.221. 163 |CGhana 147.237.77.216|dover. i df .i | Enail collector robots 14 Bl ock 1
87.69. 42. 217 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1367- 8722- he/ at al . aspx |B ock 1
176.13.12.249 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.121.133. 152 |Israel 147.237.76.200(ei tan. aka. i df . i | [Too Many 404: Response Code per Session B ock 1
173.254.216.68 |lhited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
31. 154. 149. 201 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.111.184.168 |[Israel 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to maarachot. i df.il/xmirpc. php B ock 1
79.181.148.13 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
208.184.112.74 [United Sates  [147.237.77. 216 |dover . i df . i | D stri bt ec lT;;f;ggigg_egeﬁvﬁc_ispzn Bl ock 1
109. 67.138.10 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
74.82.47.3 Lhited Sates 147.237.72. 167 |i shuri maka. i df . ijUnaut hori zed URL Access to 147.237.72.167/ B ock 1
176. 106. 226. 207 |1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 85. 135 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DoS Attack None 1
91.227.165.5 | srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unaut horized URL Access from91.227.165.5 B ock 1
37.142.64. 42 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwwuidf.il/ufi/reaction/ Bl ock 1
85. 65. 215. 75 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
5.136. 206. 11 :Zg::t”i on 147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/gen204 B ock 1
84.95. 212. 25 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
46.116.122. 221 |Israel 147.237.76.31 |nakchal .idf.il Mil tiple Unauthorized URL Access from46.116. 122, 221 Bl ock
149.78.34.180 [l srael 147. 237.72. 166 |aka. i df . i | mnai":i ;éri"’l"/mn;je;/ S;Crm?ﬁ?;ima;t? on. asp None 1
46. 19. 85. 229 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL B ock 1
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