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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2717
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 315
81.218.37.2 | srael 147.237.72. 156 anan. i df.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 82
81.218. 5. 130 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 15

109. 65. 81. 164 I srael 147. 237. 72. 166 aka.idf.il Bl ock Udp All Nets drop 6
93.174.93. 151 Net her | ands 147.237. 76. 42 refuah.idf.il B ock Up Al _Nets drop 1

185. 52. 140. 219 Russi an Federation 147.237.76. 148 ggcenter.aka.idf.il |B ock Up Al _Nets drop 1




11-25-2015-13:04:01 to 11-25-2015-14:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site ‘Sgnaiure |Ds-vi ce Action |Oount |
188.165. 15.193  [France 147.237.0. 15 kosher-kravi.idf.il |28 HITP AnrefBot crawer B ock 1
212.235.62.200 |[Israel 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
94.102.49. 210 |147.237.77. 216 |Netherlands  |dover.idf.il SERVER APAGHE Apache nod sl non-SSL connection to S port 2
deni al of service attenpt
120. 55. 125. 210 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
109. 64.222.9  [147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
94.102. 48.195 [147.237.0.33 [Nether| ands idf.il ET SCAN NVAP -sS w ndow 1024 1
80.246.133.2  [147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
31.44.131. 146 |(147.237.72. 166 |l srael aka idf.il portscan: TP D stributed Portscan 1
212.143.3.44  (147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
166. 62. 137. 15 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
120. 55. 125. 210 |147.237.0.15 |Chi na kosher-kravi .idf.i [ET SCAN Potential SSH Scan 1
82. 166. 22. 4 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
80. 246. 130. 131 [147. 237. 72. 166 || srael aka idf.il portscan: TCP DO stributed Portscan 1
212.143.57.68 |(147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address |Ste Signature Action ‘Count
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1680
Sreamng Engine: TCP Invalid i i ssi
66. 249. 64. 233 |Wnited Qates 147. 237. 77. 216 |dover i of i 9 =g Invalid segnent retransmssion. g 150
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 55
213.6.47.78 ?Cisgi';'ja” Territory, 1147, 237. 77. 216 dover. i o . i1 drop First packet ismt SWN drop 50
Sreanming Engine: TGP Invalid i i SSi
66.249. 81. 218 |Wited Sates 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. | 42
Ret ransm ssi on Packet dropped.
. . SWNretransmit wth different .
85. 64. 163. 152 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence vi ndow scal e noni t or 36
84.177.21.124 |Ger many 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 36
100. 100. 26. 210 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SN drop 36
Sreamng Engine: TCP Invalid i i ssi
66.249.81. 212 |Wnited Qates 147. 237. 77. 216 |dover i df . i 9 =g Invalid segnent retransmssion. g 34
Ret ransm ssi on Packet dr opped.
94. 100. 4. 105 Latvia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
Sreamng Engine: TCP Invalid i i ssi
66.249. 64. 238 |United Sates 147. 237. 77. 216 |dover. i of .| 9 =g Invalid segnent retransmssion. |, 32
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
93. 172. 129. 202 |I srael 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. | 32
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168.17.162 |Isradl 147. 237. 77. 216 |dover. i of .| 9 =g Invalid segnent retransmssion. | 30
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 26
158. 85. 253. 245 | ted Sates 147.237.72. 166 |aka. i df . i Bad TCP sequence SNretransmt wth different o000 |23
w ndow scal e
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
Sreanming Engine: TCP Invalid i i SSi
134.191. 232. 72 |1 srael 147.237.77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. g o, 22
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.64.5.53  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 21
Ret ransm ssi on Packet dr opped.
188. 244. 39. 126 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
84.109. 90. 16 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 18
o SYNretransmit wth different .
85. 64. 163. 152 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal e monitor  [18
109. 129. 179. 57 |Bel gi um 147.237.77. 176 |natpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
Sreamng Engine: TP Invalid i i ssi
85. 130. 211. 230 |1 srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 18
Ret ransm ssi on Packet dr opped.
93.172.7.71  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt wih different —Hopior 17
w ndow scal e
80. 246. 139. 240 [l srael 147.237.0.19 [nadimatal .idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 17
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
100. 100. 57. 102 147.237. 72. 156 |aman.i df .i | drop First packet isn't SN drop 16
Sreamng Engine: TCP Invalid i i ssi
134. 191, 232. 70 |1 srael 147. 237. 77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. g 16
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249. 65.103 |United Sates 147.237.77. 234 |hal ag.i of . 9 =g Invalid segnent retransmssion. g o, 14
Ret ransnm ssi on Packet dr opped.
s SWNretransnmit wth different .
85. 250. 244. 212 |1 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |14
Sreanming Engine: TCP Invalid i i SSi
31.168.88.29 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, o, 12
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
85. 130. 244. 140 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dr opped.
198. 58. 103. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
46.19.85.105 |l srael 147. 237. 76. 200 |ei tan. aka i of . i1 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dr opped.
46.19.86.208  [lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |12
82.80.198.164 |[lIsrael 147. 237. 72. 166 |aka.i df .i Bad TCP sequence monitor |12
Sreamng Engine: TCP Invalid i i ssi
31.168. 85. 156 |Israel 147. 237. 77. 216 |dover i df . i 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dr opped.
208. 115.111. 73 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
185. 4. 255. 226 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
100. 100. 125. 61 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i SSi
199.30. 16. 187 |United Sates 147.237.77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. g o, 10
Ret ransm ssi on Packet dr opped.
62.0.207.129 |lsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 9
185. 21. 209. 83 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
208.115. 111. 73 |Lhited Sates 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 8
Sreamng Engine: TP Invalid i i ssi
176.13.0.96  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. . 8
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249. 64. 243 |United Sates 147.237.77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. g o, 8
Ret ransm ssi on Packet dr opped.
185. 32. 179. 171 |I srael 147.237.0.19 |nadimatal.idf.il[SYN At ack SYN -> SYN-ACK -> RST rej ect 7
46.19.85.109 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |7
Sreanming Engine: TCP Invalid i i SSi
46.19.85.224 |Israel 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
82.80.134.91 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |Site Sgnature Action ‘Count
176.13. 23. 143 |Israel 147.237.0.19 |nmadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 396
82.102. 169. 113 |I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 218
176. 13. 23. 143 |l srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) B ock 144
176.13. 23. 143 |l srael 147.237.0.19 |madimatal .idf.il{DOstributed Suspicious Response Code B ock 124
79.178. 217. 110 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 111
82.102. 169. 113 |I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
80. 246. 139. 240 |l srael 147.237.0.19 |madimatal .idf.il{DOstributed Suspicious Response Code B ock 84
185. 32. 179. 145 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 50
185. 32. 179. 103 |l srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 43
185. 32. 179. 145 |l srael 147.237.0.19 |madimatal .idf.il{DOstributed Suspicious Response Code B ock 38
82.102. 169. 113 |I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 38
176.13.0.212 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 37
185. 32.179. 171 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Mainy of the Same Response Code (404) B ock 36
80. 246. 139. 240 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 35
185. 32. 179. 103 [l srael 147.237.0.19 [nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 28
2.54.186.112  |Israel 147.237.72. 167 |i shuri maka. i df . i ;og 4'.\"1?6.0{1?6 Sane Response (bde (404) in Session from Bl ock 28
185. 32. 179. 171 [l srael 147.237.0.19 [nadimatal .idf.il|DOstributed Suspicious Response Code B ock 26
79.178.217. 110 |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 21
176.13.18.73  |lIsrael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock 20
2.54.4.144 I srael 147.237.0.19 |[nadimatal .idf.il|DOstributed Suspicious Response Code B ock 20
193. 186. 163.3 |G eece 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df . il/$$$8282$$$ B ock 18
185.32.179.21 |[lIsrael 147.237.0.19 |[nadimatal .idf.il|DOstributed Suspicious Response Code B ock 10
185. 32. 179. 166 [l srael 147.237.0.19 [nadimatal .idf.il|DOstributed Suspicious Response Code B ock 9
109. 64. 5. 53 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gde Character in LR from109. 64. 5. 53 B ock 5
185. 32. 179. 100 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 4
79.179. 164. 148 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 3
185. 32. 179. 100 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212.143.135. 92 [ srael 147.237.77. 234 |hal ag. i df . i | \;Twareogfrstri‘fa\l” o e . 25 Bl ock 3
46.19. 85. 36 I srael 147.237.0.19 [nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66. 249. 64. 243 |l srael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 3
82.80.198.164 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19.86. 11 I srael 147.237.0.19 |[nmadimatal .idf.il{Dstributed Suspicious Response Code B ock 2
84.94.33.187 |[lIsrael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . i DO stributed Suspicious Response Code B ock 2
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df .i | Mil tipl e Unhauthorized URL Access from 178. 255, 215. 87 B ock 2
176.13.0. 96 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
185. 32. 179. 160 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 2
176.13.0. 96 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Unhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 2
46.19. 85. 19 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 2
208.184.112.75 |Uited Sates  [147.237.77. 216 |dover . i df .i | D stri butec lfsgggégg?ﬁeﬁvﬁf?:pﬁ” Bl ock 2
46. 19. 86. 73 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
37.26.149. 149 |lIsrael 147.237.0.19 |nadimatal .idf.il{Dstributed Suspicious Response Code B ock
2.54.167.245 |Israel 147.237.0.19 |[nadimatal .idf.il|DOstributed Suspicious Response Code B ock
80. 246. 137. 232 [ srael 147.237.72.166 |aka. i df . i | m”;kgorl idfidl /ﬂwgaﬁ?\;g\mﬁl . aspx Bl ock 2
79.183. 153. 214 I srael 147.237.72. 166 |aka. i df . i | m;&:lftd?‘jiﬁﬁt“:gg;maﬁi gf:i‘alsls on B ock 1
62. 219. 163. 146 |l srael 147.237.77. 170 |maar achot . i df . i | |Dstributed PP Attenpt B ock 1
107.178.194.79 |hited Sates  |147.237. 77. 216 |dover. i df .i | D stri bt ec ﬂ“;g:;;gfﬁeﬁvﬁf?;pﬁn Bl ock 1
2.54.18. 20 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249.78. 154 |l srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/eitan/listpage/ Bl ock 1
176.13.0.212 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 1
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