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|Top Attackers | n DDoS- Def ence |

11-25-2015-12:04:07 to 11-25-2015-13:04:07

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 2943
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 243
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 90
81.218.5.130 | srael 147.237. 72. 166 aka.idf.il Block Udp All _Nets drop 21
41.142.224. 114 Mor occo 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 8
221.3.83.12 Chi na 147.237.0. 35 akaws. i df.il Frk_Under Attack Con_Tcp drop 2
93.174.93. 151 Net her | ands 147. 237.76. 202 e halag.idf.il |Block Udp Al Nets drop 1

95. 172. 79. 236 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il |Block Wp All Nets dr op 1
95.172. 79. 244 Uhi t ed Ki ngdom 147.237.76. 42 refuah.idf.il ock Wdp Al Nets drop 1
82.166. 184. 140 I srael 147. 237.76. 31 nakchal .idf.il |B ock Wdp Al Nets drop 1




11-25-2015-12:04:07 to 11-25-2015-13:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
213.8.52. 139 I srael 147.237.76. 31 nakchal .idf.il [ClL000004: HTTP:. options nethod (M crosoft) B ock 4
51. 254, 131. 243 Ui ted Ki ngdom 147.237.77. 216 dover.idf.il C1000106: HTTP. naj estic bot B ock 1

69. 30. 218. 234 Lhited Sates 147.237.72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1




11-25-2015-12:04:07 to 11-25-2015-13:04:07

|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
93.113.125. 11 147.237.76. 38 Romani a e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
87. 68. 61. 235 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
79.177.81. 59 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
74.117.209. 135 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
217.78.56. 183 147.237.77.176  |Pa estinian Territory, QGecupied nat pash. i of . i ET SCAN NVAP -sA (2) 1
37.142. 200. 49 147.237.77.216  |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
185. 66. 251. 233 147.237.76. 31 Net her | ands nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
111. 93. 198. 54 147.237.76.199 |India e. nakchal .idf .il ET SCAN NVAP -sS wi ndow 3072 1
93.113.125. 11 147. 237. 76. 86 Romani a navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.113.125. 11 147.237. 8. 24 Romani a elifestyleiidf.il [ET SCAN NVAP -sS wi ndow 1024 1
79.179. 146. 119 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
74.117.209. 135 147.237.76.202 |Uited Sates e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
217.194.195.180 |147.237.77.216 |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 207 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
213.8.82. 4 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
5.29. 6. 46 147.237.72.166  |[lIsrael aka idf.il portscan: TCP D stributed Portscan 1
185. 66. 251. 233 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 147.237.77.216 [Canada dover . idf.il portscan: TCP D stributed Portscan 1
93.113.125. 11 147.237.76.148  |Romani a gocenter.aka.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1




11-25-2015-12:04:07 to 11-25-2015-13:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | drop First packet ism't SYN drop 1432
Sreanming Engine: TCP Invalid i i ssi

217.132.12.53  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, ., 495
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i Ssi

66.249. 64.233 |Uited Sates 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. |, 70
Ret ransni ssi on Packet dropped.

62.128.48.130 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 68

31.135.149. 251 |lkrai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40

41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMirul e drop 40

o SWNretransnmit wth different .
85.64.163. 152 |l srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence i hdow scal e nonitor (34
85.64.163.152 I srael 147. 237. 77. 216 |dover . i df . i Bad TCP sequence S retransmt with different —Jopnitor  [28
w ndow scal e
37.26.148.153 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
176.13.8.11 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt wth different oo o [24
w ndow scal e
37.26.146. 244 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 24
o SN retransmit wth different .

85. 250. 244. 212 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ nonitor |22

213.57.138. 182 |[Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 18

100. 100. 99. 174 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 15

185. 120. 126. 19 147.237.72. 166 |aka i of .i | drop First packet ismt SYN drop 14

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14

2.54.178. 92 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
Sreaming Engine: TGP Invalid i i ssi

109. 64.219. 84 |Israel 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segrent retransmssion. | 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

37.26.146.166 | srael 147. 237. 76. 200 |6 tan. aka. i of . | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

66.249. 64. 238 |United Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segrent retransmssion. | 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

193. 43. 245. 250 |Israel 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

193. 43. 246. 250 | srael 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segrent retransmssion. | 12
Ret ransni ssi on Packet dropped.

217.194. 202. 150|1 sr ael 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 11

2.54.37.54 I st ael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10

132. 71. 80. 48 I sr ael 147.237. 72. 167 |i shuri maka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

208.115.111. 73 |Uhited Sates 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 9
Sreaming Engine: TGP Invalid i i ssi

149.78.38.239 |israel 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

2.54.152.73 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 9
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

66.249. 66. 119 |Whited Sates 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.

208.115.111. 73 |Uhited Sates 147.237.72. 166 |aka.i df .i | drop SAMirul e drop

46. 19. 86. 207 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi

64.233.172. 155 |tnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segrent retransmssion. |, 8
Ret ransni ssi on Packet dropped.

176. 67. 113. 149 g‘ilcisgi':('ja” Tertitoryly 47, 237. 77. 216 dover . i o . i1 drop First packet ismt SWN drop 7

2.52.24.65 I sr ael 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi

2.54.142. 84 I'srael 147.237.77. 243 |nobi l e, i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

2.54.32. 66 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i Ssi

79.180.28.169 |Israel 147. 237. 77. 216 |dover . i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.85.239  |israel 147.237.77. 243 |nubi le.i . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

46.19.86.243  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.

79.182.126.48 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert

46. 19. 86. 38 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

46. 120. 56. 93 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi

46.19.85.49  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 167 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi

64.233.172. 171 |United Sates 147. 237.77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. g . 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

82. 81. 30. 23 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19. 85. 72 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

79.182.126.48 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 6

46. 120. 56. 93 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |6

46. 19. 85. 62 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 6




11-25-2015-12:04:07 to 11-25-2015-13:04:07

|Top Attackers In V\AF|

At acker

Target Address

Site

Sgnature

Devi ce

‘Count

Gountry Action

176.13.5.221  |Israel 147.237.0.19 |nadimatal .idf.i I(;Z '\gl]yslozfzihe sane Response (ode (404) in Session from B ock 195
176.13.0.212 |Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Too Many of the Sane Response Code (404) B ock 165
176.13.0.212 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 153
176.13.5.221 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 113
46.19.85.118 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 74
37.26.149.173 |[lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 69
217 132.12.53 |Israel 147. 237.76. 200 |ei t an. aka. i df . i | ;(i(;, I\l/la;nzy 10; gge Sane Response Code (404) in Session from B ock 56
176.13.5.221  |israel 147.237.0.19 |nadimatal .idf.i EZ '\g_“g_ozfzihe Sane Response Code (403) in Session from Bl ock 47
46.19.85.118 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 46
2.54.4.144 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 20
2.54.63.132 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
193. 105. 199. 65 |l srael 147.237.72. 156 |anan. i df . i | D stributed Whaut hori zed HTTP Met hod B ock 11
46.19. 86. 12 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 8
193. 105. 199. 65 |l srael 147.237.72. 156 [anan. i df . i | Mil tipl e Unaut hori zed LRL Access from 193. 105. 199. 65 Bl ock 8
147.161.1.68  |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 7
81.218.70. 243 |Israel 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 81.218. 70. 243 B ock 6
176.13.13.46 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.148.83 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
147.161.1.68 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 7/ B ock 3
2.54.142. 84 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.1.113 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 120. 126. 7 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 185.120. 126. 7 B ock 3
176.13.22. 166 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69.208.51 |lsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/mai n/sachdar/ B ock 3
2.52.181.131 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.15. 2 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 64. 5. 53 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qxde Character in LR B ock 2
208.184.112. 74 |ited Sates (14723777 216 dover. idf i1 |0 ST ed lT;;f;gzgfﬂeﬁwﬁc_ispﬁ” Bl ock 2
80. 246. 136. 18 [l srael 147.237.77. 243 |nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index B ock 2
176.13.12.39  |Israel 147.237.72.166 |aka. i df . i | \Twagkﬁaeirf?f,%‘r'v\;aghaaﬂiﬁggiigratiOnw Jor dl e ster. aspx None 2
107.178. 104. 83 |Urited Sates [147.237.77. 216 |dover i df i1 |0 TS0 IO e TR eoess on B ock 2
66. 249. 64. 243 |l srael 147.237.77.216|dover.i df . il Distributed Suspicious Response Code B ock 2
176. 13. 6. 66 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.237.204.91 |[lraq 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www idf.il/arr/ Bl ock 2
66. 249. 67. 242 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yonan/ enl ar ge. asp B ock 1
2.54.147.231 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
94.102.49.210 |Netherlands  |147.237.76.31 |nakchal .idf.il %ﬁﬁa&?ﬁfﬁfg Protocol violation None 1
2.54.7.80 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
85. 64. 163. 152 |l srael 147.237.76.31 [nakchal .idf.il [Unhauthorized URL Access to 147.237.76. 31/ si p_storage/ fil es/ 8/ 1668. doc |B ock 1
213.57.31.34 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 64. 230 |l srael 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
176.13.5.221 |lIsrael 147.237.0.19 |nadimatal .idf.i|Too Many 403: Response Code per Session B ock 1
79.181.129.10 |Israel 147.237.72.166 |aka. i df . i | mngk“; izef‘r.?r:ftn: nf;;gr?:}itgggﬁ?)ZﬂngphsaChar$°t' 66.x in None 1
193. 105. 199. 65 | srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to ww aran. i df .il/sip_storage/files/3/ B ock 1
46.19.85.239 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
37.142.68.40 |[lsrael 147.237.0.34 |tikshuv.idf.il [Dstributed PP Atenpt B ock 1
107.178.194. 83 |Whited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1133-22638- he/ dover. aspx. B ock 1
68.180. 228. 112 |Lhited Sates |[147.237.77.216|dover.idf.il D stributed Suspici ous Response Gode Bl ock 1
176.13.23.12 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.66.82 |lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/rights/news. asp B ock 1
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