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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2992
81.218.37.2 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Qi dest - r eset 769
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 356
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiati on-Q i dest - r eset 116
81.218. 5. 130 | srael 147.237.72. 166 aka.idf.il Bl ock_Up Al Nets drop 18
2.52.148. 100 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
176. 12. 136. 28 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
62.0.54. 2 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
84.228.111.213 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
115. 231. 222. 40 Chi na 147. 237.76. 147 chinuch. aka.idf.il [JLM Under Attack Con Htp drop 2
116. 49. 150. 214 Hong Kong 147.237.76. 86 navy.idf.il Bl ock_Up Al Nets drop 2

81. 218. 56. 125 | srael 147.237.77.216 dover.idf.il Bl ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
62.219.12. 85 I srael 147.237.76. 31 nakchal .idf.il [ClL000004: HTTP:. options nethod (M crosoft) ock 12
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

167. 114. 156. 16 |147. 237. 77. 216 |Canada dover.idf.il portscan: TGP D stributed Portscan 1
109. 66. 205. 52 [147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
79.178.226.20 |(147.237.72. 166l srael akaidf.il portscan: TCP D stributed Portscan 1
46.228.207.18 |147.237.76.86 [Ger many navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.143.148  (147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
198.20.69.98  |147.237.76. 147 |Uhited Sates |chinuch. aka.idf.il|ET DROP Dshi el d B ock Li sted Source 1
149.78.7.180  |147.237.72.166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
109. 65. 155. 245 [147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
65.0.98. 21 147 237, 76. 196 Ui ted Sates e sviva i il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.19. 85. 72 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.52.149.191  (147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1203
70.199.65.101 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 261
80. 246. 133. 182 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor  [240
w ndow scal e
37.26.146.227 |Israel 147.237.77. 216 |dover. i df .i | drop First packet isn't SN drop 82
81.218.37.2 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 58
Sreanming Engine: TCP Invalid i i Ssi
176.13.16.105 | srael 147.237.77. 234 |nal ag.i of . 9 =g nvalid segnent retransmssi on. drop 42
Ret ransm ssi on Packet dropped.
37.26.146.206 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 32
Sreamng Engine: TCP Invalid i i SSi
66.249. 64.233 |Uited Sates  |147.237.77. 216 |dover.idf il 9 =g nvalid segnent retransmssi on. drop 30
Ret ransni ssi on Packet dropped.
109. 200. 30. 168 |United Ki ngdom|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 24
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
54.224.21. 23 Lhited Sates  |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
46. 19. 86. 237 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 21
217.194. 195. 141 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 18
80. 123.167.25 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 17
Sreamng Engine: TCP Invalid i i ssi
134.191.232.72 |israel 147. 237. 77. 216 |dover i df . 9 =g nvalid segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dr opped.
100. 100. 22. 12 147.237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 14
Sreaming Engine: TP Invalid i i ssi
134.191. 232. 69 |Israel 147. 237. 77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. -y 12
Ret ransni ssi on Packet dropped.
37.26.148.247 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
93. 61. 43. 23 Italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 12
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.243 |Wited Sates  |147.237.77. 216 |dover.idf. il 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46.19. 86. 119 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 12
62. 0. 200. 108 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i ssi
66.249.81.218 |tnited Sates  |147.237.77. 216 |dover.idf .il 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 11
46. 19. 85. 13 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 11
75.89.222.226 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
. . SYNPAXK retransmit with different .
80. 246. 136. 176 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 11
213.57.132. 155 |[lsrael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 10
reanmn ine: TCP Invali i i ssi
66.249.81.212 |United Sates  |147.237.77. 216 |dover.idf.il Srea g Engi ne P Invalid livalid segnent retransnission drop 10
Ret ransni ssi on Packet dropped.
e SYNVACK retransmt wth different .
213.57.132.155 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence wi ndow scal noni t or 10
reamn ine: TCP Invali i i ssi
134.191.232.70 |Israel 147. 237. 77. 216 |dover. i cf . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 10
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.217 |wited Sates  |147.237.77. 216 |dover.idf .1 9 =g nvalid segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46.19. 85. 13 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 10
Sreanming Engine: TGP Invalid i i ssi
94.230.93.213 |Israel 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
31.168.84.216 |Israel 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i Ssi
84.228.185.71 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46.19. 85. 71 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 9
Sreamng Engine: TCP Invalid i i SSi
46.19.86.119  |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. g 9
Ret ransni ssi on Packet dropped.
2.52.149. 235 | srael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
Sreanming Engine: TCP Invalid i i Ssi
134.191.232. 71 [israel 147. 237. 77. 216 |dover . i df .| 9 =g nvalid segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.10. 167 |Israel 147. 237. 77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. 8
Ret ransni ssi on Packet dropped.
2.52.149. 235 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 8
81.218. 241. 26 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 8
Russi an S -
66. 249. 81. 215 er ot on 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 7
212.179. 218. 166|l srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 7
207. 46. 13. 49 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 220 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 116
132.70. 66. 11 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 64
217. 194. 206. 108|l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 217. 194. 206. 108 B ock 57
176.13.0. 212 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 55
176.13.0.212 [ srael 147.237.0.19 |madimatal .idf.il Eg_ '\g‘yo.o;l;he Same Response (bde (403) in Session from Bl ock 32
176.13.18.129 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 24
37.26.149.172 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 20
176.12.140.17 | srael 147.237.77. 243 |nobi | e. i df . i | Eﬁﬁf_ ?;T{??S\:Cﬂa?t/i;gnoggg:ﬁsjmd n Bl ock 16
84.109. 90. 39 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 15
149. 78.179. 195 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/ufi/reaction/ B ock 14
2.54.10. 161 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
176.13.0. 212 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 9
176.12. 144. 123 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthori zed URL Access from 176. 12. 144. 123 B ock 8
193. 106. 206. 10 |l srael 147.237.72. 156 |anan. i df . i | Unaut hor i zed HTTP Met hod B ock 8
46. 19. 85. 33 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 6
192.118.10.10 |[lIsrael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 192.118. 10. 10 B ock 5
46.19. 85. 155 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 4
5.29.123.79 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method CPTIONS for v aka. idf.il/ Bl ock 4
176.13.17.188 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
5.102. 255. 78 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.59.43 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
176.13.15. 2 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212.92.237.8  |Wkraine 147.237.72. 166 |aka. i df . i | m“;f;'i' gfeoll R peoess 10 i rages! bocly! rages! mai . pa Bl ock 3
46. 19. 86. 243 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
2.54.178. 106 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
176.13.21. 244 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i m;msg ;ﬂzuf E?rl szioﬁt:cess on Bl ock 3
46.19. 85. 35 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 126 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 14 I srael 147.237.77.216|dover.i df .i | Ostributed Mal fornmed LRL Bl ock 2
176.13. 2. 99 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf .i | O stributed Suspicious Response Code B ock 2
46. 19. 85. 233 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
46.19. 85. 14 I srael 147.237.77. 216 |dover.i df . i | D stributed Wknown HITP Request Met hod B ock 2
176.13.20. 246 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
176.13. 4. 96 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
213.8.21. 4 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/scripts/css3pie. htc B ock 2
2.54.140. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
212. 150. 209. 205|I srael 147.237.72. 166 |aka. i df . i | Mil tiple Wauthori zed URL Access from 212. 150. 209. 205 B ock 2
213.151. 35. 218 |[Israel 147.237.77.243|nobi | e.i df . i | Paraneter Type M ol ati on Password in nobil e.idf.il/sachar/l ogin B ock 2
2. 54. 140. 214 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.34. 107 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
46.19. 85. 14 I srael 147.237.77. 216 |dover . i df . i | Dstributed |11egal HITP \ersion B ock 2
2.54.1.113 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80. 74.105. 107 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/sip_ Bl ock 2
68.180.228. 112 |United Sates |147.237.77.216|dover. i df .l o 2o e L er aspxh tp:/ Bl ock 1
192.114.3.241 |israel 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
46. 19. 85. 40 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
109. 65. 181. 59 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
5.28.172. 177 I srael 147.237.76.42 |refuah.idf.il O stributed PHP A tenpt Bl ock 1
2.54.37.57 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
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