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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3438
81.218.5.130 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 9

111. 200. 254. 3 Chi na 147. 237. 76. 200 eitan. aka.idf.il JLMPurple Gon Linit Tcp drop 1

173. 242.125. 211 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np All Net drop 1

112. 68. 181. 216 Japan 147.237.76. 177 ncore.idf.il Bl ock Udp Al _Nets drop 1

104. 192. 0. 226 Lhited Sates 147.237. 76. 148 ggcenter. aka.idf.il ock Wp Al _Nets drop 1
173.242.125. 211 Lhited Sates 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 78. 82 147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
66.249.78.223  [147.237.77.243|Wited Sates |[nobile.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 96 147.237.72. 166 |lhited Sates |aka idf.il ET SCAN NMAP -sA (2) 2
92.227.134.93 |147.237.77. 121 |Ger many e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248.174.55 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
62. 38. 250. 31 147. 237. 72. 167 |G eece i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
54,183.246.95 |[147.237.0.16 [Uited Sates [ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 3072 1
199. 101. 186. 134|147. 237. 77. 179 |Uhited Sates |e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
14.136.116. 175 [147.237.76.30 |Hong Kong hi nush. i df . il ET SGAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
189. 254. 90. 133 |147.237.8.50 |Mexico e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TQP D stributed Portscan 1
89.248.174.55 [147.237.0.34 |[Netherlands  [tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
62. 38. 250. 31 147. 237. 72. 167 |G eece i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 101. 186. 134|147. 237. 77. 179 |United Sates |e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.228.207.18 |147.237.76.39 |Ger many nobi le.neitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
199. 101. 186. 134|147. 237. 77. 179 |United Sates |e.nazi.idf.il ET SCAN NVAP -f -sS 1
189. 254. 90. 133 |147.237.8.50 |Mexico e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
189. 254. 90. 133 |147.237.8.50 [Mexi co e tikshuv.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

66.249. 64. 233 |lhited Sates |147.237.77. 216 |dover.idf.il > dro 88
Ret r ansni ssi on Packet dropped. P
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 81
66. 87. 67. 16 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 71
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .i | drop SAMrul e drop 36
98.183.230. 116 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 32
Sreaning Engine: TCP Invalid i i ssi
66.249.81.212 |Wnited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. g 18
Ret ransni ssi on Packet dropped.
R SWNretransnmit wth different .
80. 246. 130. 240 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |15
Sreaning Engine: TCP Invalid i i ssi
66.249.66.96  |Lhited Sates |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 10
Ret ransni ssi on Packet dropped.
46. 19. 85. 217 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber nonitor |8
46. 19. 85. 186 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber alert
Sreanming Engine: TCP Invalid i i SSi
66.249. 64.238 |lited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 186 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6
Russi an o Streanming Engine: TCP Inval id |invalid segnent retransmission.
66. 249. 81. 215 erati on 147.237. 77. 216 |dover.i df .il Ret 1 ansmi si on Packet dr opped. drop 6
Sreaning Engine: TCP Invalid i i ssi
66.249.64.243 |lnited Sates |147.237.77. 216 |dover.idf i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
66.249.81.218 |Wnited Sates |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 186 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |5
46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 5
68.194. 113. 147 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
80. 246. 136. 250 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
203. 206. 220. 13 |Australia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
100. 100. 85. 183 147.237.72. 166 |aka. i df. il dr op Frst packet isn't SN drop 4
5.22.131. 148 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |3
Sreaming Engine: TGP Invalid i i ssi
185.3.146. 157 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
157.55.39. 167 |UWnited Sates |147. 237.77. 243 |nobil e.i df .i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
195. 60. 232. 66 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
85. 130, 183. 156 || srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
100. 100. 3. 224 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i SSi
84.110.32.237 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 8 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
2.52.143. 95 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.55.172 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
185. 120. 126. 82 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Lhi ted ) R . Geo- | ocati on i nbound
128.232.110.28 | ngdom 147. 237. 76. 197 |e. hi nush. i df .i | Geo- | ocati on enf or cenent enf or coment drop 2
128.232. 110, 28 | t&d 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 2
Ki ngdom enf or cenent
80. 246. 136. 250 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
128.232. 110, 28 | ted 147. 237, 77. 121 |e. navy. i of . i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
Ki ngdom enf or cenent
183.79.221. 117 [Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
128. 232. 110. 28 LK!i“r:gegom 147. 237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
8.37.71.43 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
128. 232. 110. 28 LKTI;gegom 147. 237. 76. 147 |chi nuch. aka. i df . | SYN At tack SYN -> SYN-ACK -> Tineout |reject 2
Sreanming Engine: TCP Invalid i i SSi
31. 168. 3. 26 I srael 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.69.163.129 |[Israel 147. 237.72. 167 |i shurimaka. i of .1 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
207.46.13.154 |Uhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Sreaning Engine: TCP Invalid i i ssi
66.249.65.109 |lnited Sates |147.237.77. 234 |hal ag.idf il 9 =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
128.232. 110, 28 | ted 147.237. 76. 148 |gqcenter. aka. i f il |drop drop 2
Ki ngdom
31.210. 186. 135 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence I'nval i d AGK nunber noni tor |2
2.54. 46. 154 I sr ael 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
180.97.106.36 |cnina 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
207.241.226.42 |Uited Qates  [147.237. 77. 226 V‘;":"“hamz' aka. e 4r op SAMrul e drop 1
184. 105. 247. 223|Whited Sates [147.237.0.33 |idf.il drop drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
176.12.138. 172 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 20
37.59. 232. 247 |France 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 6
37.59.232. 247 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 37.59. 232. 247 Bl ock 5
66.249.66.96 |lsrael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3
84.228. 116. 187 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
37.26.149. 204 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
46. 118. 155. 216 |krai ne 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 2
72.9.148.10 Lhited Sates  |147.237.77.216|dover.idf .il D stributed Suspici ous Response Qode B ock 2
46.19.85.120 |lsrael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
84.228.55.172 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/ufi/reaction/ B ock 2
128. 232. 110. 29 |Uni ted Ki ngdom|147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. - Unknown Paraneter gt; in
66. 249. 66. 96 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i df . |/ mai n/ 1 abanut / gener al . aspx None 1
) ] . O stributed Uhaut hori zed URL Access on
107.178.194. 79 |Lhited Sates  |147.237.77.216|dover.idf . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
66. 249. 64. 233 |Israel 147.237.77.216|dover.idf .l O stributed Suspicious Response Code Bl ock 1
37.142.68.20 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to www refua. atal .idf.il/xnrpc. php B ock
) . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 |Lhited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
74.82.47. 4 Lhited Sates |147.237.72.166|aka. i df .il Distributed Unauthori zed URL Access on 147. 237. 72. 166/ Bl ock 1
5.28.172.177 |lsrael 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
176. 12. 142. 245 [l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249.69. 97 |Israel 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/1237-he/ atal . aspx  |B ock 1
66.249.66.69 |lIsrael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 66. 69 B ock 1
wWwv. chamat z. aka. i d
109. 67. 205. 140 |l srael 147.237.77. 226 ¢ PHP At t enpt B ock 1
46. 118. 155. 216 |krai ne 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 1
68.180.228. 175 [Lhited Sates [147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 175 Bl ock 1
. . Uhaut hori zed URL Access to
37.59.232.247 |France 147.237.72. 166 |aka. i df . i | aka. i df i1/ pl ugi ns/ cont ent / pl ugi n googl emap2 proxy. php B ock 1
199.30.24. 187 |Lhited Sates [147.237.72.166|aka.idf.il Uhtraceabl e S Sessi ons: si gal gs oS Attack None 1
128. 232. 110. 29 |Uni ted Ki ngdom|147.237.77.74 (lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ B ock 1
Uhaut hori zed URL Access to
66.249.66.99 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ cormon/ i ncl udes/ gl obal t opbar / r esour ces/ i mages/ Bl ock 1
bor der . j pg
) . . DO stributed Whaut hori zed URL Access on
107.178.194. 79 |Lhited Sates  |147.237.77.216|dover.i df . il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
66. 249. 64. 235 |l srael 147.237.77.216|dover.idf .l Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
37.142.68.20 |lsrael 147.237.77.216|dover . i df . i O stributed PHP A tenpt B ock 1
207.46.13.177 |Whited Sates  |147.237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ B ock 1
79.182. 118. 225 |I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
5.28.172.177 |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock 1
176.13.22.179 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
66.249.78.52 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed LRL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 69 I srael 147.237.77. 176 |nat pash. idf.il W cogat . i df . i | /usef ul i nfornati on/i dkoni i pages/ kani | j eni n. aspx Bl ock !
www. chanat z. aka. i d . o
109. 67. 205. 140 |l srael 147.237.77. 226 fFil Unaut hori zed URL Access to waw chamat z. aka. i df.il/xnirpc. php B ock 1
86. 97. 126. 107 Ehﬁ'”t:tdes” & 1147, 237.77. 170 |rmar achot . i df . i | O stributed PHP At tenpt B ock 1
46.118. 155. 216 |krai ne 147.237.77.74 |lawidf .il D stributed Unhaut hori zed URL Access on waw | aw i df.il/xmirpc. php |B ock 1
. - . Paraneter Type M ol ati on PageNumin
68.180.230.29 |[lhited States  [147.237.77. 176 |nat pash. i df . i | vaww cogat . i df . i 1/ 1043- he/ cogat . asp B ock 1
37.142.68.20 |[lsrael 147.237.0.34 |tikshuv.idf.il Dstributed PHP Attenpt B ock 1
) . . Uhaut hori zed URL Access to
199. 59. 148. 211 |Lhited Sates [147.237.77.216|dover.idf .il v i i1/ p storagelfi1 es/ 8/ si e220x0/ 17558 | pg Bl ock 1
. . Uhaut hori zed URL Access to
5.22.131.148 |israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr ecomposed. png B ock 1
157.55.39. 169 |Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 101 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
) . . D stributed Uhaut hori zed URL Access on
107. 178. 194. 87 |Lhited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 238 |l srael 147.237.77. 216 |dover . i df . i | vow i i 1/ nevsi t e/ movi es/ 2010 03 stri ke eng, asf B ock 1
37.142.68.20 |lsrael 147.237.77.216|dover . i df . i O stributed Lhaut hori zed URL Access on www i df . il /xnrpc. php B ock 1
) . . DO stributed Uhaut hori zed URL Access on
208.184.112.75 [Wited States  [147.237.77.216 |dover . i df . i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
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