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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3553
173.242.125. 211 Lhited Sates 147.237. 76. 198 e.yohalan.idf.il |Bock Np Al _ Net drop 1

197. 157. 244. 240 Sonal i a 147.237. 76. 30 hi nush. i df .i | JLMPurple Con Limt Tcp drop 1

146. 185. 239. 100 Russi an Federation 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
208.67.1. 145 147.237.72.167 |Lhited Sates |ishurimaka.idf.il|ET SCAN Potential SSH Scan 1
208. 67. 1. 145 147.237.0.34 |lLnited Sates |[tikshuv.idf.il ET SCAN Potential SSH Scan 1
_ , . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
112. 245. 114. 160|147. 237.0. 19  |Chi na madi matal .idf.il ) 1
Potential Scan or Brute Force
82.117. 208. 243 |147. 237.77. 227 e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.42. 147 |147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
31.6.71. 154 147.237.8.45 |Poland eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
210.50. 197. 154 |147.237.77.243|Austraia nobi | e. i df.il ET SCAN NVAP -sS wi ndow 3072 1
210.50. 197. 154 |147.237.77. 170 |Australia maarachot.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
210.50. 197. 154 |147.237.77.170|Australia maarachot.idf.il [ET SCAN NVAP -f -sS 1
208. 67. 1. 145 147.237.72.14 |Wited Sates |dover.idf.il(old) |ET SCAN Potential SSH Scan 1
208. 67. 1. 145 147.237.0.19 |Wited Sates |madimatal.idf.il |[ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 77. 216 |Sweden dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
_ _ . |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
110. 77. 216. 146 |147.237.8. 28 Thai | and e.nobile-ks.idf.il i 1
Potential Scan or Brute Force
o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
78.161. 250. 235 [147.237.77. 212 |Turkey e dover.idf.il ) 1
Potential Scan or Brute Force
222.186. 42. 147 |147.237.76.38 |China eemitav.idf.il [ET SCAN Potential SSH Scan 1
210.50. 197. 154 |147.237.77. 243 |Australia nobi | e. i df . il ET SCAN NVAP -sS wi ndow 1024 1
210.50. 197. 154 |147.237.77. 170 |Australia maarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1




11-25-2015-05:04:07 to 11-25-2015-06:04:07

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 80
Sreamng Engine: TCP Invalid i i ssi
66.249.64.233 |Uited Sates |147.237.77. 216 |dover.idf i1 9 =g Invalid segnent retransmssion. |, 42
Ret r ansmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.26.147.170 |israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
e SN retransnmit wth different .
80. 246. 130. 240 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |19
Vb Server Enforcenent HTTP Deni
207.241.226.97 |Wited Sates |147.237.72. 166 |aka. i df.il _ Véb Servers S ow Denial of | .. et 14
Mol ation Service
Sreaning Engine: TCP Invalid i i ssi
66.249.66.96  |lUited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 8
Ret ransmi ssi on Packet dropped.
52.16. 5. 197 Whited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Russi an s . Geo- | ocati on i nbound
37.18.51. 183 ot i on 147.237.0.200 |[ndu.idf.il Geo-| ocati on enf or cenent enf o Conpnt drop 4
207.241.226.42 |Uited Sates  |147.237.77. 226 | chanatz. aka.1df.1 |4 o SAMrul e drop 4
208.115.113.89 |lited Sates |147.237.77.216 |dover.idf.il drop drop 3
Sreaning Engine: TGP Invalid i i ssi
149. 78. 231. 128 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
208.115.113.89 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i Ssi
109. 66. 183. 165 || srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
46.120.180.35 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |3
Sreaning Engine: TGP Invalid i i ssi
208.115.111.73 |tited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
128. 232. 110. 28 E?';gegom 147. 237.72. 167 |i shurimaka.i df .i SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
208.115.113.89 |thited Sates |147.237.72.166 |aka.idf.il drop SAMrul e drop 2
128.232. 110, 28 | t&d 147.237.76.44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 2
Ki ngdom enf or cenent
104. 131. 199. 242|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
128.232. 110, 28 | ted 147. 237. 76. 199 |e. nakchal . i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
Ki ngdom enf or cenent
146. 185. 239. 102 stls;;”ion 147.237.77.233|atal .idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 221 |Uhited Sates [147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
123.57.57.11  |china 147.237.77. 235 [sviva. i df.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
193. 105. 134. 220|Sweden 147. 237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 92 |Wnited Sates [147.237.76. 197 |e. hinush.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 174|Uhited Sates |147.237.72. 156 |anan.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
137.116.71.170 |Wited Sates |147.237.77.61 |e. cogat.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
202.112.51.96 |China 147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.26 Lhited Sates |147.237.76.44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
193. 105. 134. 220|Sweden 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 169|Uited Sates  |147. 237. 76. 199 |e. nakchal .i df .1 Geo- | ocati on enf or cenent ﬁfolggi'mon I nbound dr op 1
193. 105. 134. 220|Sneden 147.237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184.105. 139. 119|Uhited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 174|WUnited Sates |147.237.77.235sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 208|wnited Sates  [147.237.0.17 qunly kosher-kravi-id |oyN At ack SYN -> SYN-ACK -> RST rej ect 1
204.79.180. 181 |Wited Sates [147.237.72.167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
193. 105. 134. 220|Sweden 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
41.218.170.239 |Egypt 147. 237. 77. 170 |n@ar achot . i of . i | drop SAMrul e drop
141.212.122. 170|Wited Sates  |147. 237. 76. 199 |e. nakchal i df . Geo- 1 ocati on enf or cenent Sﬁ?olrggﬁ;?n  nbound drop 1
193. 105. 134. 220|Sneden 147.237. 77. 212 |e. dover. i df . i Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
186. 28.89.236 |Col onbi a 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.102.254.208 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 175|Wited Sates [147.237.8.28 e nobile-ks.idf. il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
208.115.113.89 |tited Sates |147.237.77.226 }’W“"‘Cha"atz' aka. T4 o SAMrule drop 1
141.212. 121. 209|wnited Sates  [147.237.0. 17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
: . . o SYNtACK retransnmit wth .
204.79.180.181 |lhited States [147.237.72. 167 |i shuri maka.idf.il Bad TCP sequence di fferent w ndow scal e moni tor |1
193. 105. 134. 220|Sweden 147.237.77. 121 |e.navy. i df .i | Geo- 1 ocati on enf or cenent Go- | ocati on i nbound drop 1
enf or cenent
46.19.85.4 I srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19.85.4 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
5. 29. 224. 138 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
176.13. 6. 44 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code Bl ock
Lhi ted . . D stributed Unaut hori zed URL Access on
208.184.112.74 o 147.237.77. 216|dover . i df . i | wiw i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 2
Lhited . . D stributed Lhaut hori zed URL Access on
208.184.112.75 o o 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
Lhi ted . . D stributed Unaut hori zed URL Access on
107.178.194.87 |g o 147.237.77. 216|dover . i df . i | wiw i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |g o 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66.249.78. 2 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
185. 3. 146. 188 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for aka.idf.il/iturind B ock 1
Lhi ted . . Unknown Paraneter _ VI EASTATEENCRYPTED i n
47.17.213. 224 Sates 147.237.72.166 [aka. i df . i | ww aka. i df . i |/ mai n/ sachar/ request paysl i pexpl anat i on. aspx None !
173.70. 42. 183 g“;:s 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to vwwv aka. idf.il /vy tikshuv.idf.il B ock 1
i ted Unaut hori zed URL Access to
8.37.70. 105 Sates 147.237.76.86 |navy.idf.il W navy. i df . i | /894- hel navy. aspx&usg=al kj r hg5psi ei t x80l ggnoa02xq03 |B ock 1
hObj w
80. 246. 130. 240 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Unhaut hori zed URL Access to
66.249.66.75 | srael 147.237.77. 176 [nat pash. i df . i | wanw cogat . i df . i | /usef ul i nf ormati on/ i dkoni i pages/ 21032011suf a. aspx Bl ock !
41.130.233.25 |Egypt 147.237.77. 176 |nat pash. i df . i | Distributed Wnaut horized URL Access on wawu cogat.idf.il/xmrpc.php  |B ock 1
Kosh K ) Il1egal Paraneter Encodi ng DAdJ({-ocBc
M Ny- KOSNEer - Kravl . (149 mi9VvC3l $; J- 38EXchwr Uk c6$1 6VFON"6p- j @HUhP5T) gLnCBhX} 1: { B98
176.13.14.8 | srael 147.237.0. 17 idf il p- Fa?7LJ% N&DeqCYHW/ i n None 1
m ny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
114. 98. 248. 224 [Chi na 147.237.77. 176 [mat pash. i df . i | Ml tipl e Unauthorized URL Access from 114. 98. 248. 224 Bl ock 1
. . Unhaut hori zed URL Access to
66.249.78.58  |Israel 147.237.77. 170 |maar achot . i df . i | 147.237.77. 170/ 72199- he/ mmar achot . aspx B ock 1
185. 25. 148. 240 |Fol and 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to test p4. pospr. waw pl / t est pr oxy. php Bl ock 1
. . Unaut hori zed URL Access to
66.249.65. 112 I srael 147.237.76.42 [refuah.idf. il 147.237. 76. 42/ si p_storage/ fi | es/ 2/ si ze100x0/ 2392. j pg Bl ock !
175.136.61.24 |Milaysia 147.237.77.216|dover.idf .il Ostributed PHP At tenpt Bl ock 1
Ui ted Unaut hori zed URL Access to
8.37.70. 140 Sates 147.237.76.86 |navy.idf.il wan navy. i df . i |/ 1345- he/ navy. aspx&isg=al kj r hj t dxf 2f wbckhf j m zd3eb |B ock 1
0zr f 9q
89. 138. 196. 202 |l srael 147.237.72. 166 |aka. i df . i | SS. Wntraceabl e QGonnection - sigal gs DoS Attack None 1
66. 249. 66. 96 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock
41.237.89.130 |Egypt 147.237.77. 176 |nat pash. i df . i | Ostributed PHP At tenpt Bl ock
m ny- kosher - kr avi . _ _
176.13.14.8 | srael 147.237.0. 17 Pdf il Mitiple Illegal Paraneter Encoding from176.13.14.8 None 1
141.212.122. 160 ;h;:ee: 147.237.77.235|sviva.idf . il Unaut hori zed URL Access to 147.237.77.235/ B ock 1
5.9.41.72 Ger many 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from5. 9. 41. 72 B ock 1
68. 180. 228. 112 ;ﬂ;ttee: 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 1
185. 25. 148. 240 |Fol and 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to test pd. pospr. waw pl / t est pr oxy. php Bl ock 1
. . Unaut hori zed URL Access to
66.249.65. 115 I srael 147.237.76.42 refuah.idf. il 147.237. 76. 42/ si p_storage/ fi | es/ 0/ si ze100x0/ 3120. | pg Bock |1
Lhited . . Paranet er Type M ol ati on ct | 00$Cont ent A acetbl der 1%t xt Gontent in
12.220. 96. 3 Sates 147.237.77. 216 [dover. i df . il v i df i 1/ 1038- en/ dover . aspx Bl ock 1
175.136.61.24 [Milaysia 147.237.77.216|dover. i df .il D stributed Unhaut hori zed LRL Access on ww i df.il/xnrpc. php Bl ock 1
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 66. 96 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/val tam B ock 1
41.237.89.130 |Egypt 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . idf.il/xnmrpc. php B ock
178. 255. 215. 87 |France 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code Bl ock
149.78.231.128 |Israel 147.237.72. 166 |aka. i df . i | lllegal Byte GQde Craracter in URL /nain/kapat2//res Bock |1
our ces/ i mages/ i nner page/ goback. gi f
5.9.41.72 Ger many 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df .il/gi yus/ mai n/ Bl ock 1
68. 180. 228. 175 g‘;tt:: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9589- he/ r ef uah. aspx |B ock 1
185, 25. 151. 159 |Pol and 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to testp2. czar. bi el ana. pl / t est proxy. php B ock 1
. . Unaut hori zed URL Access to
66.249.65.118  |Israel 147.237.76.42 |refuah. idf.il 147.237.76. 42/ si p_storagel fi | es/ 3/ si ze100x0/ 2413. ] pg Bock 1
. . . Unaut hori zed URL Access to
31.13.102.103 |ireland 147.237.0.34 |tikshuv.idf.il vow ti kshuv. i f . i 1/894- he/ti kshuv. aspx#. vl t si vgrk70 B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
176.12. 139. 117 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df .|/ nai v sachar / nar ki veysachar . aspx None 1
66.249. 67.234 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx  |B ock 1
. . . Uhknown Paraneter | in
178.255.215. 87 |France 147.237.76. 147 |chi nuch. aka. i df . i wwv chi nuch. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
149. 78. 231. 128 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from149. 78. 231. 128 B ock 1
68. 180. 230. 244 ;“;tteeg 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 894- he/ at al . aspx B ock 1
207. 46. 13. 97 g‘;tt:: 147.237.77. 216 |dover. i df .i | Unaut hori zed LRL Access to 147.237.77. 216/ robot s. t xt B ock 1
66. 249. 66. 72 | sr ael 147.237.77. 176 [nat pash. i df . i | Ml tiple Unauthorized URL Access from 66. 249. 66. 72 B ock 1
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