11-25-2015-04:04:01 to 11-25-2015-05:04:01

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

2, 800"

M dover.idf.il

M aka.idf.il

Miawidf.il

Matal.idf.il

M nadimatal .idf.i

M anan.idf.il

I navy.idf.il

M refuah.idf.il
nat pash. i df . il

Meitan aka.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
66. 249. 64. 233
I 41.33.231.90
107. 72. 164. 115
M 107. 167. 105. 215
W 203. 128. 74. 219
[ 198. 58. 103. 115
W 128. 232. 110. 28

F A A R

%) q/,@ 'S/o 2 > & W 66. 249. 78. 82
Q. . .

Nunber
(6]
At acks

Top Attackers



11-25-2015-04:04:01 to 11-25-2015-05:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3991
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3464

93.174. 93. 218 Net her | ands 147.237.0. 19 nadi matal .idf.il|bl ock-sp-trafl drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

Potential Scan or Brute Force

66.249.78.82 [147.237.77.74 [Uhited States |[lawidf.il ET SCAN NVAP -sA (2) 8
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.66. 79  [147.237.72.166 |hited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
66.249.78.130 |147.237.76.86 |lLhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
66.249. 66. 95 [147.237.72.166 |Lhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 78.117 [147.237.77.74 [Whited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
66.249. 67.232 [147.237.72.166 |lhited Sates [akaidf.il SER\/ER APAO—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
220. 245. 240. 26 |147.237.72. 14 |Australia dover.idf.il(old) ET SCAN NVAP -sS w ndow 1024 1
166. 149. 26. 62 [147.237.72.217 |Whited Sates [e.idf.il ET SCAN Potential SSH Scan 1
134.191. 232. 72 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
118, 75.39. 3 147 237 0.16  |oni na ny- kosher -kravi i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.228.207.18 |147.237.72. 217 |Ger many eidf.il ET SCAN NVAP -sS w ndow 1024 1
220. 245. 240. 26 |147. 237.72. 14 |Australia dover.idf.il(old) ET SCAN NVAP -sS w ndow 3072 1
166. 149. 26. 62 [147.237.72. 156 |Lhited Sates |anan.idf.il ET SCAN Potential SSH Scan 1
118.121.196.3 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
107 223, 62. 170 |147. 237, 0.1 |united Sates |radimatal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 222
Sreamng Engine: TCP Invalid i i ssi

66.249.64.233 |Uited Sates  |147. 237. 77. 216 |dover. i df .i 9 =g Invalid segnent retransnission drop 50
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

107.72.164. 115 |Wited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SW drop 34

107. 167. 105. 215|nited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 22

198. 58.103. 115 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12

66. 96. 128. 60 Lhited Sates 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 8
Sreanming Engine: TCP Invalid i i ssi

66.249. 64.238 |Uited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.

Russi an L Streamng Bngine: TCP Invalid (invalid segnent retransnission.

5.255.253.188 [ o oo 147.237.72. 166 [aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 6
Sreaning Engine: TCP Invalid i i ssi

66.249. 64.243 |Wited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

137.82.170.73 |Canada 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

207.241.226.42 |Lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop 5

100. 100. 22. 12 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 4

203.128. 74. 219 |l ndonesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4

40. 77. 167. 76 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 4
Sreaning BEngine: TQP Invalid i i ssi

157.565.30. 112 |[Whited Sates |147.237.72. 166 |aka idf.il g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

203. 128. 74. 219 |l ndonesi a 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi

62.219.116.52 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

2.54.165. 87 I srael 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

124.158.17.98 |Australia 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmission. drop 3
Ret ransm ssi on Packet dropped.

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2

128. 232. 110. 28 LKTI;;gom 147.237.76.196 |e.svivaidf.il  |Geo-1 ocation enf or cenent Geo- 1 ocat i on i nbound enforcenent  |drop 2

203.128. 74. 219 |l ndonesi a 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber noni tor |2

66. 249. 64. 230 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 2

41.218.170.239 |Egypt 147.237.77.74 [lawidf.il dr op SAMrule drop 2
Sreaning Engine: TCP Invalid i i ssi

199.30.25.67  |United Sates  |147.237.76. 200 |eitan. aka i df . 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.

128. 232. 110. 28 LKTI;;(cijom 147.237.77. 74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2

112.74.67.109 [China 147.237.77.235|sviva. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
Sreaning Engine: TGP Invalid i i ssi

157.55.39. 124 |Wited Sates |147.237.72. 166 |aka i df.il 9 =9 Invalid segnent retransmission. drop 2
Ret ransm ssi on Packet dropped.

66. 249. 64. 230 |l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 2

128. 232. 110. 28 LKTI;;(cijom 147.237.0.34 |[tikshuv.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaning Engine: TCP Invalid i i ssi

66.249.66.96  |Lhited Sates |147.237.72. 166 |aka.idf il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.

137.82.170.73 |Canada 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert

119.57.35. 94 Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

s Unexpect ed post SYN packet - RST

66. 249. 64. 230 | srael 147.237.77. 216 |dover.idf.il dr op or SYN expect ed drop 2

128. 232. 110. 28 LK!i“r::gom 147.237.8.28 |e.nwbile-ks.idf.il|Geo-| ocati on enf or cenent Geo-| ocat i on i nbound enf orcenent |drop 2

203.128. 74. 219 |l ndonesi a 147.237.77. 216 |dover.i df il Bad TCP sequence Inval i d ACK nunber aert

66.249.89.119 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning BEngine: TQP Invalid i i ssi

65.55.210.46  |Lhited Sates  |147. 237.76. 200 |ei tan. aka i df il g =g Invalid segnent retransmssion. drop 2
Ret ransm ssi on Packet dropped.

137.82.170.73 [Canada 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |2

157.55.39.218 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2

128. 232. 110. 28 LKJ?'r:gegom 147.237. 72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2

203.128. 74. 219 |l ndonesi a 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |2

96.244.120.20 |lhited Sates [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 166|hited Sates [147.237.0.19 |nadimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1

112.74.67.109 |Chi na 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

193. 105. 134. 220|Sweden 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

68. 80. 229. 73 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

137.116.71.170 |Uited Sates |147.237.76.197|e.hinush.idf.il |Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
93.174.93.218 |Netherlands 147.237.0.19 |madimatal .idf.il Mil tiple NILL Character in Method from93.174.93. 218 B ock 2
] . - DO stributed Whaut horized URL Access on
208.184.112.74 (Wnited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
93.174.93.218 [Netherlands  |147.237.0.19 |madimatal.idf.il Mitiple I1legal Byte Gode Character in Methed from Bl ock 2
93.174.93. 218
66.249.66. 112  |Israel 147.237.77. 176 [nat pash. i df . i | Mil tipl e Uauthorized LR Access from 66.249. 66. 112 B ock 2
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 [Wited Sates  |147.237.77.216|dover.idf.il v i df i 1/ 1393- en/ dover . aspx Bl ock 1
176.12.143.89 |Israel 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
66.249. 65.118 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel {1 es/ 6/ si e100x0/ 2796. ] pg Bl ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.87 |lhited Sates  [147.237.77.216 |dover.idf.il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
86.99. 81. 117 Eﬂi:rtaetde:rab 147.237.77.216|dover. i df .il Distributed Waut hori zed URL Access on www idf.il/xmrpc.php |B ock 1
. . S Untraceabl e Gonnection - Protocol violation
66.249. 67.232 |Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
Unaut hori zed URL Access to
45.55.131. 62 147.237.76.31 |nakchal .idf.il nakhal . i df . i1/894- he/ nakhal . aspxshar ed/ user cont r ol s/ header upper |Bl ock 1
/
. . - URL is Above Root Directory
125. 111. 233. 234|Chi na 147.237.72.166 |aka. i df . i | wwwaka, i of .i1/../../error/styl es/error. css B ock 1
93.174.93.218 [Netherl ands 147.237.0.19 |nadimatal .idf.il NULL Character in Method Bl ock 1
70.211. 10. 10 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/anman B ock 1
185. 25. 151. 159 |Fol and 147.237.72.167i shurimaka. i df . i | Lhaut hori zed URL Access to testp5. niel no. | ubin. pl /test proxy. php [Bl ock 1
Unaut hori zed URL Access to
66. 249. 66. 72 I srael 147.237.77. 176 |nat pash. i df . i | W cogat . i df . i |/ usef ul i nfor mati on/ i dkoni ni pages/ 25112010mas |B ock 1
kor ot . aspx
’ . - Unaut hori zed URL Access to
108.50. 147. 155 |lhited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 20187- he/ dover . aspx) Bl ock 1
91. 196. 50. 33 Pol and 147.237.77.233|atal .idf.il Unaut hori zed URL Access to test pd. pospr.waw pl /test proxy. php |B ock 1
; ] . O stributed Whaut horized URL Access on
208.184.112.74 |lhited Sates  [147.237.77.216|dover.idf. il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 69. 81 I srael 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/ 1234-he/ at al . aspx |Bl ock 1
. . . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on
46.117.246. 138 |l srael 147.237.76.30 |hinush.idf.il URL/ Par amet er () from 46. 117. 246. 138 Bl ock 1
_ m ny- kosher - kr avi . i ,
137.116.71. 170 |lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0. 17/robot s. t xt Bl ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.79 |lhited Sates  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
77.12.5.7 Ger many 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |Bl ock 1
197.41.17. 248  |Egypt 147.237.77.216|dover . i df . i Distributed PH> A tenpt Bl ock 1
66. 249. 66. 96 I srael 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
112. 74.67.109 |Chi na 147.237.77.235|sviva.idf . il Unaut hori zed URL Access to waw wooyun. or g/ B ock 1
93.174.93.218 |Netherl ands 147.237.0.19 |[nadimatal .idf.il Illegal Byte Qode Character in Mthod Bl ock 1
66.249. 78. 79 I srael 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt Bl ock 1
] . . DO stributed Whaut hori zed URL Access on
208.184.112.75 |lhited Sates  [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 64. 233 |lIsrael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df.il/navy/ htm/profs. asp Bl ock
141.212.122. 160|Wited Sates  |147.237.0.19 [nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
] . . O stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited Sates  |147.237.77.216|dover. i df. il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.183.142. 205 I srael 147.237.72.166 [aka. i df . i | vwwy aka. i df . i | / nmai n/ sachar/ decl ar at i onexpl anat i on. aspx None !
197. 41.17. 248  |Egypt 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on waw i df.il/xmirpc.php |B ock 1
66. 249. 66. 99 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to 147.237.72. 166/ Bl ock 1
41.65. 151. 90 Egypt 147.237.77.216|dover . i df . i Dstributed PHP Attenpt B ock 1
114. 98. 248. 224 [Chi na 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized URL Access from 114. 98. 248. 224 B ock 1
68.180.228. 112 |Wited Sates 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 1
. - Unaut hori zed URL Access to
66.249. 64.235 |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 17516- he/ dover . aspx Bl ock 1
141.212.122. 160|hited Sates  |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
; ] . O stributed Whaut horized URL Access on
107.178.194.87 |lhited Sates  [147.237.77.216|dover.idf. il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
86. 99. 81. 117 g:;desNab 147. 237.77. 216 |dover . i df .i | Distributed PHP At enpt B ock 1
; ] ] . O stributed Whaut horized URL Access on
199.30. 25. 125 [wnited Sates  |147.237.76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka. i df i 1 /404 htm Bl ock 1
41.65. 151. 90 Egypt 147.237.77.216|dover.idf .il D stributed Unaut hori zed URL Access on waw i df.il/xmirpc.php |B ock 1
. . . Unaut hori zed URL Access to
114. 98. 248. 224 |Chi na 147.237.77. 176 |mat pash. i df . i | v cogat i df . i 1/ 901- hel i df g. aspx/ t r ackback/ Bl ock 1
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