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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3096
113. 240. 234. 245 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il B ock_UWp Al _Nets dr op 1




11-25-2015-03:04:08 to 11-25-2015-04:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 96. 128. 60 147.237.77.233|lhited Sates [atal.idf.il S Injection - Select From 24
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 65. 37 147.237.76.42 |Lhited Sates |refuah.idf.il |ET SCAN NVAP -sA (2) 2
66. 249. 78. 29 147.237.77.74 |Wnited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 82 147.237.72.166|Whited Sates |[akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 66. 98 147.237.72.166 |Wited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
31.6.71. 154 147. 237. 77. 235 |Pol and svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
23.227.196.29 |147.237.8.46 |lhited Sates [e.chinuch.idf.il [ET SCAN NVAP -sS w ndow 3072 1
23.227.196.29 |[147.237.8.46 |Wited Sates |e.chinuch.idf.il [ET SCAN NVAP -f -sS 1
920, 225. 147, 173147 237 0.33 |india il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
175 10 138 144 |147. 237 0.19 |ni na vadi matal idhi ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
31.6.71.154 147. 237.77. 176 |Pol and natpash.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
23.227.196.29 |147.237.8.46 |Uhited Sates |e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
166. 149. 26. 62  [147.237.72.14 |Whited Sates |dover.idf.il (ol d|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address |[Ste Signature Action ‘Count
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 830
12. 119. 167. 194 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 106
100. 100. 22. 12 147.237. 72. 156 |anan.i df .il dr op First packet isn't SYN drop 61
41.33.231.90 |Egypt 147. 237. 77. 216 [dover.i df .i | drop SAMrule drop 32
100. 100. 22. 12 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 32
Sreaning Engine: TCP Invalid i i ssi
66.249. 64. 233 |Wited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segment retransmssion. |, 28
Ret r ansni ssi on Packet dropped.
41.33.231.90 |Egypt 147.237. 77. 216 [dover.i df .i | drop First packet isn't SN drop 18
72.215.204.84 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
95.175. 97.229 |A nland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
87.203.98.130 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
reaming Engi ne: TCP Invali i i ssi
66.249. 64.243 |United Sates |147.237.77. 216 |dover.idf.il Streamng Engi ne: TCP alid |invalid segnent retransnissi on. drop 10
Ret ransni ssi on Packet dropped.
173.19.87.161 |lLited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
119. 137. 66. 131 |Chi na 147.237. 77. 216 |dover . i df . i Bad TCP sequence S retransmt wth different moni tor (8
w ndow scal e
197. 6.131. 164 |Tunisia 147.237. 77. 216 [dover.i df .i | drop First packet isn't SN drop 7
Sreanming Engine: TCP Invalid i i ssi
157.55.39. 124 |Wited Sates |147.237.76.200 [eitan. aka idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
84.228.185.71 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
69.171.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
Sreanming Engine: TCP Invalid i i ssi
66.249.66.96 |Wited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
91.200. 12. 137 |Wkrai ne 147. 237. 77. 216 [dover.i df .i | drop SAMrule drop 4
173.19.87.161 |lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
86.108. 32. 221 |Jordan 147.237.77. 176 [nat pash. i df . i1 dr op Frst packet isn't SN drop 3
204.79.180. 234 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
157.55. 39. 217 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Russi an o Streaning Engine: TCP Invalid |invalid segment retransnission.
5.255.253.188 | o tiion 147. 237.72. 166 |aka.i df . i Ret 1 ansm ssi on Packet dr opped. drop 3
. R SYN+ACK retransmt wth .
173.19.87.161 |lhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent vi ndow scal € noni t or 3
207.241.226.42 |Lhited Sates |147.237.77. 170 |mmarachot.idf.il drop SAMrule drop 3
66.249. 64. 149 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
85. 93. 18. 64 Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
Sreaning Engine: TCP Invalid i i ssi
157.55.39. 112 |Uhited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
5. 255. 253, 158 |VSSI N 147. 237. 77. 216 |dover.i df .i | drop Frst packet isn't SIN drop 2
Federati on
72.9.148. 10 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
128. 232. 110. 28 z';gegom 147. 237. 77. 226 Wi"f"‘Cha”atz' aka. 1l oy At ack SYN -> SYN-ACK -> Tineout  |reject 2
207.241.226.42 |Lhited Sates |147.237.72.166 |aka.idf.il drop drop 2
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
69.171. 228. 118 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
99.237.141.6 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
176. 10. 104. 243 |Sn t zer| and 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 2
Russi an Do -
5. 255. 253. 168 Federati on 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
128. 232. 110. 28 k?'rfgegom 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreanming Engine: TCP Invalid i i ssi
66.249. 66. 118 |Lnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
207.241.226.42 |Lhited Sates |147.237.72.166 |aka.idf.il drop First packet isn't SWN drop 2
Russi an s .
95. 108. 158. 152 Feder at i on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
50. 7. 124. 238 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
204.79.180. 130 |Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
69.171. 228. 116 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Russi an . . -
95. 108. 158. 171 Federati on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
207.241.226.42 |Wited Sates [147.237.72.166|aka.idf.il Mil ti pl e Waut horized URL Access from 207. 241. 226. 42 B ock 57
68.180.228.112 |[hited Sates |147.237.77.216|dover.idf .il DO stributed Suspici ous Response Code B ock 2
] . . D stributed Unhaut hori zed LRL Access on
107.178.194.83 |Wnited Sates  |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 66. 96 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
5. 255, 253, 151 RJSf;:I”i on 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS Attack None 2
80. 246. 137. 159 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
208.115.111. 73 |thited Sates |147.237.77.216|dover.idf .il DO stributed Suspici ous Response Code B ock
157.55.39. 244 |Wited Sates |147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i|/404. ht m B ock
. . Lhaut hori zed URL Access to
66.249. 64.240  |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 18762- he/ dover . aspx Bl ock 1
] . . D stributed Unaut hori zed LRL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
213.193. 11. 206 |VSS'an 147.237.77. 216 |dover . i df . i | Ostributed PP Attenpt B ock 1
Federation
77.126.102. 100 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Uhaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.77. 176 |nat pash. i df . i | wwwy cogat . i df . i | /usef ul i nformat i on/ news/ pages/ sfi nat hani dbar . as |B ock 1
px
197.36.235.41 |Egypt 147.237.77.216|dover. i df . il D stributed Waut hori zed LRL Access on waww idf.il/xmrpc.php |B ock 1
37.142.68.105 |[Israel 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
137.122.64.31 |Canada 147.237.77. 216 |dover.idf.il Dstributed Suspici ous Response Code B ock 1
79.176.60.161 |lsrael 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |Wiited Sates |[147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
176.12.143.89 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . Unaut hori zed URL Access to
66.249. 64.250 |l srael 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1065- he/ dover . aspx Bl ock 1
5.29.54.3 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
213.193. 11. 206 RJSIS:;ni on 147.237.77.216|dover.idf .l D stributed Waut hori zed URL Access on wwww i df.il/xmrpc. php |[Bl ock 1
79.176.60.161 |[Israel 147.237.76.31 |nakchal .idf.il Ostributed PHP At tenpt B ock 1
207.241.226.42 |Wnited Sates [147.237.72.166|aka.idf .il Abnormal |y Long Request URL B ock
37.142.68.105 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LR. Access to wwn refua. atal .idf.il/xmrpc. php B ock
_ m ny- kosher - kravi . i d ,
141. 212.122. 160|lLhited Sates 147.237.0. 17 £l Uhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
79.176.60.161 |lsrael 147.237.77.216|dover. i df . il D stributed Waut hori zed URL Access on www idf.il/xmrpc.php |B ock 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |UWiited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
68.180.228. 112 [Lhited Sates |147.237.77. 216 |dover. i df .i | Paraneter Type Mol ation PageNumin B ock 1
wawy i df . i |/ 1362- he/ dover . aspx
197. 36. 189. 186 |Egypt 147.237.77.216|dover.i df . il Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 112 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
5.29.234.7 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
] . . D stributed Unaut hori zed LRL Access on
107.178.194. 87 |UWited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
79.176.60.161 |lsrael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php B ock 1
. . Unknown Par anet er 4d9c6f40 in
66. 249. 66. 96 I srael 147.237.72. 166 [aka. i df . i | vaw aka. i df . i 1/ mai n/ kapat 2/ cont act Us. aspx None 1
157.55.39. 124 |lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter tmin ww aka. i df.il/main/giyus/ None 1
. . D stributed Unaut hori zed URL Access on
37.187.129.166 |France 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
79.182. 214. 242 |Israel 147.237.72. 166 |aka. i df . i | v aka i o i |/ htt ps: /v aka. i of i1/ B ock 1
; ] ; D stributed Unaut hori zed URL Access on
208.184.112.75 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Unaut hori zed URL Access to
68.180.230.29 [Lhited States  |147.237.77. 176 [mat pash. i of . 1 Wy cogat . i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
197. 36. 189. 186 |Egypt 147.237.77.216|dover.idf . il D stributed Whaut hori zed UR. Access on waw i df.il/xmrpc.php [B ock 1
. . Unaut hori zed URL Access to
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 9/ si e100x0/ 3259, pg Bl ock 1
119.137. 66. 131 |china 147. 237.77. 216 |dover . i df . i | WL i's Above Foot Directory B ock 1
wwy i df.il/../shared/ usercontrol s/ header upper/
79.176.60.161 [Israel 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
Uhaut hori zed URL Access to
66.249. 66. 112 [l srael 147.237.77. 176 |mat pash. i df . i | wwwy cogat . i df . i |/ usef ul i nformati on/ i dkoni i pages/ opennat i vkal an |Bl ock 1
di a. aspx
} . . Lhaut hori zed URL Access to
207.241.226.42 |wited Sates [147.237.72.166|aka.idf.il aka. i df i1/ mai n/ smal | nd msxn 2. xn htt p Bl ock 1
] . . . D stributed Unaut hori zed LRL Access on
157.55.39. 124 |lhited Sates  |147.237.76. 147 [chi nuch. aka. i df . i | ot chi nuch. aka. i df i 1/404. ht m Bl ock 1
. . Lhaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133- 19478- he/ i df gdover . aspx Bl ock 1
] . . D stributed Unaut hori zed LRL Access on
208.184.112.75 |lhited Sates |147.237.77.216(dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.230. 224 |lhited Sates [147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1073- he/ nakhal . aspx Bl ock 1
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