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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3029
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 3026
66. 249. 66. 96 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 81
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.96  [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
66. 155. 48. 126 [147.237.72. 166 |Lhited Sates |aka idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.56. 115 [147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
46.228.207.18 |147.237.0.33 |Ger many idf.il ET SCAN NVAP -sS w ndow 1024 1
165. 255. 4. 143 [147.237.0.19 madi matal .idf.il ET SCAN NVAP -sS w ndow 3072 1
5.230. 141. 115 |147. 237.77. 227 |Ger nany e. hanaz.idf.il ET SCAN NVAP -sS w ndow 3072 1
119. 73. 228. 130 [147. 237. 76. 201 |9 ngapore e.atal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
5.230.141. 115 |147.237.77. 227 |Ger many e. hanaz. i df .il ET SCAN NVAP -f -sS 1
113.59.33.61  |147.237.76.38 [China eenetav.id.il ET SCAN NMAP -sS wi ndow 3072 1
93.113.125.11 [147.237.0.15 |Romani a kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
71.177.22.76  |147.237.72.14 |whited Sates |dover.idf.il(old) ET SCAN NVAP -sS wi ndow 4096 1
222.186.56. 115 [147. 237. 76. 197 |hi na e. hinush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
66. 155. 48. 126 |147.237.72.166 |Lhited Sates |aka idf.il ET SCAN NVAP -sS wi ndow 2048 1
222.186. 56. 115 [147. 237. 76.39 [Chi na nobi | e.neitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
66. 155. 48. 126 |147.237.72. 166 |United Sates |aka idf.il ET SCAN NVAP -f -sS 1
31.6.71.154 147. 237. 76. 176 |Pol and test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
165. 255. 4. 143 [147.237.0.19 madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
5.230.141. 115 |147. 237. 77. 227 |Ger many e. hanaz.idf .il ET SCAN NMAP -sS wi ndow 2048 1
119. 73. 228. 130 [147. 237. 76. 201 |9 ngapore e.atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
113.59.33.61  [147.237.76.38 [China eenetav.idf.il ET SCAN NVAP -sS w ndow 1024 1
74.117.209. 135 [147. 237. 77. 235 |Lhited Sates |sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
71.177.22.76  |147.237.72.14 |Wited Sates |dover.idf.il(old) ET SCAN NVAP -sS w ndow 1024 1
222.186. 56. 115 [147. 237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249. 67. 232 |147.237.72.166 |lhited Sates |aka idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
222.186. 56. 115 [147. 237. 76. 44 [Chi na e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il drop First packet isn't SW drop 1041
Sreanming Engine: TCP Invalid i i ssi

66.249.64.233 |United Sates |147. 237. 77. 216 |dover. i df .i 9 =g Inval i d segnent retransnssion drop 64
Ret ransn ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33

40.77.167.76 Lhited Sates [147.237.76.86 |navy.idf.il drop SAMrul e drop 19

66.249.81.212 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 16

188. 50. 8. 219 Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14

38.111.147.88 |Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi

66.249.81.218 |lnited Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransnission. drop 12
Ret ransni ssi on Packet dr opped.

50. 116. 30. 23 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
Sreaning Engine: TP Invalid i i ssi

219.74.38.243 |9 ngapore 147.237.77. 216 |dover.idf.il g _g Inval i d segnent retransnssion drop 9
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

220.255.97.4 |9 ngapore 147. 237. 77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

203.127. 58. 236 |S ngapore 147. 237. 77. 216 |dover i of . i 9 =g Inval i d segnent retransnssion drop 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

66.249. 64.243 |Uited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi

207.46.13.115 |United Sates |147.237.77. 234 |hal ag.i df .i 9 =g Inval i d segnent retransnssion drop 6
Ret ransn ssi on Packet dropped.

87.218.202.198 |[Fain 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor (6

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi

109. 65. 144. 24 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

119.73.253.4 |3 ngapore 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.

157.55.39. 217 |Whited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 5

99.199.73.91 Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

66.249.81.218 |lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SN drop 5

91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4

157.55.39.218 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 4
S reanm ng Engi ne: TCP i

93.113.125.11 |Romani a 147.237.0.15  |kosher-kravi.idf.il 9 =g TCP segment out of maxi num drop 3
Segnent Lint Enforcenent al | oned sequence. Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

87.68.248.28  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransnm ssi on Packet dropped.

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop drop 3
Sreamng Engine: TCP Invalid i i ssi

109. 64. 143. 181 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret ransni ssi on Packet dr opped.

Russi an . . -

66. 249. 81. 215 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi

79.182.20.40  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret ransni ssi on Packet dr opped.

213.57.34.235 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3

91.200.12.137 |kraine 147.237.77. 216 |dover.idf .il drop SAMrule drop

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi

157.55.39.172 |wited Sates [147.237.77. 234 |hal ag.i of . 9 =g Invalid segnent retransmssion. drop 2
Ret ransnm ssi on Packet dropped.

207.46. 13. 34 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2

52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

73.140.244.211 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2

128. 232. 110. 28 zlnt:gom 147.237.8.24 |e.lifestyle.idf.il |Geo-| ocation enforcenent Geo-l ocati on inbound enforcenent  |drop 2

37.26.148.179 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

91.200. 12. 137  |lkrai ne 147.237.76. 31 |nakchal .idf.il dr op SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi

157.55.39.226 |wited Sates [147.237.77. 234 |hal ag.i of .l 9 =g Invalid segnent retransmssion. drop 2
Ret ransnm ssi on Packet dropped.

150. 70. 97. 86 Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

128. 232. 110. 28 z";;gom 147.237.77.19 |lawforumidi.il  [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2

50.87.144. 145 |lhited Sates |[147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 2

137.116.71. 170 |Wnited Sates [147.237.0.35 |akaws.idf.il drop drop 1

101. 6. 30. 81 Chi na 147.237.76.34 |yohal an.idf.il drop drop 1

185. 3.144.106 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1

141.212.122. 169|Wnited Sates [147.237.76.39 [nobile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1

122.226.77.226 |China 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 1

93.113.125.11 |Romani a 147.237.0.33 |idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count
38.111.147.88 |Wited Sates 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 7
208.115.111. 73 |[thited Sates 147.237.77. 216 |dover.i df .i | DO stributed Suspici ous Response Qode B ock 3
87.218.202.198 [Spain 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
98. 71. 195. 80 Lhited Sates 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 2
46.118. 155. 216 |Ukraine 147.237.77. 216 |dover.i df .i | Mil tipl e Uhauthorized URL Access from 46. 118. 155. 216 B ock 2
68.180.228.112 [lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 2
} . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
] . . Par anet er Type M ol ati on PageNumin
68.180.230.29 |[wnited Sates 147.237.77. 176 |nat pash. i df . i | v cogat . i df . i 1/ 1927- he/ cogat . aspx B ock 1
} . . D stributed Uhaut hori zed URL Access on
204. 13. 200. 200 |hited Sates 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
61.135.190.71 [China 147.237.0.19 |madimatal .idf.il [Unauthorized URL Access to 147.237.0.19/ B ock 1
. nobi | e. nei tav.idf.i )
141. 212. 122. 160|lhited Sates 147. 237.76. 39 | Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
93. 44. 33. 138 Italy 147.237.77. 216 |dover.i df .i | O stributed Lhaut hori zed LRL Access on www i df . il /xnirpc. php B ock 1
46.116.73.204 |Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/ x™xex"xaexy B ock
77.125. 156. 188 |l srael 147.237.77.233|atal .idf.il Dstributed PHP At enpt B ock
} . . D stributed Uhaut hori zed URL Access on
208.184.112.75 [Wited Sates 147.237.77.216|dover.i df .i | v i dff . i 1/ 1133- 22638- he/ dover . aspx. B ock 1
175.136.61.24 |Mlaysia 147.237.77. 176 |nat pash. i df . i | D stributed PHP A tenpt Bl ock 1
. . S Untraceabl e Gonnection - Protocol violation
66.249.67.232 |Israel 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT FELLO) None 1
46.121. 208. 233 |l srael 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates  [147.237.77.216 (dover.i df.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
41.218.170. 239 |Egypt 147.237.76.86 |navy.idf.il Ml ti pl e Unaut horized URL Access from 41.218. 170. 239 B ock 1
87.68. 248. 28 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.125.156. 188 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 1
66. 249. 66. 96 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/val tam B ock 1
. . D stributed Whaut hori zed URL Access on
150. 70.173.52  |Japan 147.237.77. 216 |dover.i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
93.113.125.11 |Romani a 147.237.0.15 |kosher-kravi .idf.il|Unauthorized URL Access to /readne_for_decrypt. txt B ock
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
5. 175. 26. 46 Ger many 147.237.77. 216 |dover . i df . i | thaut hor i zed URL Access to B ock 1
wwy i df . i | / shar ed/ user cont r ol s/ header upper/
. . D stributed Unhaut hori zed LRL Access on
77.125.156. 188 |[lIsrael 147.237.77.233|atal .idf.il v atal i df.i1/xnhrpc. php Bl ock 1
175.136.61.24 |Milaysia 147.237.77. 176 |nat pash. i df . i | O stributed Lhauthori zed URL Access on B ock 1
W cogat . i df . i |/ xnbrpc. php
. . Unaut hori zed URL Access to
66.249.67.234 [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
46.121.208. 233 |Israel 147.237.77.74 |lawidf . il Distributed thaut horized URL Access on B ock 1
wwy | aw i df . i | /xnbrpc. php
. . Unaut hori zed URL Access to
109. 64. 143. 181 |l srael 147.237.77.234|hal ag.i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
41.238.217.99 |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
77.125. 156. 188 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php B ock 1
208.115.111.73 [lhited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to wwuidf.il/atal 1/izkor/ nai n. asp B ock 1
. . D stributed Uhaut hori zed URL Access on
150.70.173.52  |Japan 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unknown Paraneter gt; in
66. 249. 66. 96 I srael 147.237.72. 166 [aka. i df . i | vown aka. i df i |/ mai n/ r abanut / gener al . aspx None 1
46.118. 155. 216 [Wkrai ne 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on waw i df.il/xnirpc. php Bl ock 1
31.193.51.59 France 147.237.77. 216 |dover.i df .i | DO stributed Suspici ous Response CQode B ock
83. 166. 234. 95 F“SS;:I”ion 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on 147.237.77. 216/ B ock 1
180. 76. 15. 11 Chi na 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 69. 81 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
61.135.190.69 [China 147.237.0.15 |kosher-kravi .idf.il|Unaut horized URL Access to 147.237.0. 15/ B ock 1
109. 66. 210. 43 |Israel 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock 1
89.138.69.239 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
41.238.217.99 |Egypt 147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on waw i df . il/xmrpc. php B ock 1
77.125.156. 188 |l srael 147.237.77. 170 |n@ar achot . i df . i | Dstributed PHP Attenpt B ock 1
: . . D stributed Unhaut hori zed LRL Access on
208.184.112. 74 [lWnited Sates 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
157.55.39.129 |Uited Sates 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.66.99  |Israel 147.237.72. 166 |aka. i df . i | thaut hori zed URL Access to B ock 1

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx
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