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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2791
79.182.181. 40 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 4
79.182.181. 40 | srael 147.237.76. 42 refuah.idf.il B ock_Udp Al Nets drop 2
183. 60. 48. 25 Chi na 147.237. 76. 201 e.ata.idf.il JLM Under Attack_Con_Tcp drop 2
187. 11. 202. 51 Brazil 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack Con_Tcp drop 2
123. 151. 42. 61 Chi na 147.237.76. 30 hi nush. i df . i | JLM Under At t ack_Con_Udp drop 1
14. 192. 208. 156 Ml aysi a 147.237.76. 201 e atal.idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
222.186. 56. 115 |147. 237. 76. 199 |hi na e.nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 64. 238 [147.237.77.216 [Lhited Sates [dover.idf.il portscan: TCP D stributed Portscan 1
222.186. 56. 115 [147. 237. 76. 44 [China e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61.130. 145. 216 |147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.56. 115 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
183.60. 48.25  [147.237. 76. 199 [Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237. 76. 148|Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
119. 73. 228. 130 |147. 237. 77. 226 |S ngapore waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 4096 1
119. 73. 228. 130 |147. 237. 77. 226 |S ngapore waw chanat z. aka. i df .i | [ET SCAN NVAP -f -sS 1
113.59.33.61 [147.237.76.38 |China e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 67. 232 |147.237.72.166 |Lhited Sates |aka.idf.il SER.\/ER-APAO—E.Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt
222.186.56. 115 |147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61. 130. 145. 216 |147. 237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
222.186. 56. 115 [147. 237. 76.39 [Chi na nobi | e. nei tav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
27.221.10.43 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183.60. 48.25  |147.237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
171. 42.196. 217 |147.237.0.15 [China kosher-kravi .idf.il BT SAN Behavi oral Lhusual Iy fast inbound Tel net Cbnnecti ons, 1
Potential Scan or Brute Force
119. 73. 228. 130 |147. 237. 77. 226 |9 ngapore wa chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 2048 1
113.59.33.61 |147.237.76.38 [China eeneitav.idf .il ET SCAN NVAP -sS w ndow 3072 1
82.117. 208. 243 |147. 237. 72. 217 eidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count

167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1506

203. 96. 84. 33 New Zeal and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 254

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34

70. 48. 158. 28 Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
Sreaning Engine: TCP Invalid i i ssi

66.249.64.233 |United Sates 147. 237.77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. |, 16
Ret r ansni ssi on Packet dropped.

108.170. 35. 125 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15

198.58.103.92 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

40. 77. 167. 76 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 8
Sreaning Engine: TCP Invalid i i ssi

66.249.66.96  |Uited Sates 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.

207. 46. 13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

66.249.64.230 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreanming Engine: TCP Invalid i i sSi

134.191.232. 71 |Israel 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.

46. 19. 86. 153 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |6

46.60. 42. 195 g";'cisgi'géa” Territory. |147. 237. 77. 216 |dover. idf.il  |drop SMrule drop 6

109. 66. 17. 208 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi

50. 155.109. 40 |tnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

185. 118.24. 10 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

157.55.39. 217 |lWhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi

2.54.42.55 I srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

66.249. 64. 230 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5

66. 249. 64. 235 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4

142. 167. 247. 240|Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4

41.33. 231. 90 Egypt 147. 237.77. 216 |dover.idf il drop drop 4

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i ssi

199.30.16. 169 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segment retransmssion. | 4
Ret r ansni ssi on Packet dropped.

166. 137. 136. 55 |lLhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop

82.114. 168. 157 |Yenen 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi

5.255.253.188  |Russian Federation  |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.181.0.218  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 67. 222. 241 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

128.232.110. 28 |United Ki ngdom 147.237.77. 170 |naar achot . i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 2

185. 120. 126. 82 147.237.0.34 |tikshw.icf.il |Bad TOP sequence SiNretransmt wth different oo o

w ndow scal e

209. 82. 30. 253  |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 2
Sreaming Engine: TCP Invalid i i ssi

93.172.155.99 |[Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.

128.232.110. 28 |United Ki ngdom 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

208.115.113.89 |lhited Sates 147.237.76.31 |nakchal .idf.il |dr op SAMrul e drop 2

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

128.232.110. 28 |United Ki ngdom 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2

5.255.253. 188 |Russi an Federation 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2

. R . Geo- | ocati on i nbound

61.135.190.72 [China 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent enf or cenent drop 2

98. 169. 81. 6 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

79.183.218.91 |Israel 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2

131.253. 25. 143 |lWhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2

85. 240. 122. 101 |Fortugal 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 2

128.232.110. 28 |United Ki ngdom 147.237.76. 42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2

185. 120. 126. 82 147.237.0.34 |tikshw.idf.il |Bad TOP sequence SiNretransmt wth different ) o 2

w ndow scal e
79.207. 140. 138 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
79.181. 184. 137 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
68.180. 228. 112 |[hited Sates [147.237.77.216|dover.idf.il DO stributed Suspicious Response CQode B ock
208.184.112.74 |Uited Sates [147.237.77. 216|dover. i df . il |0 o LoeC 1T:g:§£gi?ge>‘:8v/;c_fssp;n Bock |2
98. 71. 195. 80 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 2
5.102. 207. 23 I srael 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 2
80.246.137.11 |[Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
46. 19. 85. 225 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
85. 65.182. 184 |l srael 147.237.77.216|dover . i df . i | Paraneter Type Mol ation SearchText in wawidf.il/1065- he/ dover. aspx B ock 2
66. 249. 66. 103 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
89.138.69.239 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
79. 183. 226. 86 | srael 147.237.77.216|dover . i df . i | Distributed Unaut hori zed URL Access on waw i df .il/xmrpc. php Bl ock 1
46.19. 86. 19 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
204.13.200. 200 [United Sates [147.237.77. 216 |dover . i df . i | D stri ot ec 1?:;}:;&;;?&%\/???:&” Bl ock 1
141.212.122. 160|lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
5.102. 207. 23 I srael 147.237.77.74 [lawidf.il D stributed Unaut horized URL Access on waw rag. i df . il /xmrpc. php Bl ock 1
105. 229. 14. 148 |South Africa |147.237.77.216|dover.idf .il Dstributed PHP Attenpt B ock 1
66. 249. 64. 243  [Israel 147.237.77. 216 |dover.idf . il D stributed Suspicious Response Code B ock 1
88. 156. 130. 182 |Pol and 147.237.77.216|dover. i df . i | Distributed PH? At enpt Bl ock 1
37.142.188.69 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
188.138.9.49  |Germany 147.237.77. 216 |dover. i df . i | m :'dtf’”tl el‘j lfgg:;’ggé?ﬂe%v’;‘ic_fssp;” B ock 1
79.183.226.86 |lIsrael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut horized URL Access from 79. 183. 226. 86 B ock
79.176.222.201 [israel 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock

5.102. 207. 23 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock
107.178.194.83 |Uited Sates [147.237.77. 216 |dover. i df .| D stri bt ec 1?:;}:;&;;?&%\/???:&” Bl ock 1
66.249.67.232 I srael 147.237.72.166 |aka. i df . i | %{“ﬁﬂ&%‘jﬂfg Frotocol violation None 1
94.159. 181. 187 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
79.183.226.86 |[Israel 147.237.77.233|atal .idf.il Ostributed PHP A tenpt B ock 1
46.121. 249. 208 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
5.102. 207. 23 | srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
149.88.94. 173 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS A tack None 1
79.183.226.86 |[Israel 147.237.0.34 |tikshuv.idf.il |Ostributed PHP Atenpt B ock 1
105. 229. 14. 148 |South Africa |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waw i df.il/xnrpc. php Bl ock 1
68.180.228. 112 |lnited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin v i df.il/1779- he/ dover . aspx B ock 1

Unaut hori zed URL Access to
66. 249. 66. 72 I srael 147.237.77. 176 |mat pash. i df . i |  |wwv cogat.idf.il/civiladnnistration/ ninhal news/ pages/ knesi yot haghamol a |Bl ock 1
d. aspx

88. 156. 130. 182 |Pol and 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on waw i df.il/xnirpc. php Bl ock 1
37.142.188.69 |[Israel 147.237.72. 166 |aka. i df . i | O stributed Unauthori zed URL Access on waw aka. i df . i|/xmhrpc. php B ock 1
190. 16. 187. 167 |Argentina 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
79.183.226.86 |lsrael 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt Bl ock 1
79.176.222.201 |Israel 147.237.77.74 |lawidf.il O stributed Unauthorized LRL Access on www | aw i df . il /xnhrpc. php B ock 1
5.102. 207. 23 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/xmrpc. php B ock 1
109. 64. 7. 124 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt Bl ock 1
66.249.73.142 |Israel 147.237.72. 156 |anman. i df . i | Distributed Uhaut hori zed URL Access on list.ips.gov.il/ B ock 1
79.183.226.86 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to www atal .idf.il/xmrpc. php B ock 1
61.135.190.71 [China 147.237.0.19 |nmadi matal .idf.i|Wauthorized URL Access to 147.237.0. 19/ Bl ock 1
208.184.112.75 |Uited Sates [147.237.77. 216 |dover. idf il [DS!11DUeC 1?;;}:;&;;?&%\2??;{;” B ock 1
5.102. 207. 23 I srael 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to wwn cogat.idf.il/xnirpc. php B ock
157.55.2. 131 Lhited Sates [147.237.72.166|aka.idf.il Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.183.226.86 |[Israel 147.237.0.34 [tikshuv.idf.il |[Miltiple Unauthorized URL Access from 79. 183. 226. 86 B ock 1
107.178.194.79 [Uited Sates [147.237.77. 216 dover. i df i1 [o ot GG IR LIE TR acee o Bock |1
77.12.5.7 Ger many 147.237.77. 216 |dover . i df . i | DO stributed Suspicious Response CQode B ock 1
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