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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2832
82.166.118. 110 | srael 147.237.72. 166 aka.idf.il TP Scan (vertical) dr op 4
115. 231. 222. 40 Chi na 147.237.76. 31 nakchal .idf.il |JLM Under Attack Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Target Address Count ry Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
169. 54. 233. 117 [147.237. 77. 19 |Nether| ands | awforumidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
45.63.16.132  |147.237.77.235 svivaidf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 117 |147. 237. 76. 196 [Net her | ands e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
45.63.16.132  |147.237.77. 227 e. hanaz. i df .il ET SCAN Potential SSH Scan 1
169. 54. 233. 117 [147. 237. 76. 44 |Netherl ands e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
45.63.16.132  [147.237.76.42 refuah.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 117 [147. 237. 72. 166 [Net her | ands aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45.63.16.132 |147.237.8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
169. 54, 233. 117 |147.237.8.14  [Nether| ands e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 117 |147.237.0.16  [Net her| ands ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
94.102. 60. 175 |147. 237.77. 227 |Net her | ands e. hanaz. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
94.102. 60. 175 |147.237.77. 121 |Net her| ands e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 117 |147. 237. 77. 61 |Net her| ands e.cogat.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
. e ET DG5S Large anount of TCP Zer oWndow - Possible Nkiller2
79.176.8.76 147.237.0.34 |Israel tikshuv.idf.il 1
DDos attack
169. 54. 233. 117 |147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
45.63.16.132  |147.237.77.234 hal ag.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 117 [147. 237. 76. 177 [Net her | ands ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
45.63.16.132  |147.237.77.226 wan chanat z. aka. i df il |ET SCAN Potential SSH Scan 1
169. 54. 233. 117 [147. 237. 72. 167 [Net her | ands i shurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45.63.16.132  |147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 117 [147.237.8.45  |Netherl ands eeitanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 117 [147.237.0.33  |Netherl ands idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
119. 73. 228. 130 |147. 237. 76. 147 |S ngapor e chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 3072 1
220. 241. 81. 245 |147.237.0.17 [Hong Kong mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
94.102. 60. 175 |147.237. 77. 205 [Net her | ands prisha idf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 117 |147. 237. 77. 212 [Net her | ands e. dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
82.166. 118. 110 |147. 237. 72. 166 |I srael aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Action ‘Count

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1494

190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 360
Sreanming Engine: TCP Invalid i i ssi

66.249. 64. 233 |United Sates 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. |, 106
Ret r ansni ssi on Packet dr opped.

89.142.172.29 |Jovenia 147.237.77. 176 |mat pash. i df .i1|dr op Frst packet isn't SWN drop 86

50.177.145.15 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 68
Sreaning Engine: TGP Invalid i i ssi

2.52.166. 81 I'srael 147.237. 77. 243 |robi 1 e i df . i | 9 =g Invalid segnent retransmssion. |, 45
Ret r ansni ssi on Packet dr opped.

46. 60. 42. 195 (F;ajcis;i';'ja” Territory. 1147, 237. 77. 216 [dover.idf.il |dr op SAVirule drop 44

99. 89. 32. 38 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 43

174.53.35.232 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 30

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 29

82. 145. 209. 73 Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 24

159. 53.174. 142 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 24

89.142.172.29 |Yovenia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17

52.68.136.185 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16

207.46.13. 34 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

31.10.159. 213 |Swaitzerland 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

139. 162. 216. 112|Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
Sreanming Engine: TGP Invalid i i Ssi

188. 120. 148. 2121 sr ael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.

38.107.91.132 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

173.252.88. 244 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

100. 100. 92. 98 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop 7

78.43.195.176  |Ger many 147.237.77.216|dover.idf.il1 |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Sreaming Engine: TGP Invalid - i Ssi

95.86.70.254  |Israel 147. 237. 77. 216 |dover . i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

157.55.39. 217 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Sreanming Engine: TGP Invalid i i Ssi

66.249. 64.243 |United Sates 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.

100. 100. 8. 255 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6

66.249. 64.240 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5

173.252.88.251 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4

173.252.88.245 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreaming Engine: TGP Invalid - i Ssi

66.249.66.96  |nited Sates 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.

157. 55. 39. 67 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
Sreanming Engine: TGP Invalid i i Ssi

199.30. 25. 1 Wited Sates 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.

182. 250. 253. 234 |Japan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

50. 87.144.155 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

Pal estinian Territory, s

46. 60. 42. 195 Qccupi ed 147.237.77. 216 |dover.idf.il |drop drop 4

173.252.88.249 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
Sreanming Engine: TGP Invalid i i Ssi

66.249.78.223 |Uited Qates 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.

82.166. 118. 110 |[lsrael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3

46. 60. 42. 195 glcisgi':('ja” Territory. 147, 237. 77. 216 |dover.idf.il |drop First packet isn't SWN drop 3
Sreaming Engine: TCP Invalid i i ssi

217.132.229.58 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

79.179. 176. 205 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi

109. 160. 205. 95 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

66. 249. 64.233 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

89.142.172.29 |Hovenia 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop

128.242.249.13 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 50 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 100
84. 108. 46.0 | srael 147.237.76.200 |ei t an. aka. i df . i | gffl'zgﬂgfothe Sane Response (ode (404) in Session from Bl ock 72
46.19.86.50  |israel 147.237.0.19 |madi matal .idf. |10 MY of the Sane Response Code (404) in Session from Bl ock 31
46. 19. 86. 50
85. 250. 228. 236 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 19
2.52.166. 81 I srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut horized URL Access from 2.52. 166. 81 B ock 6
84.108. 79. 82 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
37.26.146.137 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 12. 148. 200 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5.28.178.197  |israel 147. 237.72. 166 |aka. i df . i | muizriiééflﬁ‘mﬁfgf;js;somml o ot udel A B ock 2
54.244.22.103 |[hited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Distributed Suspicious Response Code_Qust om Tenporary B ock
176. 13. 4. 183 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
2.52.166. 81 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : ?réfz‘f? } t‘;egpgrcy‘ismj oo/ st chi | ddocurent s/ 1676 Bl ock 2
157. 55. 39. 67 Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/aman B ock 2
2.54.1.193 | srael 147.237.0.19 |nadimatal .idf.i||DOstributed Suspicious Response Code B ock 2
79.177.223.48 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 66. 96 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
79.183.226.86 |lsrael 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 2
46. 19. 85. 66 I srael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 2
204.13.200.200 |Uited Sates |147.237.77. 216 [dover. i df .i | D stri uted f{';;t;ggggeﬁeﬁvﬁcispf” Bock |2
109. 186. 8. 27 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
91.200.12.5 Wkrai ne 147.237.77. 176 [mat pash. i df . i | Distributed PP Atenpt B ock 2
37.142.242.174 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
85. 250. 67. 204 |l srael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 85. 250. 67. 204 B ock 1
66. 249. 66. 99 | srael 147.237.72.166 |aka. i df . i | ﬂ?u;r’;’c;r IYZ;CiGLGJ/lna?CniesS:crtl;r/ f or got passwor d. aspx Bl ock !
109. 201. 135. 182Netherl ands ~ |147. 237. 77. 216 |dover . i df . i | D stri bt oc 1?;;}:;2;;?&%&??:‘)2” Bl ock 1
54. 145. 50. 68 Uhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
109. 66. 210. 43 |l srael 147. 237.76. 147 |chi nuch. aka. i df . i|Dstributed PHP Attenpt B ock 1
37.142.68.105 |lsrael 147.237.76.30 |hi nush.idf.il Dstributed PHP At tenpt B ock 1
212.179. 152. 234/l srael 147.237.77.74 [lawidf.il D stributed Unhaut horized URL Access on waw nag. i df . i|/xmrpc. php B ock 1
46. 121. 208. 233 |Israel 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 1
107.178.194.87 |Uited Qates |147.237.77. 216 |dover. i df .i | D stri bt oc 1?;52;2;;?&%\/:‘??:&” Bl ock 1
79.183.226.86 |[Israel 147.237.77.74 [lawidf.il D stributed Unaut horized URL Access on waw nag. i df . i|/xmrpc. php B ock 1
176.12.151. 122 |Israel 147.237.77. 234 |hal ag. i df . i | ?4‘? rz';;“;‘;dztfﬂmgzsfzflaﬁlﬁﬁsef f;i . B ock 1
77.125.156. 188 |[Israel 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
157. 55. 39. 55 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
91.200. 12. 5 Lkr ai ne 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut horized URL Access from 91.200.12.5 B ock 1
85. 164. 206. 87  |Nor way 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on www i df . i|/xmrpc. php B ock 1
212.199. 104. 190|1 srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
66.249.65. 112 I srael 147.237.76.42 [refuah.idf.il ﬁ?u;g?r I7(ZS.e4?2/u;inf§tC§f§g¢ta/0fi | es/ 2/ si ze100x0/ 2422. j pg B ock !
109. 66. 210. 43 |Israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
37.142.188.69 |lsrael 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 1
31.210.187. 167 |[Israel 147.237.77. 170 |n@ar achot . i df . i | |Dstributed Unhaut hori zed URL Access on maarachot . i df.il/xnirpc. php B ock 1
84.108. 74. 63 I srael 147.237.76.31 |nakchal .idf.il Distributed PHP Attenpt B ock 1
208.184.112.75 [United Sates [147.237.77. 216 |dover . i df .| D stri bt oc 1?;;}:;2;;?&%&??:‘)2” Bl ock 1
46.121. 208. 233 |Israel 147.237.77. 170 [maar achot . i df . i | |Dstributed Unauthorized LRL Access on maarachot . idf.il/xmrpc. php B ock
109. 64. 7. 124 I srael 147.237.77.233|atal .idf.il Dstributed PH> A tenpt B ock
46.121. 208. 233 [l srael 147.237.0.34 |tikshuv.idf.il Dstributed PHP At t enpt B ock 1
99.1.240.226  [United Sates [147.237.72.166|aka. i df .i m”a(}(":i gf‘_ri"’:';en;f;/ a:whwﬁA;ﬁmﬁc'e;f i1y, aspx None 1
5.28.172.177 I srael 147.237.77. 216 |dover. i df . i | Dstributed PHP Attenpt Bl ock 1
79.180.206.22 | srael 147.237.72. 166 |aka. i df . i | ?‘r"otr:]p;; fgg'. ‘;“'O%t.hzlzw fwi dth Uhi code Encoding on LR/ Faranet er (+) B ock 1
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