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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2819
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 449
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 339
81.218. 5. 130 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 15

82. 166. 184. 140 | srael 147.237.76. 31 nakchal .idf.il Bl ock_ Udp Al _Nets drop 8

146. 185.57.7 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3

218. 95. 228. 109 Chi na 147.237. 76. 86 navy.idf.il ock Wp Al _Nets drop 1

93.174. 93. 151 Net her | ands 147.237.76. 38 e.eneitav.idf.il ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 249. 66. 100 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
208. 80. 155. 223 147. 237.76. 86 Lhited Sates navy. i df.il Tehila - Perl LWP with fake user agent 2
198. 20. 69. 74 147.237.76. 44 Lhited Sates e.refuah.idf.il ET DRP Dshiel d B ock Listed Source 1
46.228.207. 18 147.237.77. 235 Ger many sviva.idf.il ET SCAN NMVAP -sS w ndow 1024 1
1. 235. 195. 234 147.237.0. 35 Korea, Republic of akaws. i df il ET SCAN NVAP -sS wi ndow 3072 1
61. 244. 49. 137 147. 237. 76. 147 Hong Kong chi nuch. aka. i df .i ET SCAN NVAP -sS w ndow 1024 1
1. 235. 195. 234 147.237.0. 35 Korea, Republic of akavs. i df . i | ET SCAN NMVAP -sS w ndow 1024 1




11-24-2015-23:04:08 to 11-25-2015-00:04:08

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1069
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 91
46. 60. 42. 195 ga:lcis;ii:;a” Territory.ly 47, 237. 77. 216 |dover. i of . i | drop SAMrule drop 55
66.249. 64.233 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Streamng Engi ne: TCP Inval i d]invalid segnent retransnission. |, 36
Ret r ansni ssi on Packet dropped.
207.46.13.17  |wited Sates 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Inval i d|invalid segnent retransmssi on, drop 32
Ret r ansni ssi on Packet dropped.
107. 167. 109. 172|Uhited Sates 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 29
66.249. 81. 215  |Russian Federation  |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid|invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 24
100. 100. 126. 249 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 16
100. 100. 112. 163 147. 237. 72. 166 |aka.i df .i | drop First packet isnt SYN drop 16
85. 130. 241. 220 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |14
100. 100. 110. 104 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 14
2.54.173.53 I'srael 147.237.77. 243 |robi L e. i of . | Streamng Engi ne: TCP Inval i d|invalid segnent retransmssi on, drop 12
Ret r ansni ssi on Packet dropped.
100. 100. 101. 224 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 12
66.249.66.96  |Lited Sates 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid|invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
174.64.97.238  |wited Sates 147, 237.76. 200 [ei tan aka i o i1 | €M NG Engi ne: TCP Inval id)invalid segnent retransnission. |, o 12
Ret r ansni ssi on Packet dropped.
85. 130. 241. 220 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
66.249.93.228 |Wnited Sates 147.237.77. 243 |robi L e. i of .| Streamng Engi ne: TCP Inval i dlinvalid segnent retransmissi on, drop 12
Ret r ansni ssi on Packet dropped.
100. 100. 101. 224 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 10
5.102.254. 1 I 'srael 147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 10
85.130. 241. 220 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
2.52.145.138 I srael 147. 237. 77. 243 |nobi l e.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
64.19. 78. 243 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
190. 31. 135. 167 |Argentina 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
93.172.68.174 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 7
67.177. 3. 158 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
85. 64. 184. 19 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
80. 246. 130. 132 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber monitor |7
46.19. 85. 149 I 'srael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 6
66.249. 64.238 [United Sates 147. 237.77. 216 |dover. i df . Streamng Engi ne: TCP Inval idfimalid segrent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
79.179.131. 171 [Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
217.132.9.2 I srael 147.237.0.34  [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 6
46.19. 85. 168 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber alert 6
46. 19. 85. 149 I srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
66.249.64.243 |Wnited Sates 147.237.77. 216 |dover. i df .| Streamng Engi ne: TCP Inval i dlinvalid segnent retransmissi on, drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 168 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber nonitor |6
46.19. 85. 131 I 'srael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.183.137.17 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
68.180.229.94 |lhited Sates 147.237.0.15  |kosher-kravi.idf.illdr op SAMrul e drop 6
93.172.68.174 |lIsrael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 6
79.179.131. 171 |[Israel 147.237. 72. 166 |aka. i df . | Bad TCP sequence I'nval i d ACK nunber alert 6
79.183.232.85 |l srael 147.237.72. 166 |aka. i df .i Streamng Engi ne: TCP Inval i dlinvalid segnent retramsnission. |, o 6
Ret r ansni ssi on Packet dropped.
176.13.1.190  [Israel 147.237.77. 234 |hal ag.i of . Bad TCP sequence mdro‘f’tvrsa::lnlt wehdifferent | onitor |6
80. 246. 130. 132 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber alert 5
94.230. 86.218 |[lIsrael 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .i | drop drop 5
46.19. 85. 85 I srael 147.237.77. 216 |dover. i of .il Bad TCP sequence Inval i d AGK nunber monitor |5
85. 65. 226. 53 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
85.64.104. 255 |l srael 147.237.77. 243 |nubi le.i o . i1 Streamng Engi ne: TCP Invalid|invalid segnent retransmssion. |, 4

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
2.54.140. 214 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 116
109. 186. 142. 46 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 97
2.52.175. 26 I srael 147.237.72. 166 [aka. i df . i | D stributed Unknown HTTP Request Met hod B ock 90
174.64.97.238 |lhited Sates 147.237.76. 200 |ei tan. aka. i df . i | Too My of the Sane Response Cbde (404) in Session from g o\ 68
174. 64.97. 238
109. 186. 142. 46 |l srael 147.237.0.19 [madimatal .idf.il Distributed Too Many of the Sane Response Code (404) B ock 41
185. 32.179. 149 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 41
2.54.140. 214 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 32
2.54.140.214  |israel 147.237.0.19 |nadimatal .idf.il ;0‘; 4'_\‘;':1)'0_0;1}1'"3 Sane Response Qode (403) in Session from fg ) 29
185. 32.179. 149 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 15
79.182.200. 171 I srael 147.237.72.166 |aka. i df . i | ;";' t1'8'C2". zol(‘)"_’kl”?ol"‘" HTTP Request Method from Bl ock 7
176.13.16. 237 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response CGode B ock 6
80.246.136.25 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
46.19. 86. 155 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
66. 249. 66. 96 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 3
46. 19. 86. 50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
185. 32. 176. 232 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.60. 42. 195 g";'cis;iig;a” Territory.l 47 237. 7. 216 [dover. i df . i | Parameor Tpe Mo ation .P;g;':“mi n Bock |3
77.127.56. 80 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
176. 13. 5. 239 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock
107.178.194.83 |Uited Sates 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;;_?;;5?&%&??:&” Hock |2
2.54.1.113 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 2
66. 249. 64. 233 |l srael 147.237.77. 216 |dover . i df . i | O stributed Suspici ous Response CGode B ock 2
46. 19. 86. 197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
213.57.29. 16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
204.13.200. 200 |United Sates 147. 237.77. 216 |dover . i df . | w111 1155, 25461 nel dover. s Bock |2
107.178.194.87 [Uiited Sates 147.237.77. 216 |dover . i df . i | D stri but ec lfggfggégg_eﬂe%ﬁf?:pz” Bock |2
79.183.54.42  [Israel 147.237.0. 17 g:nlyl kosher-kravi.i |, @ pred Illegal Parameter Encoding None 2
176.12.146.59 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
68.197.228.235 [lhited Sates 147.237.77. 216 |dover.idf . il Dstributed Suspici ous Response Code B ock 2
79.183.218.83 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
93.172.68.174 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
92.61.237.1 I srael 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 2
2.54.187.17 | srael 147.237.72.166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs DoS At ack None 2
41.140.128.41 |Morocco 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wwidf.il/arr/ B ock 2
66.249.64.230 [ srael 147. 237.77. 216 |dover . i df . | e e o hef dover. aspx Bock |1
109. 64. 7. 124 I srael 147.237.77. 170 |n@ar achot . i df . i | Dstributed PHP Attenpt B ock 1
5.102. 207. 23 I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
176.103.48.25 [lkraine 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
46.116. 182. 148 |Israel 147.237.77. 74 |lawidf.il PHP At t enpt B ock 1
92.61.237. 1 I srael 147.237.77.74 |lawidf.il mlr ;\E’V“itgfd_ iﬂa;;tﬁo,;ci_z,fr?p LRL Access on Bl ock 1
79.176.60.161 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | muér:]ior:li;czﬁdaktff d?cftle?inth (r)pc. o B ock 1
174.64.97.238 |Uited Sates 147.237.76.200(ei tan. aka. i df . i Too Many 404: Response Code per Session B ock
149. 88. 117. 102 |l srael 147.237.76.86 [navy.idf.il Distributed PHP Attenpt Bl ock
84.109. 243.176 | srael 147.237.77.74 |lawi df.il \?m:ut{ ;\Z“itgfd. iLIh/a)l(thThiloF:(i:.Zper?p WAL Access on Bl ock 1
212.199. 104. 190|1 srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249. 65. 115 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
109. 67.221.96 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwy aka. i df.il/main/ B ock 1
37.26.148.134 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
79.183.226.86 |lsrael 147.237.77. 170 |n@ar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xnrpc. php Bl ock 1
Paraneter Read Qhly Molation in
5.28.171.32 I srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. |None 1
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