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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2717
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 2
93.174.93. 151 Net her | ands 147.237. 76. 200 eitan. aka.idf.il ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature

41.33.231.90 |147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 10
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent
169. 54. 233. 119 [147.237.8.24 |Netherl ands elifestyle.idf.il [ET SCAN Potential VNC Scan 5800- 5820
169. 54. 233. 119 |147.237.0. 35 [Netherl ands akavs. i df . il ET SCAN Potential VWNC Scan 5800- 5820
169. 54. 233. 119 [147.237.0.15 |Netherl ands kosher-kravi .idf.il |[ET SCAN Potential VNC Scan 5800- 5820
96.57.161.90 |147.237.8.50 |[Whited Sates |e.tikshuv.idf.il |ET SCAN NMAP -sS wi ndow 1024

169. 54. 233. 119 |147. 237. 77. 74 |Net her| ands lawidf.il ET SCAN Potential WNC Scan 5800- 5820
61.244.49.137 |147.237.76.197 |Hong Kong e. hinush. i df .i | ET SCAN NMAP -sS wi ndow 1024

169. 54. 233. 119 [147. 237. 76. 196 |Net her | ands e.svivaidf.il ET SCAN Potential VWNC Scan 5800- 5820
169. 54. 233. 119 |147. 237. 76. 44 |Net her| ands e.refuah.idf.il ET SCAN Potential VWNC Scan 5800- 5820
169. 54. 233. 119 |147.237.8.50 |Nether| ands e.tikshuv.idf.il |ET SCAN Potential VNC Scan 5800- 5820
169. 54. 233. 119 [147.237.8.27 |Netherl ands e.nadimatal .idf.il [ET SCAN Potential WNC Scan 5800- 5820
169. 54. 233. 119 |147. 237. 0. 200 [Net her| ands . i df il ET SCAN Potential WNC Scan 5800- 5820

169. 54. 233. 119 |147.237.0.19 |Netherlands  |nadimatal.idf.il [ET SCAN Potential VWNC Scan 5800- 5820
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

153. 99, 207. 124 |147.237.0.19 |China nadi matal .idf.il Fotential Scan or Brute Force

169. 54. 233. 119 [147. 237. 77. 212 |Net her | ands e.dover.idf.il ET SCAN Potential VNC Scan 5800- 5820
66. 131.229. 16 [147.237.77. 216 [Canada dover . idf.il portscan: TCP O stributed Portscan

169. 54. 233. 119 [147. 237. 77.19 |Netherl ands lawforumidf.il |[ET SCAN Potential VNC Scan 5800- 5820
61. 130. 145. 216 [147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024

169. 54. 233. 119 [147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential VWNC Scan 5800- 5820
31.6.71.154 147.237.0.19 |Poland nadimatal .idf.il [ET SCAN NMAP -sS wi ndow 1024

169. 54. 233. 119 [147. 237. 76. 39 |Net her| ands nobi le. nei tav.idf.i |[ET SCAN Potential VNC Scan 5800- 5820
169. 54. 233. 119 [147.237.8.46  |Netherl ands e.chinuch.idf.il ET SCAN Potential WNC Scan 5800- 5820
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature z\t”i(;i
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1679
s SWNretransnmit wth different .
80.246.133.21 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e nonitor 782
107.167.116.79 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 131
Sreamng Engi ne: TCP i i ssi
66.249. 64. 233 |lnited Sates 147. 237. 77. 216 |dover. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 66
Inval i d Ret ransmissi on Packet dr opped.
107.167.116.79 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 39
Sreaning Engi ne: TCP i i ssi
85. 130. 194. 154 |Israel 147.237.72. 166 |aka. i df .| mng thgi e Invalid segnent retransmssion. | . 36
Inval i d Retransnission Packet dropped.
100. 100. 126. 249 147.237.72. 166 |aka.i df .i | drop First packet ismt SYN drop 34
100. 100. 112. 163 147.237.72. 166 |aka i df .i | drop First packet isn't SW drop 27
Sreaning Engi ne: TCP i i Ssi
66.249.81.218 |lited Sates 147. 237. 77. 216 |dover. i of . i | mng tngine: Invalid segnent retransmssion. |, 24
Inval i d Ret ransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
37.142.181.229 |israel 147. 237.72. 166 |aka i df . i | mng tngine: ! Invalid segnent retransmssion. |, 24
Inval i d Retransnission Packet dropped.
46. 19. 85. 14 | srael 147.237.72. 167 |i shuri maka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 20
2.54.21.111 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
Sreaning Engi ne: TCP i i Ssi
66.249.81. 215  |Russi an Federation [147.237.77. 216 |dover.idf.il mng tngine: Invalid segnent retransmssion. |, 18
Inval i d Ret ransmission Packet dropped.
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
S reaning Engi ne: TCP i i ssi
5.28.154.252  |Israel 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 15
Inval i d Retransnission Packet dr opped.
66.249.81.212 |Uhited Sates 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 14
62.128.48.130 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
100. 100. 29. 217 147.237.72. 156 |anan. i df . il dr op First packet isn't SN drop 12
100. 100. 112. 163 147.237. 72. 156 |anan.i df .i | drop First packet isn't SW drop 12
5.22.134. 154 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |12
100. 100. 127. 127 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreamng Engi ne: TCP i i ssi
37.26.149.213 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng Engine: 1 Invalid segnent retransmssion. | 12
Inval i d Ret ransmissi on Packet dr opped.
Sreamng Engi ne: TCP Invalid segnent retransnission
66.249. 65. 103 |Lhited Sates 147.237.77. 234 |hal ag.idf . i1 . . " |dro 12
ag Inval i d Retransnission Packet dropped. P
Sreaning Engi ne: TCP i i ssi
46.19. 85. 63 I'srael 147. 237. 76. 200 |ei tan. aka. i f .| mng tngine: ! Invalid segnent retransmssion. |, 12
Inval i d Retransmission Packet dropped.
100. 100. 124. 9 147.237.72. 166 |aka. i df .i | drop First packet ismt SYN drop 12
85. 64. 21. 229 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 11
54.244.22.103 |lhited Sates 147.237.77. 233 |ata .idf.il drop Frst packet isn't SYN drop 11
e SN retransmt wth different .
176.13.11.58 I srael 147.237.77.234 |halag.idf .i Bad TCP sequence vi ndow scal e monitor |11
80.178.11.190 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 85. 132 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |9
207.46.137.200 |Wited Sates 147.237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent Sﬁ?olrggi:]f” I nbound drop 9
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
S reaning Engi ne: TCP i i ssi
108.49.74.166 |United Qates 147. 237. 77. 216 |dover . i of . mng ngine. Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
96. 81. 67. 33 Lhited Sates 147. 237. 77. 216 |dover. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 9
Inval i d Ret ransmissi on Packet dr opped.
188. 209. 52. 109 |Romani a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
Sreaning Engi ne: TCP i i ssi
207.46.13.17  |wiited Sates 147. 237. 77. 216 |dover. i of . i | mng tngine. Invalid segnent retransmssion. |, 8
Inval i d Retransnission Packet dr opped.
79.177.190. 162 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SN retransmt wth different oo |
w ndow scal e
46.19.86.103  |Israel 147. 237. 77. 226 WI‘“I”" chamatz. aka. Tdf |oyN At t ack SYN -> SYN-ACK -> RST rej ect 7
100. 100. 117. 189 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 7
Sreamng Engi ne: TCP i i ssi
2.52.177.76 I srael 147. 237. 72. 166 |aka. i of . i | mng ngine: 1 Invalid segnent retransmssion. | 6
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
37.26.146.161 |Israel 147. 237.77. 243 |nobile. i of . | mng tngine. Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
o SWNretransmit wth different .
176.13.15. 206 |l srael 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence wi ndow scal @ nonitor |6
212.117. 140. 158|l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 6
Pal estinian Territoryf e Sreani ng Engi ne: TCP Inval i d segnent retransnission.
46. 60. 42. 195 . 147.237. 77. 216 |dover.i df .i | . . dro 6
Geeupi ed Inval i d Retransnission Packet dropped. P
176. 106. 226. 153|I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reanm ng Engi ne: TCP i i ssi
66.249. 64.243 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 mng tngine: ! Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
79.176. 124. 217 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. | 6

Inval i d Retransnissi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Ste Signature
213.57.128. 207 |lsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 6
46.19.86.103  |Israel 147. 237.77. 226 Wl‘“l”" chamat z. aka. i df |oyN At ack SYN -> SYN-ACK -> Ti meout |rej ect 6




11-24-2015-22:04:05 to 11-24-2015-23:04:05

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
109. 67. 214.24 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 86
2.54. 140. 214 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 77
109. 67. 214. 24  |Israel 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 67
46. 19. 86. 34 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 25
Pal esti ni an . . ) ]
46. 60. 42. 195 Territory, Gecupi ed 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 46. 60. 42. 195 B ock 17
84.108. 194. 134 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 13
Pal esti ni an . . Paraneter Type Mol ati on PageNumin
46.60. 42. 195 Territory, Gecupied 147.237.77. 216 [dover . i df . i | wwn i df . i | /1153- he/ dover . aspx Bl ock 6
Pal esti ni an . . Paraneter Type M ol ati on PageNumin
46.60.42.195 |1 7o o ed |L47- 237 77216 dover.idf.il v i df i 1/ 1362- he/ dover . aspx Bl ock 6
Pal esti ni an . . Paraneter Type Mol ati on PageNumin
46.60. 42. 195 Territory, Gecupied 147.237.77. 216 [dover . i df . i | wwy i df . il/1115-ar/ dover. aspx Bl ock 6
Pal esti ni an . . Paraneter Type M ol ati on PageNumin
46.60.42.195 |1 7o o ed |L47- 237 77216 dover.idf.il v i df i 1/ 1379- he/ dover . aspx Bl ock 6
Pal esti ni an . . Paraneter Type Mol ati on PageNumin
46.60. 42. 195 Territory, Gecupied 147.237.77. 216 [dover . i df . i | wwn i df . i |/ 1779- he/ dover . aspx Bl ock 6
Pal esti ni an . . Paraneter Type M ol ati on PageNumin
46.60.42.195 |1 7o o ed |L47- 237 77216 dover.idf.il v i 1/ 1133- ar / dover . asp Bl ock 6
Pal esti ni an . . Paraneter Type Mol ati on PageNumin
46.60. 42. 195 Territory, Gecupied 147.237.77. 216 [dover . i df . i | ww i df . i |/ 1380- he/ dover . aspx Bl ock 6
Pal esti ni an . . Paraneter Type M ol ati on PageNumin
46.60.42.195 |1 7o o ed |L47- 237 77216 dover.idf.il v i df i 1/1133- he/ dover . aspx Bl ock 6
Pal esti ni an . . Paraneter Type Mol ati on PageNumin
46.60. 42. 195 Territory, Gecupied 147.237.77. 216 [dover . i df . i | ww i df . i | /1381- he/ dover . aspx Bl ock 6
2.54.26.143 I srael 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
85.250. 123. 44  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 221 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
79.179.123.63 |[Israel 147.237.0.19 [madimatal .idf.il Distributed Suspicious Response Code Bl ock 3
2.54.186. 174 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
m ny- kosher - kravi . i
77.127.169.22 |lsrael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 2
m ny- kosher - kravi . i _ ,
85. 64. 202. 120 | srael 147.237.0. 17 df il DOstributed |11egal Paraneter Encodi ng None 2
2.54.28.113 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
54.244.22.103 [lnited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
85. 250. 138. 148 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. - Uhaut hori zed URL Access to
109. 66. 193. 112 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i of i |/ adguar c- aj ax- api / api B ock 2
5.22.134. 154 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
79.183.218.83 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
. - . D stributed Lhaut hori zed URL Access on
66. 249. 78. 52 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | e chi nuch. aka, i df i 1/404. bt m B ock 2
46.118. 155. 216 |Urai ne 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unhaut horized URL Access from 46. 118. 155. 216 B ock 2
80. 178. 139. 2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
212.179. 152. 234l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Ostributed PHP At tenpt Bl ock 1
. . D stributed Unauthori zed URL Access on
46.166. 190. 168 |Net her| ands 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
109. 64. 131. 189 |l srael 147.237.76.42 |refuah.idf.il Ml tipl e Uhaut horized LRL Access from 109. 64. 131. 189 Bl ock 1
46.116. 182. 148 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
- . URL is Above Root Directory
95.211.196. 17 |Nether| ands 147.237.0.15  kosher-kravi . idf.il kosher-kravi .idf.il/../shared usercontrol s/ header upper/ Bl ock !
46.19. 85. 253 I srael 147.237.77. 216 |dover.i df .i | I11egal HTTP Version __at uvs=5654c3ebcec6c8e5000 Bl ock 1
. . D stributed Unauthori zed URL Access on
79.177.190. 162 |israel 147.237.77.233|atal . i df . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
176. 106. 227. 81 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
Pal esti ni an Parameter Type Mol ation
46. 60. 42. 195 ) . |147.237.77. 216 |dover.i df . i | ct1 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in |B ock 1
Territory, Qcupi ed . ;
wan i df . i | /1381- he/ dover . aspx
87. 68. 251. 94 I srael 147.237.72. 166 |[aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
37.26.149.188 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
66. 249. 78. 59 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm |B ock 1
157.55.39.67  |wited Sates 147.237.77. 216 |dover . i df . i | Wnauthori zed UL Access to B ock 1
wwy i df.il/atal 1/izkor/view i ngtop. asp
2.54.187.17 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SS Sessi ons: Unknown SSL Sessi on None 1
66.220.158. 111 [lhited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Pal esti ni an . . Paraneter Type Mol ati on PageNumin
46.60. 42. 195 Territory, Gecupied 147.237.77. 216 [dover . i df . i | ww i df . i |/ 1384- he/ dover . aspx Bl ock !
. . D stributed Lhaut hori zed URL Access on
84.108.109. 77 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
221.231.6.246 |China 147.237.77. 74 |lawidf.il Unaut hori zed HTTP Met hod B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/blog/ Bl ock 1
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