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Top Attackers

M dover.idf.il

M aka.idf.il

M nadi matal .idf.i

M refuah.idf.il

M halag.idf.il

M tikshuv.idf.il

I nat pash.idf.il

Meitan aka. idf.il
anan. idf.il

M nobi le.idf.il

M 167. 114. 156. 16
109. 66. 33. 52

I 37.26. 146. 227
2.54.189.7

Il 64. 233. 172. 155

M 152. 115. 70. 227

I 66.87.117.89

W 84.94.126. 131
2.54.183. 13

M 64. 233. 172. 163
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature
167. 114. 156. 16 Canada

|Device Action |Count|
147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 2651
154. 97. 165. 190 Sudan 147.237.77. 216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
152.115.70. 227  (147.237.76.42  |Denmark refuah.idf.il SQ Injection - Select From 72
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
41.33.231. 90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
46. 19. 85. 197 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
31.184.242.17 147.237.77.216 |Russian Federation |[dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
222.186. 56. 38 147.237.76.30 |China hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
222.186. 56. 38 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
199.101. 186. 178 [147.237.76.86 |Lnited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
61. 130. 145. 216 147.237.76.44  |China erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 56. 38 147.237.76.199 |China e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
222.186. 56. 38 147.237.0.200 |China ndu. i df il ET SCAN Potential VNC Scan 5900- 5920 1
199. 101. 186. 178 |147. 237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
94. 102. 48. 195 147.237.0.200  |Netherlands mdu. i df il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1886

37.26.146.227 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 273

2.54.189.7 I srael 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 83

64.233.172. 155 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 79

66.87.117.89 Lhited Sates 147.237.77. 234 |hal ag.idf.il |drop Frst packet isn't SYN drop 62

84.94.126.131 | srael 147.237.76.42 |refuahicf.il [Bad TCP sequence S retransmt wth different monitor |59

w ndow scal e

64.233.172. 163 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 56

170.235.218.89 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 52

5.175. 26. 46 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51

64.233.172.171 |wnited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 51
Sreaning Engine: TCP Invalid i i ssi

66.249.81.212 |Wited Sates 147. 237.77. 216 |dover . i df . 9 =g Invalid segnent retransmssion. g 31
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i ssi

80.179.9.115  |Israel 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dropped.

100. 100. 123. 154 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 24

108.59.253.71 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
Sreanming Engine: TCP Invalid i i ssi

37.142.181.229 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dr opped.

52.34.179.216 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24

2.54.183.13 I srael 147. 237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 21

46. 19. 85. 197 I srael 147.237.0.34 |tikshuv.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 19

66.249.81.212 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15

173.252. 88. 244 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
Sreaning Engine: TGP Invalid i i ssi

5.102.254.53  |Israel 147. 237. 77. 216 |dover. i df . i | 9 =9 Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.

72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 12

100. 100. 73. 165 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
Sreaning BEngine: TQP Invalid i i ssi

31.154.92.78  |israel 147.237.76. 200 |ei tan. aka. i of . i g =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

85.130.233.26 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

188. 161. 50. 241 g";'cisgi'géa” Territory. 1147, 237. 77. 216 |dover.if.il  |drop First packet ism't SWN drop 12
Sreamng Engine: TP Invalid i i ssi

66.249.81.218 |United Sates 147. 237. 77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

100. 100. 43. 82 147.237.76. 200 |ei tan. aka. i of . i|dr op First packet isn't SYN drop 11

213.57.128.207 |[Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 11

154. 97. 165. 190 [Sudan 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10

46. 19. 85. 197 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber nonitor |10
Sreaming Engine: TCP Invalid i i ssi

134.191. 232.72 |Israel 147. 237. 77. 216 |dover. i of .| 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dr opped.

87.203.98.130 |Geece 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10

100. 100. 110. 121 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 10

93.63.227.234 |[italy 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9

2.54.183.13 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |9

2.54.183.13 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 9

46.121. 120. 137 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACGK nunber aert 9
Sreaning Engine: TGP Invalid i i ssi

82.102. 169. 113 |Israel 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.

100. 100. 43. 82 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9

2.54,183.13 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9

46.121. 120. 137 |Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 9

2.54.183.13 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 9

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

129.195.0.205 |Swtzerland 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9

50. 87. 144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

183. 60. 244.24  |Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6

109. 200. 30. 168 |Uhited K ngdom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
100.66.33.52  [Israel 147.237.0.19 |nadimatal .idf.il Igg. “&%;fs;he Sane Response Qode (404) in Session from Bock  [156
109. 66. 33. 52 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 138
46. 19. 86. 45 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 43
46.19. 85. 49 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 37
2.54.6.53 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Uhknown HTTP Request Method from 2. 54. 6. 53 B ock 31
79.183. 224. 202 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt:?rc'ﬁz‘f? , g;egpﬁrcﬁim s/ 1 st chi | ddocument s/ 1362 Bock  [13
46.19.85.109  |Israel 147.237.0.17 imdfn.yi-lkosher- Kravi 1o G ributed Il1egal Paraneter Encoding None |4
109. 67. 111. 211 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i|/mai n/ gi yus/ gener al . aspx |Bl ock 4
77.127.169.22 |israel 147.237.0.17 imdfn-yi-lkosher- kravi. Dstributed I11egal Parameter Encoding None 4
5.28.142. 179 I srael 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed Method for Known URL on waw aka. i df.il/ B ock
84.111. 66. 15 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock
176. 13. 15. 86 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
Unaut hori zed URL Access to
95.86.107.229 | srael 147.237.72.166 |aka. i df . i | mézz?é;?fn;;és?‘;iggpﬁ%srfa‘i‘su%zl;‘gs’;fga;“;‘:g:gi’;fb(;agl ﬁ:\‘;;'sg‘;ﬁ‘g Bock |3
g- yhd5_ammrezoyodt wa
79.183.224.202 |[israel 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut hori zed LRL Access from 79. 183. 224. 202 B ock
5.29. 176. 105 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock
2.54.10.176 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
109. 65.42.187 | srael 147.237.0.17 imdfnyi-lkosher- KAV | i buted I1legal Paraneter Encoding None 2
2.54.1.113 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 2
109. 65. 209. 142 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
85. 250. 138. 148 [l srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 2
109. 67.213.1 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
60. 51. 9. 245 Ml aysi a 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
87.169.99. 127  |Ger many 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 1
197. 35. 237. 250 |Egypt 147.237.77. 176 |mat pash. i df . i | Distributed Unaut hori zed LRL Access on www cogat.idf.il/xmrpc.php |B ock 1
31.154.170. 198 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed URL Access on waw aka. i df.il/xmrpc. php B ock 1
79.179.114.93 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
5.29. 43. 182 | srael 147.237.77. 216 |dover. i df . i | Distributed Waut hori zed URL Access on waw i df.il/xmrpc. php B ock 1
77.237.138. 202 g;%ric 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to / Bock |1
109. 64.34. 217  |Israel 147.237.77. 170 [maar achot . i df . i | D stributed Wnhauthorized URL Access on naarachot.idf.il/xmrpc. php  |B ock 1
46.116.199. 124 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
85. 65. 152. 90 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
176. 13. 3. 168 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
2.54.6.53 I sr el 147.237.72. 166 |aka. i df . i | mn;k‘“:imﬁ /er;.‘ﬁg yﬂ':;:g? a‘;??g:(i)f”;dsi iO: dgs:i_ri ot on/ 5357 Bock |1
68.180.228. 112 |Lhited Sates[147.237.77.216 [dover.i df.i | Paraneter Type M ol ation PageNumin www i df . i | / 1361- he/ dover. aspx  [Bl ock 1
Unaut hori zed URL Access to
95.86.120. 161 |Israel 147.237.72. 166 |aka. i df . i | wwy aka. i df . i1/ mai n/ gi yus/ &a=u8ved=0ahukevj ax5f z7knj ahxnvhi khr 6 |Bl ock 1
2d70qf ggbmai &usg=af gj cnhcvyyg7wlcqg- yhd5 ammezoyodt wa
217.132.32.207 |[Israel 147.237.77. 216 |dover. i df . i | Distributed Waut horized URL Access on waw i df . il/xnrpc. php B ock 1
41.237.106.25 |Egypt 147.237.77. 216 |dover.idf . il D stributed Uhaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
80. 246. 137. 160 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
149.78.2.56 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
37.142.64.73 I srael 147.237.76.147|chi nuch. aka. i df . i| [Dstributed PHP Attenpt B ock 1
79.181.184.196 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
109. 66. 178. 234 |l srael 147. 237.72. 166 |aka. i df . i | :)L'ri%as]/ i?ﬁgees,cﬁd.fngf,;gf/jcﬁalkﬁ f/ nai v kapat 2/ res Bock |1
66.249. 64. 238 [Israel 147.237.77. 216 |dover.idf . il Par aneter Type M ol ati on PageNumin waw i df . il/1086-en/ dover.aspx  |B ock 1
89.139.29.182 |[lIsrael 147.237.77.216|dover. i df .i | Distributed Unaut hori zed URL Access on waw i df .il/xmrpc. php Bl ock 1
212.143. 139. 242l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
87.68. 78. 164 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
185. 120. 126. 33 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
14.102.31.145 |india 147.237.77. 216 |dover . i df . i | Distributed Waut horized URL Access on waw i df . il/xnirpc. php B ock 1
79.176.61.146 [Israel 147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 1
109. 64. 131. 189 |Israel 147.237.77. 170 [maar achot . i df . i | Unhaut hori zed URL Access to vww naar achot . i df . il /xmrpc. php Bl ock 1
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