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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 2618
104. 192. 0. 226 Lhited Sates 147.237.76. 176 test.ncore.idf.il |B ock Udp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

87.242.112.35 |(147.237.77.74 gj::;”ion lawidf.il SQ Injection - Select From 10
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 5
66. 249. 66. 96 147.237.72. 166 |Wnited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
14.118. 101 35 1147 237 0.33 |china il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.113.125.11 |147.237. 77. 234 |Ronani a hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.138.70.153  [147.237. 76. 202 |Sneden e halag.idf.il ET SCAN Potential SSH Scan 1
79.138.70.153 [147.237.76.86 |Sweden navy. i df.il ET SCAN Potential SSH Scan 1
79.138.70.153 |147.237.76.39 [Sweden nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
79.138.70.153 [147.237.0.19 |Sweden nadi matal .idf.il |[ET SCAN Potential SSH Scan 1
49, 205. 20. 83 147 237 0.33  |india il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
212.199. 182. 150|147. 237. 77. 216 | srael dover.idf.il portscan: TGP D stributed Portscan 1
2.52.16.228 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
95. 86. 87. 76 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
88.253. 144. 134 |147.237.0.34 |Turkey tikshuv.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
82.117.208. 243 |147.237.72.156 aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.138.70.153 |147.237. 76. 147 [Sweden chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
79.138.70.153  [147.237.76. 44 |Sweden e.refuah.idf.il ET SCAN Potential SSH Scan 1
79.138.70.153  [147.237.76.30 |Sweden hi nush. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Country Target Address ‘Ste ‘Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1812
37.26. 146. 227 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 204
208. 115. 111. 73 |Lhited S ates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 61
70.199. 101. 112 [Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 54
95.210. 107. 244 |Itay 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 39
176.12.143.81 |israel 147.237.77. 234 |hal ag.i df . Streamng Engine: TCP Invalid imvalid segnent retransmssi on drop 36
Ret r ansm ssi on Packet dr opped.
85. 250. 245. 54 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 29
100. 100. 62. 236 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 29
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 28
176. 106. 42. 70 zlcis;iie”(ija” Territory. 1147, 237.77. 176 |nat pash. i of. i1dr op Frst packet isn't SWN drop 24
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 21
79.178.52.210 |lsrael 147.237.76.30 |himush.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 20
100. 100. 74. 245 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 18
100. 100. 66. 90 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
100. 100. 5. 244 147.237.72. 166 |aka. i df .l dr op First packet isn't SYN drop 14
100. 100. 73. 43 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 14
100. 100. 80. 159 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 14
100. 100. 66. 90 147.237. 72. 156 |aman.i df .i | drop Frst packet isn't SN drop 13
100. 100. 66. 90 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 13
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
176. 106. 42. 70 glcisgii;‘;a” Territory, |1 47, 237. 77. 176 |nat pash. i of . 1|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 12
84.228.10.130 |Israel 147.237.72. 166 |aka i 11 | €AMNg Engine: TCP Inval id - invalid segnent retransmissi on. drop 12
Ret r ansn ssi on Packet dr opped.
100. 100. 66. 90 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 12
100. 100. 46. 151 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 12
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
37.142.176. 34 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence noni t or 11
80. 40. 134. 103 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
50. 51. 80. 234 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
31.186.228.94 [United K ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 10
176.13.22.39  |israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence mdﬁr::;rit wth different moni tor |10
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
31.186.228.96 [United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
109.67.213.1 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |9
79.178. 187. 228 |I srael 147.237.72. 166 |aka a1 | 3MNG Engine: T Invalid invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dr opped.
37.26.149. 145 |l srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
93.173.45.161 |lsrael 147.237.72. 166 |aka.i df . il SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 9
5.29.165.185 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
217.132.9.2 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
217.132.9.2  |israel 147.237.72.166 |akaidf.il  [Bad TCP sequence mﬁﬁsrcij Lansm't wthdifferent | oitor s
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
100. 100. 103. 71 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 8
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
31.186.228.58 [United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
31.186.228.93 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
66.249.66.96 |lhited Sates 147.237.72. 166 |aka a1 | 3MNG Engine: TP Invalid invalid segnent retransnissi on drop 8
Ret ransm ssi on Packet dr opped.
31.186.228.59 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
37.26. 149. 145 |l srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop
208.115.113. 84 |Lhited Sates 147.237.77.74 |lawidf.il dr op SAMrul e drop
2.54.167.70  |israel 147.237.72. 166 |akaidr. il |1 SAMNg Engine: TP Invalid finvalid segnent retransmssion. |, o, 6
Ret r ansm ssi on Packet dr opped.
2.52.17.23 I srael 147.237.76.31 |nakchal .idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 6




11-24-2015-20:04:02 to 11-24-2015-21:04:02

|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count

176.12. 143. 65 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 57
176. 12. 143. 124 (I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 25
79. 183. 130. 215 |I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 79. 183. 130. 215 B ock 10
37.142. 186. 247 |l srael 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 5
37.142. 186. 247 || srael 147.237.77.74 |lawidf .il Unaut hori zed URL Access to ww nag.idf.il/xmnrpc. php B ock 5
2.54.151.169 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 12. 149. 251 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.6.154 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
46.19. 85. 57 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
68. 180. 228. 112 |Lhited Sates|147.237.77. 216 |dover. i df .i | D stributed Suspicious Response Code Bl ock 3
46.19.85.110 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 70 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.66.96 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 2
109.67.213.1 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
204. 13, 200. 200 | Ui ted Sates|147. 237. 77. 216 |dover . i df . i | D stri buted 1T§;fggzgi?ﬂeﬁvfrc_f:p£” Bock |2
79.181. 184. 196 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
84.110. 48. 190 |l srael 147.237.77. 170 [maarachot . i df . i| |Distributed Unaut horized HTTP Mt hod B ock
2.54.168. 67 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock

204. 13. 200. 200 |wi ted Sates|147. 237. 7. 216 |dover . i df . i | D stri utec 1ngf:gg;§?ﬂeﬁ)v§??ssp;n Bock |2
5.29.254.140 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
107.178.194. 79 |Wi ted Sates|147. 237. 7. 216 |dover . i df . i | b stri bt oc ;f;;_t;g;g_eﬁeﬁvﬁ‘f?:p;” Hock |2
176. 106. 227. 10 | srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
2.54.1.193 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
109. 67. 123. 201 |I srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 2
66.249.66.69 |Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to wwwu cogat . i df .il/recruitinfornation B ock 1

Paraneter Type Mol ation
84.108.212. 179 |l srael 147.237.77.74 [lawidf.il Mast er $Cont ent Pl acetbl der 1$FAQLI st Vi ewTenpl at e1$! nt er nal Sear ch1$t xt FreeT |B ock 1
ext Search in ww | aw i df.il/331-he/ pat zar. aspx

109. 186. 185. 45 (I srael 147.237.77. 170 |maarachot . i df . i | |Ostributed PHP Attenpt Bl ock 1
5.22.131.148 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
41.69.251.43 |Egypt 147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on v i df .i|/xmrpc. php B ock 1
79.178.180. 35 |[lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i[O stributed Uhauthorized UR. Access on waw chi nuch. aka. i df .il/xmrpc. php |B ock 1
92.61.237.1 I srael 147.237.77. 176 [nat pash. i df . i | Distributed PP Attenpt B ock 1
208. 115. 111. 73 |Lnited Sates|147. 237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df .il/hi nush B ock 1
37.46.39.101 |lsrael 147.237.76.31 |nakchal .idf.il Dstributed PHP At enpt Bl ock 1
5.102.207.23 |Israel 147.237.77. 170 |m@ar achot . i df . i | |Dstributed Unauthorized UR. Access on maarachot . i df.il/xmirpc. php B ock 1
46.120.79.195 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
82.85.14.105 |[ltaly 147.237.77.233|atal .idf.il Adm n Bl ocki ng B ock 1
109. 67. 207. 127 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
37.142.188.69 |[Israel 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
79.176. 222. 201 |l srael 147.237.77. 170 |maarachot . i df . i | |Ostributed PHP Attenpt Bl ock 1
87.69.11.136 |Israel 147.237.77. 170 |m@ar achot . i df . i | |Dstributed Unauthorized UR. Access on maarachot . i df.il/xmirpc. php B ock 1
176.13.16.40 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
37.142.68.105 |lsrael 147.237.77. 216 |dover.i df.i D stributed Unaut hori zed URL Access on waw i df .i|/xnirpc. php B ock 1
78.104. 120. 144 |Austria 147.237.77.216|dover . i df . i D stributed Suspicious Response Code B ock 1
85.105.73.94  |Turkey 147.237.77.74 [lawidf.il Distributed Uhaut hori zed URL Access on wwwy | aw i df . il /xmnirpc. php B ock 1
157.55.39.55 |lhited Sates|147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/klali.aspx B ock 1
5. 29. 43. 182 I srael 147.237.76.31 |nakchal .idf.il Dstributed Lhaut hori zed URL Access on waw nakhal .idf.il/xnrpc. php B ock 1
46.116.106. 18 |Israel 147.237.77.216|dover.idf .l Distributed Waut hori zed URL Access on v i df .i|/xmrpc. php B ock 1
79.182. 118. 225 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
107.178. 194. 83 |Wi ted Sates|147. 237. 7. 216 [dover . i df . i | D stri outec llfga;_t;;’éigg?ﬂe%vi‘ff:pﬁn HBock |1
37.142.64.15 |Israel 147.237.76.31 |nakchal .idf.il Dstributed Lhaut hori zed URL Access on waw nakhal .idf.il/xnrpc. php B ock 1
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