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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2506
41.57.89. 29 Li beria 147.237. 76. 147 chi nuch. aka.idf.il B ock_Up Al _Nets drop 1
71.6.135.131 Lhited Sates 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
185.92.72. 23 147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 2
85.25.108.130 |147.237.77. 176 |Ger many nat pash. i df .i | Tehila - Perl LWP with fake user agent 2
43.229.53. 89 147.237.0.33 |Japan idf.il ET SCAN Potential SSH Scan 1
185.92.72. 23 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
31.168.82.105 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
128.127.0. 45 147.237.77.178Italy e.matpash.idf.il ET SCAN NVAP -sS w ndow 2048 1
2.54.187.98 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
222.186.34.238 |[147.237.0.33 [China idf.il ET SCAN Potential VNC Scan 5900- 5920 1
110. 78. 146. 179 [147.237.8.27 |Thailand e.madimatal .idf.il Flit Sgﬂ\l a]Begz‘;'nogfj BLS:JZUEIOLZ; ast inbound Tel net Connecti ons, 1
1.235.195.234 |147.237.8.28 Okfrea REPUDI T C | o | e-ks. i of i ET SCAN NVAP -f -sS 1
222.186.34.238 |147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 |147.237.77. 212 |Net her| ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.76.31 |Whited Sates |nakchal .idf.il ET DRCP Dshield B ock Listed Source 1
85. 65. 25. 74 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
185.92.72. 23 147.237.77. 226 wan chanat z. aka. i df . il |ET SCAN Potential SSH Scan 1
79.181. 103. 142 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
66.249. 67.224 |147.237.72.166 |Uhited Sates |aka idf.il SERVER APAO_E Apac.he mod_ss|non- SSL connection to SS 1

port denial of service attenpt
185.92. 72. 23 147. 237.77. 176 nmat pash. i df .il ET SCAN Potential SSH Scan 1
46.19. 86. 161 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
185.92.72. 23 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
37.26.147.176  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
128.127.0. 45 147.237.77.178italy e. nat pash. i df il ET SCAN NVAP -sS w ndow 3072 1
31.133.71.15 147.237.76.30 |lkraine hi nush. i df il Egt :ﬁ\l aJBegr;\;Lo(r)?I BrLStuZugo: é’ef ast inbound Tel net Connecti ons, 1
128. 127. 0. 45 147.237.77.178|itay e. natpash.idf.il ET SCAN NVAP -f -sS 1
1.235.195.234 |147.237.8.28 okfrea’ RepUbl i C 1o ot f e-ks. i df . ET SCAN NVAP -sS wi ndow 2048 1
222.186.34.238 |[147.237.0.19 [China nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 186. 173. 101|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
203.197. 205. 118(147. 237. 77. 233|India atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
, , L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

89.252.251.79 |147.237.0.34 |Bugaria tikshuv.idf.il Potential Scan or Brute Force 1
185. 92. 72. 23 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
79.178.171. 201 |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
185. 92. 72. 23 147.237.77. 179 e nazi.idf.il ET SCAN Potential SSH Scan 1
58.218.177.171 [147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185.92.72. 23 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2482
37.26.146.161 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 489
213.204. 101. 24 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 249
168.61.42.209 |Uhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 108
85.65.117.29  |Israel 147,237, 72. 166 |aka icr. i1 | SAM NG Engi ne: TGP Invalid nval i d segnent retransmssi on. drop 102
Ret ransm ssi on Packet dr opped.
100. 100. 73. 43 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 47
100. 100. 19. 140 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 27
52.34.170.9 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 27
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 26
80.179.9.7 I srael 147 237.77. 216 |dover iar.i1 |2 €@M NG Engi ne: TCP Invalid Inval i d segrent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
37.142.181.229 |israel 147,237, 72. 166 |aka i 11 | €A NG Engi ne: TGP Invalid nvalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 49 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 24
114.198. 177. 54 |Tai wan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
105. 106. 131.53 |Ageria 147.237.77. 176 |mat pash. i of . i l{dr op First packet isn't SN drop 21
212.199. 104. 190|I sr ael 147.237.77.233|atal .idf.i1  |Bad TCP sequence i;;e”ansm wth different wndowl pivor |20
54. 244, 22. 103 Lhited Sates |147.237.77.233|atal .idf.il dr op FHrst packet isn't SN drop 20
136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 19
37.231.58.94 Kuvai t 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 18
81.242.40.224 |Bel gium 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
68.180.228. 112 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 16
100. 100. 26. 20 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 15
208.115.113.89 |lLhited States [147.237.77.216|dover.idf.il |[drop SAMrul e drop 15
100. 100. 32. 197 147.237.72. 166 |aka. i df . i | dr op FHrst packet isn't SN drop 15
208.115.113.89 |lhited Sates [147.237.72.166 [aka. idf.il dr op SAMrul e drop 13
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
107.170.63.50 |[lnited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 12
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
128.242.249.12 [nited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
50.116.28.209 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
104.131.246.89 |[Uhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 12
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12
80.179.9.115  |israel 147, 237. 77, 216 |dover i i1 | €AM NG Engi ne: TGP I nval i d nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
198.58.96.215 |[lnited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 12
198.58.103. 102 [lnited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 12
100. 100. 68. 243 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 12
100. 100. 9. 206 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 11
46. 19. 86. 237 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 11
79.183.137.17 |lsrael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 11
149. 78. 223. 180 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 10
2.54.180. 56 | srael 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
2.71.252.193 Sweden 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
84.111.14.43  [Israel 147.237.77.233|atal .idf.i1  |Bad TCP sequence i;;e”ansm wth different wndowl oivor |10
85. 250. 144. 204 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 9
40.77.167.76 Lited Sates [147.237.76.86 [navy.idf.il [drop SAMrul e drop 9
100. 100. 107. 242 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
79.183.137.17  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
176.12. 143.65 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 60
173.254.203.98 |lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Uhauthorized URL Access from 173. 254. 203. 98 B ock 29
109. 186. 173. 101l sr ael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 109. 186.173.101 |[B ock 16
93.173.231.152 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 14
37.142.234.54 |israel 147.237.72. 166 |aka. i df . i | m;j(?it;d_ ilf}a#;hnc;r;@ds/ﬁtﬁfzfzt o A Bl ock 4
46. 19. 85. 100 I srael 147.237.77. 216 |dover . i df . i | Distributed Mal fornmed URL B ock
216.172.189. 156|Lnited Sates |147.237.72.166|aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 216. 172. 189. 156 B ock

46.19. 85. 100 I srael 147.237.77. 216 |dover.idf . il Distributed Unknown HTTP Request Met hod B ock
208.115.113.88 |[Lhited Sates [147.237.76.86 [navy.idf.il i\?‘yﬂ:‘g{ 'i izle/dgit:‘sffcocrisr; ;S‘;/ showt or um asp Bl ock 3
2.54.54,122 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
93.173.33.163 [Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
84.109. 113. 139 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
46. 19. 85. 100 I srael 147.237.77. 216 |dover . i df . i | Miltiple Illegal HITP Version from46. 19. 85, 100 B ock 2
79.183.26.192 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
82.80.196.44  |israel 147. 237.72. 166 |aka. i df . i | m;:(:f;é iﬂa:;hsr;iiii/ﬁtﬁfzit ooy A B ock 2
173.254.203.98 |Uited Sates [147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 2
46. 19. 86. 229 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
149.78.223. 180 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
54.244.22.103 |wnited Sates [147.237.76. 147 [chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Cust om Tenporary B ock 2
185. 32.179. 215 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
107.178.194.87 |United Sates |147.237.77.216 |dover. i df il D stri butec 1%‘3;_?22%?&%&??:&” B ock 2
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il Mil tipl e Unhaut hori zed LRL Access from 208.115. 113. 88 B ock 2
149. 88.86.245 |l srael 147. 237.72. 166 |aka. i df . i | m;:(:f;é iﬂa:;hsr;iiii/ﬁtﬁfzit ooy A B ock 2
91. 200. 12. 95 kr ai ne 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 2
93.173.231. 152 |[lIsrael 147.237.0.19 |nadi matal .idf.il|Untraceabl e SSL Sessions: Qpen Mde None 2
37.142.188.69 |[lIsrael 147.237.77. 170 |maarachot . i df . i | [Dstributed PHP At enpt B ock 2
176.12. 138. 140 |l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
173.254.203.98 |lhited Sates [147.237.77.216|dover.idf.il Distributed Adnin B ocking Bl ock 2
185. 32.179. 190 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.120.20.228 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ styl e/ shar ed/ 960. css B ock 1
176. 12. 142. 234 |l srael 147.237.77. 243 |nobi | e. i df . i | Distributed Uhauthori zed LRL Access on nobil e.idf.il/sachar/index Bl ock 1
37.26.147.165 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
77.125. 10. 97 I srael 147.237.77. 170 [maar achot . i df . i | |Dstributed Unaut hori zed LRL Access on naarachot.idf.il/xmrpc. php [B ock 1
107.178.194.79 |Uhited Sates (147, 237.77. 216 |dover . i df . | e 1) 1155, 2350 el dover. aue Bl ock 1
5.29.40.9 I srael 147.237.77. 170 [n@ar achot . i df . i | [Distributed PP Atenpt B ock 1
66.249.67.234 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
92.61.237.1 | srael 147.237.77. 216 |dover. i df . i | Dstributed PHP At tenpt B ock 1
213.57.214. 244 |Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df . i|/bamahane B ock 1
149. 88. 229. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.147.57 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 64. 243 |Israel 147.237.77. 216 |dover . i df .i | Distributed Suspicious Response Code B ock 1
85.250.67.204 |[Israel 147.237.77. 170 [maarachot . i df . i | |Dstributed Unaut hori zed LRL Access on maarachot.idf.il/xmrpc. php  [B ock 1
207.233.48.34 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Gode B ock 1
37.142.188.69 |[Israel 147.237.77. 170 |n@ar achot . i df . i | |Unhaut hori zed URL Access to www maarachot . i df.il/xmrpc. php B ock 1
79.179.188.24 [Israel 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock 1
109. 67.21. 187 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
37.142.186. 247 |Israel 147.237.77.74 |lawidf.il Distributed Unauthorized LRL Access on ww | aw i df.il/xnmrpc. php B ock 1
79.177.217.33  |israel 147.237.0.19 |nadimatal .idf.il mu:nh;r;]z_?(éfﬁ/gﬁ;e:j;j‘;x/updalmkatqaumity_ aspx Bl ock 1
109.64.42.69 |l srael 147. 237.72. 166 |aka. i df . i | mu;grii (ff?(ijlﬁajﬁlcgis/js/t&ntrol o at udel A B ock 1
46.120. 190. 138 |l srael 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 1
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