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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6524
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4941
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 139

200. 69. 195. 58 Argentina 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
124.232. 150. 230 Chi na 147.237.76. 176 test.ncore.idf.i|B ock Np Al _Net drop 1

66. 240. 236. 119 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Np Al_Net drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
79.182.229. 91 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249.66. 100 |147.237.72. 166 |Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
112.33.8. 16 147.237.77. 178 |Chi na enatpash.idf.il |ET SCAN Potential SSH Scan 1
5.29.234. 219 147.237.72. 156 I srael aman. i df.il portscan: TCP O stributed Portscan 1
112.33.8. 16 147.237.77. 61 |[China e cogat.idf.il ET SCAN Potential SSH Scan 1
2.54.142.75 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
94.102.48.195 |147.237.8.28 |Netherlands e.mobi | e-ks.idf.i [|ET SCAN NVAP -sS wi ndow 1024 1
84.108.251.57 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
101 115. 190. 136|147, 237 76. 31 |aii1e nekchal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.183. 113. 208 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
112, 206. 75. 228 |147. 237, 77. 216 |Fhi 1 ppi nes dover i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
68.180. 229. 239 |147.237.72. 166 |Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
112.196. 49. 101 |147.237.76. 199 (I ndi a e.nakchal .idf.il |ET SCAN NVAP -f -sS 1
66. 249. 78. 89 147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 1
112.33.8.16 147. 237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
46.117.49.196 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
112.33.8.16 147.237. 77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
31.6.71.154 147. 237. 76. 198 |Pol and e.yoha an.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
112.33.8.16 147. 237. 77. 170 [Chi na nearachot.idf.il |ET SCAN Potential SSH Scan 1
5.28.181. 203 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
109. 60. 153. 178 [147. 237. 0. 35 gj::;”ion akavs. i df i ET SCAN NVAP -sS wi ndow 1024 1
2.52.143.28 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
196. 47.173.21 |147.237.77.176 |®te Dlvoire nmat pash. i df . i | ET SCAN NVAP -sS w ndow 4096 1
85. 64. 44. 214 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
194. 165. 148. 134|147. 237. 77. 216 |Jor dan dover.idf.il portscan: TCP D stributed Portscan 1
84.108. 5. 109 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
176.13. 20. 13 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.181. 0. 103 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
112.196. 49. 101 |147.237.76. 199 (I ndi a e.nakchal .idf.il |ET SCAN NVAP -sS w ndow 2048 1
66.249.81.204 |147.237.76.86 |Wited Sates  [navy.idf.il ET SCAN NVAP -sA (2) 1
112.33.8. 16 147.237.77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
112.33.8.16 147.237. 77. 227 |Chi na e. hanaz. i df .i| ET SCAN Potential SSH Scan 1
46. 19. 86. 205 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 834
213.204. 101. 24 |Lebanon 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 169
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
46. 163. 68. 109  [Ger nany 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 51
5.102. 206. 76 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 50
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 47
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 45
100. 100. 68. 243 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 24
66.249.64.233 |United Sates 147. 237, 77. 216 |dover. 111 || SAM NG Engine: TP Invalid |invalid segnent retransmssion. |, o, 24
Ret r ansni ssi on Packet dr opped.
100. 100. 27. 197 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
50. 246. 210. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
100. 100. 26. 20 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 21
100. 100. 124. 112 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 21
37.231.58.94 Kuwai t 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
100. 100. 25. 154 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
46. 19. 86. 205 I srael 147.237.72.166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 19
100. 100. 73. 43 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 18
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
157.55.39. 217 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
46. 60. 38. 175 gcf;iig;a” Territory. 1147, 237. 77. 216 [dover. i df.il  |dr op First packet isn't SN drop 14
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
193.5.216.100 |[Swtzerland 147.237.77. 176 |nat pash. i df . i 1|{dr op Frst packet isn't SN drop 14
100. 100. 107. 242 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 14
37. 26. 148. 170 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 14
104. 131. 199. 242|lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash. i df . i l{dr op First packet isn't SYN drop 12
107.77.76. 92 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
100. 100. 97. 64 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
100. 100. 27. 197 147.237.0. 34 tikshuv.idf.il|dr op First packet isn't SN drop 12
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
108.59.253.71 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
198.58.102. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
100. 100. 28. 123 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SN drop 12
100. 100. 107. 242 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
100. 100. 28. 123 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 12
37.26.148.171 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
109. 64. 143. 119 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 10
66.249.66.96  [Uited Sates 147.237.72. 166 |aka i i1 | 3 NG Engine: TP Invalid Jinvalid segrent retransmssion. | o 10
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 142 | srael 147.237.77.216|dover.idf.il1 |SYN Attack SYN -> SYN-ACK -> Ti meout alert 10
87.203.98.130 |Geece 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
46. 19. 86. 142 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
109. 64. 143. 119 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber aert 10
79.179.193. 70 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
37.46.44.179  |israel 147.237.72. 166 |aka icr. i1 || 3MNG Engine: TP Invalid invalid segnent retransmssion. |, ) 9
Ret r ansn ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
81.218. 166. 158 |l srael 147.237.72. 166 |akaicr.i1 |2 €M NG Engine: TCP Invalid Jimvalid segnent retransnission drop 9

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
37.26.146.250 |lsrael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 92
37.26.146.250 | srael 147.237.0.19 |nadimatal .idf.i ':Ig't;t.)zl\:nly%o.fzége Sane Response (ode (404) in Session from Bl ock 17
80.178.204.25 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 80. 178. 204. 25 B ock 15
46. 19. 85. 209 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

85. 130. 235. 124 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 85.130. 235. 124 B ock
176.12.150.29 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock
185.3.146.190 |Israel 147.237.72. 166 |aka. i df . i | Igg.'\:r'ly‘lgl;ge Sane Response (bde (403) in Session from B ock 4
80.178.204.25 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storagel/files/8/ B ock 3
85.130. 235. 124 I srael 147.237.72.166 [aka. i df . 1 | V\U:\x;a\zuz;li:ri Id?.e?I /l\,::atajhn(;dgi 333 gj\:shefr::ri cat i onser vi ce. asnx/ get aut huser B ock 3
176. 13. 1. 252 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
103.5.216.100 |Switzerland  |147.237.77. 216 |dover. i df i mﬂt;‘fri'lzﬁiﬁtggfsﬁjr;d‘/’usemmrol o nevensd raal i | B ock 3
66. 249. 66. 96 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
79.182.110.26 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.180. 196 I srael 147.237.77.243|nobi l e.i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 2
46. 19. 85. 210 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
85. 64.144.228 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/wan tikshuv.idf.il B ock 2
176.13. 8. 193 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
107.178.194.87 |Uited Sates |147.237.77. 216 |dover.idf il [0 ST Buted 1?:52225?&}?;&?‘?:125&” B ock 2
77.126.102. 100 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
46.19. 86. 34 | st ael 147.237.72. 166 |aka. i df . i Uht raceabl e SSL Sessi ons: si gal gs DoS Atack None 2
176. 12. 145. 212 |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 135 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
213.204.101. 24 |Lebanon 147.237.76.30 |hi nush. i df . i| :(\'{r";n']':;le&':‘zjloa‘_'ulcgflf fwi dth Lhi code Encoding on UR Par anet er (+) B ock 1
46.19. 86. 54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
109. 66. 198. 222 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
37.26.149.188 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
105. 106. 144. 85 |Ageria 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/ar/admn/rte popup_file atch. asp |B ock 1
79.179.102.49 | srael 147.237.72. 166 |aka. i df . i | V?ﬂ;:;i:?;ﬂﬁﬁtuttsg}ﬁagi gfcclels/s on B ock 1
185. 3. 146. 190 |l srael 147.237.72. 166 [aka. i df . i | Too Many 403: Response Code per Session B ock 1
68.180.230. 244 |Lnited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
2.54.170. 139 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249. 64.235 |[Israel 147.237.77. 216 |dover.idf.il Mil tipl e Lhaut hori zed URL Access from 66. 249. 64. 235 B ock 1
149.78.72.161 |Israel 147.237.72. 166 |aka. i df . i | V'?ﬂ;;;;:?;ﬂﬁ&”:gg}ﬁ;:‘i gfcﬁels}s on B ock 1
83.130. 105. 149 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
208.90.57.196 |Wnited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
109. 64. 131. 189 |l srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt B ock 1
79.178.180.35 |[Israel 147.237.77. 170 |maar achot . i df . i | [Distributed PP Atenpt B ock 1
176.13.16. 110 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
5.102. 204. 89 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
93.173.236.63 | srael 147.237.72. 166 |aka. i df . i | m;&:ﬁtﬁiwmgvﬁaﬁi sfcﬁﬁsls on Bl ock 1
2.54.28. 114 I srael 147.237.77. 216 |dover.i df . il Par anet er Type M ol ation SearchText in waw i df.il/1065-he/ dover. aspx B ock

85. 64. 3. 103 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
66.249.66.99  |Israel 147.237.72.166 |aka. i df . i | 1D4§t rzgk;‘ftg_j l%‘z.)"’;“;;or:/i ;efu?g‘e':‘éf;s_sa‘s’gx Bl ock 1
149.88.195.72 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 67.57. 187 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
80. 246. 136. 178 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
216.172.189. 156|Wnited Sates |[147.237.72.166|aka.idf.il Unhaut hori zed LRL Access to aka.idf.il/wp-adnmn/ B ock 1
46.19. 86. 184 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.187.129. 166 [France 147. 237.77. 216 |dover . i df . i | D stri Buted 1?;;};;25?&%\/’:?222” Bl ock 1
107.178.194.79 |Uited Sates |147.237.77. 216 |dover.idf il [0 ST Buted 1?;;_?;2;;?&%\/2‘??:&” B ock 1
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