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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP- POST- Segrment ed- DoS dest - r eset 6386
0.0.0.0 147.237.77.216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 5316
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 2132

66. 249. 78. 96 Lhited Sates 147.237.77.74 lawidf.il |TCP handshake violation, first packet not syn drop 107

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 18
81.218.5.130 | srael 147.237. 72. 166 aka.idf.il |Block Udp All _Nets drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 2
81.218. 74. 164 | srael 147.237.77.216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 1

66. 249. 79. 75 Lhited Sates 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

2.52.172.223 147.237. 72. 166 |I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 13
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
93.173.0.91 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
82.81.162.138 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
66. 249. 78. 96 147.237.77.74 |Wnited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
46. 19. 86. 162 147.237. 72. 166 |I srael akaidf.il portscan: TCQP D stributed Portscan 1
222.33.129. 103 |147.237.76.44 |China e.refuah.idf.il Flit Scmé:\l aJBeg?:nogfl BUJ:JZU?JO:Z; ast inbound Tel net Qonnecti ons, 1
176.12. 147. 185 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
119.109.35. 4 147.237.0.16 |China ny- kosher-kravi .idf .il Egt K?[Af\lalBeglei oral BU’I:JSU?]Q| y fast inbound Tel net Connecti ons, 1
enti an or Brute Force
94.102.60. 175 |147.237.72.217 |Netherlands  [e.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.229.38.122 |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.180.213.73  |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
46.228.207.18 |147.237.76.42 |Ger many refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
223.4.174.30 147. 237. 76. 199 |Chi na e.nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5.230.141.115 |147.237.72.14 |Ger many dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
199. 180. 133. 185(147. 237.76. 44 |United Sates |erefuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
194.29.32.131 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
124.219. 246. 33 |147.237.8.24  |Japan elifestyle.idf.il Flit Scmé:\l aJBeg?;Logfll Brthu:ulijo: Zef ast inbound Tel net Qonnecti ons, 1
109. 67.23. 146  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Devi ce

‘Target Addr ess ‘S’te

‘Signature
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Count ry Action
80.246.133.21 [ srael 147.237.76.42 |refuah.idf.il |Bad TOP sequence ig ;et ransmt with different window 1 oo 470
194. 252. 5. 66 F nl and 147.237.77. 176 |nat pash.i df . il |[dr op First packet isn't SYN drop 91
208.115.113.89 |Lhited States [147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 48
66.249.79.75  |United Sares |147. 237, 77. 216 |dover icr.i1 |2/ SAMNG Engine: TGP Invalid invalid segnent retransmission. Packet | o 46
Ret ransni ssi on dr opped.
52. 34. 45. 254 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 30
66.249.81. 218 |United Sares |147. 237, 77. 216 |dover icr.i1 |/ SAM NG Engi ne: TCP Inval id inval id segnent retransnission. Packet drop 28
Ret ransni ssi on dr opped.
208. 54. 85. 249 Lhited Sates |147.237.77.216|dover.idf.il |SYN Al tack SYN -> SYN-ACK -> RST rej ect 27
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 26
100. 100. 46. 32 147.237.72. 156 |anan. i df . il dr op First packet isn't SN drop 26
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
100. 100. 32. 249 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 24
100. 100. 41. 196 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 24
72.9.148. 10 Lhited Sates |147.237.77.74 |(lawidf.il drop Frst packet isn't SYN drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 24
208.115.111. 73 |Wited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 23
54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 21
68.180.228. 112 |Lhited States [147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 20
100. 100. 22. 193 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 20
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 18
69.175.127.10 |Lhited States [147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 16
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 16
188.138.9. 49 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 14
100. 100. 31. 22 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 14
157.55.39.217 [hited Sates |147.237.77. 216 [dover.idf.il |dr op Frst packet isn't SYN drop 13
100. 100. 66. 161 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 13
198. 58.102. 156 |Lhited Sates |147.237.77. 216 [dover.idf.il |dr op Frst packet isn't SN drop 12
100. 100. 112. 41 147.237.77.233|atal .idf.il drop Frst packet isn't SYN drop 12
100. 100. 28. 123 147.237. 72. 156 |anan.i df . il dr op Frst packet isn't SN drop 12
100. 100. 102. 140 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 12
198.58.102.95 [lhited Sates |147.237.77. 216 [dover.idf.il |drop Frst packet isn't SYN drop 12
131.253.25. 147 |Wiited Sates |147.237.77. 234 |hal ag.idf .l Streaning Engi ne: TCP Invalid invalid segnent retransnission. Packet drop 12
Ret r ansm ssi on dr opped.
213.57.130. 227 |lsrael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
37.26.146.215 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
100. 100. 112. 41 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 9
78.108.169. 25 |Lebanon 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 9
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 9
46. 19. 85. 182 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
213.57.134. 166 |[lsrael 147.237.72. 166 |aka.idf .i SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 9
46. 19. 86. 58 I srael 147.237.72.166 |aka.idf.il  |HTTP Fornat S zes ng)(?'ﬁjn ;ﬁag\i; d' Trggrl ﬁxceeded monitor |9
109. 65. 139.57  |Israel 147.237.77. 216 |dover i1 |/ €3M NG Engine: TGP Invalid —invalid segnent retransmssion. Packet drop 9
Ret r ansni ssi on dr opped.
70. 39. 187. 108 Sate! Iite 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
Pr ovi der
173.252.115. 86 |lhited Sates |147.237.77. 216 [dover.idf.il |dr op First packet isn't SYN drop 8
213.57.134.166 |Israel 147.237.72.166 |aka.idf.il  |Bad TCP sequence %ﬁ;&tf‘sm with different monitor |8
70.39.186. 218 |[uelite 147.237.77. 216 |dover. i df.il  |drop Frst packet isn't SWN drop 8
P ovi der
212.179.21. 194 | srael 147. 237, 76. 200 |ei tan aka. i of .| | €AM NG ENgine: TGP Inval id —invalid segnent retransnissi on. Packet drop 8
Ret r ansn ssi on dr opped.
157.55. 39. 67 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop
31.168. 28. 17 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 202 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or
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84.228.15.120 | srael 147.237.0.19 |nadimatal .idf.il ;3(.)2“$y1§f1§3e Sane Response Qode (404) in Session from B ock 127
84.228.15.120 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
46.19. 85. 127 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 89
46.19. 85. 127 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 78
176.13.15. 135 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 38
84.228.15.120 |Israel 147.237.0.19  [nadi matal .i df .il|go e o' 50¢ ST Fesponse (e (403) in Session from HBock |29
46. 19. 86. 60 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
31. 168. 29. 66 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
2.54.165. 44 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 11
79.176. 110. 252 |l srael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed LR Access on ww aka. i df .il/ufi/reaction/ B ock 7
176.13.9.1 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
31.154.91. 3 I srael 147.237.72. 166 [aka. i df . i | D stributed Whaut horized URL Access on v aka. i df .il/ufi/reaction/ Bl ock 6
109. 160. 237. 178|l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhauthorized URL Access from 109. 160. 237. 178 B ock 4
46.19.86.8 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.177.111.41  |lIsrael 147.237.72. 166 [aka. i df . i | Dstributed Whaut horized URL Access on v aka. i df .il/ufi/reaction/ Bl ock 3
109. 66. 61. 66 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
54.244.22.103 |hited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
192. 117. 153. 118|l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwn aka. i df . il/mai n/ smal i m undefi ned B ock 2
79.179.22.113 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176.13.22. 145 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.183. 130. 215 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 79.183. 130. 215 B ock 2
66. 249. 66. 109 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df . il/404. htm B ock 2
31.168. 28. 17 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 2
80.246.136. 95 |Israel 147.237.0.19 |nadimatal .idf.il|[DOstributed Suspicious Response Code B ock 2
46. 19. 85. 190 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 86. 151 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176.12.149.30 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
5.175.0. 137 Ger many 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons:  Lhknown SSL Sessi on None 1
80. 246.137. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
66.249.78.89 | srael 147.237.77.74 |lawidf.il m“lt;ﬂgeﬂ /ur;;eﬁcplcztsess/tgoetfi | et e, e B ock 1
109. 160. 237. 179]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
52. 64.247. 70 Whited Sates |147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to 147.237.76. 30/ B ock 1
93.173.178. 146 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.181.199. 206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
46. 19. 85. 190 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
Unknown Par anet er
79.176.198.134 [Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

176.13.17.79 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.93.162 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paranet er g861 i n www aka. i df.il/nai n/giyus/| ogin. aspx None 1
149.78.112. 213 |Israel 147.237.72. 166 |aka. i df . i | V%;J;L:?;ﬂﬁ%”:gg}ﬁaﬁi gfcclels/s on B ock 1
31.168.152.83 | srael 147.237.0.34 |tikshuv.idf.il ?'\,‘i'_tlis’g_elgl_ '8"?“; deh/Fel fw dth Uni code Encoding on LR Paraneter (+) - from fg o\ 1
84.108. 237.176 |l srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter doclyad in waww aka. idf.il/main/ gi yus/ general . aspx None 1
208.184.112.75 |United Sates [147. 237. 7. 216 |dover . i df . i | D stri utec 1?;;}2;;5?&%&??;2” Bock |1
66. 249. 66. 69 I srael 147.237.77. 176 nat paSh' idf.il vqu\x;avu(t:(r)]g;tl .Ziec?f Lﬁ_/ Lfscecfeuslsl ntfc())r nat i on/ speaker of nmat pash/ pages/ t ehoor 4. aspx Bl ock !
107.178.194. 87 [Uiited Sates |147. 237. 77. 216 |dover . i df . i | D stri utec 1?;;}2%;;?&%&??5{32” Bock |1
5.28.143.7 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwy aka. i df . il /v tikshuv.idf.il B ock 1
80.246.130.54 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from80. 246. 130. 54 B ock 1
185. 3. 146. 96 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
46.19. 86. 156 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
89. 138. 250. 213 |l srael 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 85. 60 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
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