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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 2289
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1038
220.181.108. 150 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 299
81.218.37.2 | srael 147.237.72. 167 i shuri maka. i df.il]Anonal y- TLS-renegotiation-Qdi dest - r eset 117
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 5
116. 234. 97. 175 Chi na 147.237.76. 201 eatal.idf.il Bl ock_Up Al _Nets drop 4
146. 185.57.7 | srael 147.237.0. 34 tikshuv.idf.il ock Wp Al _Nets drop 3
183. 206. 202. 151 Chi na 147.237.76. 201 e.atal.idf.il Bl ock_Udp All _Nets drop 3
113. 65.55. 3 Chi na 147.237.76. 201 e atal.idf.il B ock Wp Al Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
82.118. 233. 104 Bul gari a 147.237.76. 42 refuah.idf.il Bl ock_Up Al _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

213.247.63. 11 147.237.77. 216 Net her | ands dover.idf.il SQ Injection - Select From 5791
37.205. 0. 60 147.237.77. 74 Tur key lawidf.il QA Injection - Select From 9
189. 38. 80. 189 147.237.77. 74 Brazil lawidf.il QA Injection - Select From 5
109. 67. 1. 232 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.193.51. 38 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
77.126.213. 189 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.155.5 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 104. 77. 4 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
182. 254. 149. 138 147, 237. 76. 147 Chi na chinuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 195 147.237.76. 31 Net her | ands nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 137. 239 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.52.47. 74 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
213.247.63. 11 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1715
205.203.135.1 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 255
94. 228. 34. 248 LK?ir::gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 132
100. 100. 51. 190 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SN drop 63
66.249.79.75  |lWited Sates |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 62
Ret r ansmi ssi on Packet dr opped.
108. 200. 40. 255 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 51
68.180.229.94 |lhited Sates |147.237.0.15 |kosher-kravi.idf.ildrop SAMrul e drop 38
83.217.159. 134 |Luxenbourg |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 34
100. 100. 18. 137 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 28
176. 106. 226. 63 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
79.176.114. 167 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mdroffvrsa:;"lt wth different moni tor |26
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 26
50.97.138.113 |lhited Sates [147.237.76.86 |navy.idf.il drop SAMrul e drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
54.224.21.23 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 21
54.72.73.168 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 21
100. 100. 81. 173 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 20
203.6.176. 20 Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
100. 100. 8. 157 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 19
92. 253. 95. 47 Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
100. 100. 8. 157 147. 237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
100. 100. 72. 138 147.237. 72. 156 |anan.i df .i| drop First packet isn't SYN drop 18
46.19. 85. 42 I'srael 147 237.76. 200 |ei tan aka i or. i1 | €@ NG Engine: TP Invalid invalid segnent retransmission. |, 18
Ret r ansni ssi on Packet dr opped.
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 17
213.57.143. 226 |lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
203. 6. 176. 20 Australia 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 15
80.178.202. 238 | srael 147.237.77. 243 |robi l e. i of .| Streamng Engi ne: TCP Invalid  |invalid segnent retransmssion drop 15
Ret r ansni ssi on Packet dr opped.
91.135.102. 190 |[Israel 147.237.77. 176 |nat pash. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
78.108.169.25 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
2.54.150. 140 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
96. 255.43.138 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 13
109. 65. 206. 94 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 13
100. 100. 32. 249 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 13
91.135.102. 190 |lsrael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
100. 100. 72. 138 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 12
134.191.232. 71 [israel 147. 237. 77. 216 |dover i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dr opped.
176.13.14. 127 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 12
198.58.103. 158 |[lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 11
52. 33. 66. 29 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 11
37.231.102. 163 |Kuvait 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
37.26.148.225 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
37.26. 146. 239 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
100. 100. 89. 97 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SN drop 10
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
79.180.201.31 |israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid  |invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.
46.19. 85. 47 I'srael 147. 237. 72. 166 |aka i of . i Streaning Bngine: TCP Invalid  finvalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
100. 100. 72. 184 147.237. 72. 166 |aka. i df . i drop First packet isn't SYN drop 8
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count

46.19.85.210 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 88
213.57.178.89 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 87
213.57.178.89 |[Israel 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 81
176.13.4.219  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 74
46.19.85.210 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 66
46.19.85.140 |Israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 35
46. 19. 86. 60 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 30
80. 246. 136. 34 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 24
2.54.177.102 [Israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 16
176.13.4.149  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 13
2.54. 165. 44 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
84.109. 232. 170 [ srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 9
46.19.85.210 | srael 147.237.0.19 |nadimatal .idf.il Zg?l'\:%yslozfléhe Sane Response (bde (404) in Session from g oo 7
2.54.57.83 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock
176.13.1.130 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
81.218.241.25 |[Israel 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/$$$&282$$$ B ock 4
79. 183. 130. 215 |l srael 147.237.72. 166 |aka. i df . i | %'_ t1|8r;l.e13Lga;if510rl zed Nethod for Known URL from B ock 4
212.179.21. 194 |l srael 147.237.77.216|dover.idf .i | Dstributed Unauthorized LRL Access on vwwidf.il/ufi/reaction/ |B ock 4
37.26.146.196 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
192. 116. 95. 133 |I srael 147.237.72. 166 [aka. i df . i | D stributed Uhaut hori zed URL Access on waw aka.idf.il/valtam |B ock 3
66.249.66.96 |lsrael 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3
176.12.151.10 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.183. 130. 215 |i srael 147.237.72. 166 |aka. i df . i | shauthort zed /'\f;r:/";i )fg%;n‘gr . s Bl ock 3
84.229.55.183 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
185. 32. 179. 241 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
93.173.14.63  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vy aka. i df . i/ x'x™xex; B ock 3
212.199. 224. 24 |l srael 147.237.76.86 |navy.idf.il Mil tipl e Lhaut hori zed URL Access from 212.199. 224. 24 B ock 3
81.218.76.12 [l srael 147.237.72. 166 |aka. i df . i | m;&:‘ftdf‘_ji IL;‘Z‘fult /hroer;;‘fi n/LR' Access on B ock 2
107.178.194. 87 [Uited Sates  [147. 237. 7. 216 |dover . i df . i | b stri bt oc 1?;;_?;;5?&%&??:&” Bl ock 2
2.54.166.202 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
95.86.113.11 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
77.125.83.253 |israel 147.237.72. 166 |aka. i df . i | 2’1’7' tl'z‘;'.%g;é’;ho” zed Method for Known LRL from B ock 2
46.19.86.237 |Israel 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock 2
46.120. 145. 102 [ srael 147. 237.72. 166 |aka. i df . i | m;&:a’tﬁi r?jfult /hroéeiéf‘i NLR‘ Access on Bl ock 2
52.34.184.17 |Whited Sates [147.237.76.39 |nobile.neitav.idf.il Unaut hor i zed URL Access to 147.237.76. 39/ B ock 1
107.178.194. 83 |Wnited Sates |147. 237. 77. 216 [dover . i df . i | w111 1155, 25656 nel dover. ame B ock 1
31.168.221.35 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.181.110. 45 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19.86.119 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
87.69.105.83 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
221.231.6.246 |china 147.237.0.17 n?|ny kosher-kravi. idf |\ hori zed HITP Mt hod B ock 1
77.125.139. 167 [l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
174.37.20.38 |Uited Sates |[147.237.77.170|n@ar achot . i df . il Ostributed PHP At tenpt B ock 1
66.249.69.89 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx |B ock 1
149. 78. 253. 255 || srael 147.237.72.166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
46.19.85.186 |[lIsrael 147.237.77. 216 |dover.i df .| Mal formed LR sdch B ock 1
208.184. 112. 75 |Wited Sates 147 237. 77. 216 |dover . i df . i | w111 1155, 25656 nel dover. s B ock 1
66.249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il ?4? ;'35“;2‘1 43?222?332?311% fxfjess on Bl ock 1
109. 66. 133. 102 |I srael 147. 237.72. 156 |anan. i df . i | ?‘dﬁtk'n‘gmi usg_r"’geesasbi' sn)ss_ Sessi ons from109. 66. 133. 102 None 1
40.114. 47. 247 |Whited Sates |147.237.72.156|anan. i df .il PHP At t enpt B ock 1

11-24-2015-15:04:01 to 11-24-2015-16:04:01



