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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3453
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3114
81.218.37.2 | srael 147.237.72. 167 ishurimaka.idf.il |Anonmal y-TLS renegoti ation-Q i dest - r eset 1434
81.218.37.2 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-Q i forvard 126
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 118
81. 218. 241. 25 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 105
109. 64. 113. 250 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 5

79. 180. 134. 246 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 3

95. 221. 215. 76 Russi an Federation 147.237. 76. 200 eitan. aka.idf.il JIMPurple Gon Limt Htp drop 3

95. 221. 215. 76 Russi an Federation 147.237. 76. 200 eitan. aka.idf.il JLM Under Attack Con Htp drop 2
114.80. 122. 91 Chi na 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 1
114. 80. 122. 91 Chi na 147.237. 76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1
114. 80. 122. 91 Chi na 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
178. 130. 36. 10 Russi an Federation 147.237.76. 34 yohal an.i df .il B ock_Up Al _Nets drop 1
114.80. 122. 91 Chi na 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
114. 80. 122. 91 Chi na 147. 237.76. 38 eeneitav.id.il [Bock Np Al Net drop 1
114.80. 122. 91 Chi na 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 1
114. 80. 122. 91 Chi na 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
114. 80. 122. 91 Chi na 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
114.80. 122. 91 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al _Net drop 1
92.96.102. 111 Lhited Arab Bmirates 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1
114. 80. 122. 91 Chi na 147. 237. 76. 147 chinuch. aka.idf.il |Block Np Al Net drop 1
114.80. 122. 91 Chi na 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1
114. 80. 122. 91 Chi na 147. 237. 76. 197 e. hinush.idf.il B ock Np Al _Net drop 1
114. 80. 122. 91 Chi na 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
114.80. 122. 91 Chi na 147.237.76.176 test.ncore.idf.il Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry [Ste |Signature

79.176.114. 119  |147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.50. 233 147.237.72.166 |[lIsrael aka idf.il portscan: TCP Distributed Portscan 1
74.117.209.135  |147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77.216 [lhited Sates dover.idf.il ET DRCP DBshiel d B ock Listed Source 1
46.120. 73. 186 147.237.72.166 |[lIsrael aka idf.il portscan: TCP Distributed Portscan 1
176. 13. 12. 202 147.237.72.166 [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
5.102. 254, 157 147.237.72.166 [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
128. 199. 95. 16 147.237.77.179 |9 ngapore e nazi.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
2.52.15. 146 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 154. 243 (147.237.77.216 |israel dover.idf.il portscan: TCP O stributed Portscan 1
93.173.168.230  |147.237.77.216 |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
87.69. 35. 77 147.237.72.166 [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
80. 246. 138. 237  |147.237.72.166 |lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
222.223.11.35 147.237.76. 39 Chi na nobi | e. nei tav.idf.il G°PL SCAN nmap TCP 1
74.117.209.135  |147.237.77.243 |Wited Sates nobi | e.i df.il ET SCAN NVAP -sS wi ndow 1024 1
208. 80. 155. 223  [147.237.77.216 |[lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
66.249. 78. 96 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
46.116.113.187  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
176.12. 142. 19 147.237.72.166 |[lIsrael aka idf.il portscan: TCP Distributed Portscan 1
5.28.172. 160 147.237.77.216  [lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 87. 163  [147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 60. 175 147.237.0. 16 Net her | ands ny-kosher -kravi . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
90. 2. 140. 139 147.237.72.166 |France aka.idf.il ET SCAN Potential SSH Scan 1
84.94.119. 108 147.237.77.216  [lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
79.181.26.48  |israel 147, 237.76. 200 [ei tan aka i o1 | €AM NG Engine: TCP Invalid invalid segnent retransnission drop 513
Ret r ansm ssi on Packet dropped.
80.246.133.21 [ srael 147.237.76.42 |refush.idf.il  |Bad TOP sequence md:)evtrsa:;"zt wth different moni tor  [214
62.207. 60.231  |Netherl ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 200
212.235.98.139 |lsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 177
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 153
81.218.37.2 | srael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 112
62.207.60.231 |Netherlands 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 86
212.179.21. 194 |israel 147. 237.76. 200 [ei tan. aka i o1 | €3M NG Engine: TGP Invalid invalid segnent retransmssion drop 80
Ret r ansm ssi on Packet dr opped.
213.57.143.226 |Israel 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 65
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 54
100. 100. 41. 196 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 54
69.191.176.31 |United Kingdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 48
213.57.130. 121 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 38
95. 221. 215. 76 g;z:;nl on 147.237.76.200eitan. aka.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 34
66.249.81.218 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 32
100. 100. 115. 183 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 29
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
2.54.132.180  |israel 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 27
Ret r ansm ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.i | drop SAMrule drop 24
52.34.154.234 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
79.178.177.75 |israel 147.237.77. 233 |atal i df i Bad TCP sequence mdﬁrsaé‘asl"y Wth different moni tor |22
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
66. 249. 81. 215 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
208.115.111. 68 |Whited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 21
82.233. 248. 204 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
37.26.148. 174 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
100. 100. 83. 113 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
100. 100. 74. 119 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 16
157. 55. 39. 67 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
2.52.57.96 I srael 147,237, 77. 243 |mobi e i1 | S Ng Engine: TCP Invalid invalid segnent retransmssion drop 15
Ret r ansn ssi on Packet dr opped.
2.52. 15. 26 I'srael 147,237, 77, 243 |mbi e i i1 | €M NG Bngine: TCP Invalid invalid segnent retransmission drop 15
Ret r ansm ssi on Packet dr opped.
100. 100. 77. 33 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 13
80. 246. 133. 102 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
100. 100. 12. 170 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 12
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
107.170.61.36 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
79.182.109. 238 |Israel 147, 237, 76. 200 |eitan. aka. i of i1 || S@M NG Engine: TCP Invalid invalid segnent retransmssion drop 12
Ret r ansn ssi on Packet dr opped.
50.87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
80.246. 133. 102 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 11
212.179. 42. 66 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 11
207. 46. 13. 17 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
213.57.130. 121 |lsrael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 10
66.249. 79. 75 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
87.203.98.130 |Geece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
212.179.21.194 |lsrael 147.237.76.200|ei tan. aka. i df . i | Distributed Too Miny of the Same Response Code (404) B ock 78
79.181. 26. 48 I srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) Bl ock 66
176. 12. 145. 144 i srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 29
46. 19. 86. 67 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 25
176.13. 3. 232 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 22
. . O stributed Whaut hori zed URL Access on
212.199.53. 161 |[lsrael 147.237.72. 166 |aka. i df . i | e aka i i1/ufi/reaction B ock 9
2.54.132. 180 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 7
46.19. 86. 153 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
84.229.55.183 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 5
2.52.15. 26 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 5
. . DO stributed Whaut hori zed URL Access on
84.108.97.237 |[Israel 147.237.72. 166 [aka. i df . i | wweaka i i1/ufi/reaction B ock 5
185.32.179.79 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 4
2.54. 46. 245 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 4
. . . Unaut hori zed URL Access to
2.54.148. 235 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 B ock 3
54.244.22.103 |Wited Sates 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock
46. 19. 86. 60 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
. . . Unaut hori zed URL Access to
176. 13. 8. 47 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 3
185.32.179. 149 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock
46.19. 85. 49 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
109. 64. 219. 41 |Israel 147.237.72. 166 |aka. i df . i | Distributed Lhauthorized URL Access on B ock 2
viwy aka. i df il /ufi/reaction/
185. 32. 179. 215 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock
46.121.92. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
m ny- kosher - kravi . [Pramter Type Maation _
46. 19. 85. 175 I srael 147.237.0. 17 : ct1 00$Cont ent P acetbl der 1$t xt AreaRenarks in B ock 2
df.il mny-kosher-kravi.idf.il/tenpl ates/traini ng/ trai ni ng. aspx
2.54.10. 176 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock
213.151.35.218 [Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock
212.143.220. 92 |lIsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/igf B ock
Paraneter Type Mol ation
185. 27.105. 96 |l srael 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 2
wwy | aw i df . il/801-he/ pat zar . aspx
. . DO stributed Whaut hori zed URL Access on
93.173. 249. 242 |l srael 147.237.72. 166 [aka. i df . i | wweaka i i1/ufi/reaction B ock 2
46. 19. 86. 233 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
80. 246. 136. 222 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
. . O stributed Whaut hori zed URL Access on
176. 106. 227. 137|l srael 147.237.72. 166 |aka. i df . i | wweaka i i1/ufi/reaction B ock 2
79.176.26.194 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS Atack None
176. 12. 144. 169 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
D stributed Unaut hori zed Method for Known URL on
79.178.120. 157 |[Israel 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai i/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut hus |Bl ock 2
er
212. 150. 214.90 |israel 147.237.72. 166 |aka. i df . i | Distributed Lhauthorized URL Access on B ock 2
viwy aka. i df il /ufi/reaction/
46.121.46.192 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
109. 67.213. 1 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
. . Unhaut hori zed URL Access to
82.80.230.199 |[Israel 147.237.72. 166 |aka. i df . i | ot aka, i dff i1/ rai r sral i undef i ned B ock 1
] . . O stributed Whaut hori zed URL Access on
208.184.112.75 [Wited Sates 147.237.77. 216 (dover. i df . i | v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
. . O stributed Whaut horized URL Access on
79.178.177.75 |israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1135- hel at al . aspx Bl ock 1
Pal esti ni an - . S Lhtraceabl e Gonnection - Protocol violation
178. 215. 213. 206 Territory, Qecupi ed 147.237.77. 216 |dover . i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . O stributed Whaut horized URL Access on
93.172.64.195 |[Israel 147.237.72. 166 |aka. i df . i | wwvaka i df i1/ ufi/reaction B ock 1
221.231.6.246 |China 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to 147.237. 76. 30/ B ock 1
66.249. 66. 126 [l srael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 1
. . DO stributed Whaut hori zed URL Access on
85.64.173.189 |[Israel 147.237.72. 166 [aka. i df . i | W aka. i o i1/ htt ps: / ww aka. i of i1/ B ock 1
84.228.59.142 |Israel 147.237.72. 156 |anan. i df . i | Wnaut hori zed UL Access to B ock 1
wan anan. i df i |/ https:/ww aman.idf.il/
54.183.185. 124 |thited Sates 147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to 147. 237.76. 86/ B ock 1
152. 62. 109. 206 |Eur ope 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co Bl ock
46. 19. 86. 99 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
Unknown Par anet er
80. 230. 19. 43 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1

wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
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