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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 19164
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 3561
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 7

204. 42. 253. 130 Lhited Sates 147. 237.76. 202 e halag.idf.il[B ock Wp Al Nets drop 2

66. 249. 66. 96 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 1

204. 42. 253. 130 Lhited Sates 147.237. 76. 196 e.sviva.idf.il|B ock Udp Al Nets drop 1
82.166. 184. 140 | srael 147.237.76. 31 nakchal .idf.il|B ock_Udp All _Nets drop 1

204. 42. 253. 130 Lhited Sates 147.237.76. 201 e atal.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Count |
202.124.109.87 |New Zeal and 147.237.72.166 |aka.idf.il 3808: HITP. SQ Injection Variabl e Declarati on Evasion B ock 8
168. 63. 12. 166 Lhited Sates 147.237.76.42 |refuah.idf.il [3808 HITP. SQ Injection Variable Declaration Bvasion B ock 7
83.168. 248. 11 Sweden 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 6
2.54.17.116 I srael 147.237.76.42 |refuah.idf.il |CLO00004: HITP. options nethod (M crosoft) B ock 5
168. 63. 12. 166 Lhited Sates 147.237.76.42 |refuah.idf.il [6134 HITP. SQ Injection Variable Declaration Bvasion B ock 4
82. 80. 193. 244 | srael 147.237.72.166 |aka.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 3
93.172.144.215 |Israel 147.237.77.74 |lawidf.il C1000004: HITP. options nethod (M crosoft) B ock 2
168. 63. 12. 166 Lhited Sates 147.237.76.42 |refuah.idf.il [9785 HITP SQ Injection (Referer Header) B ock 1
212.235.62.200 |Israel 147.237.77.216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
106. 38. 241. 106  |China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 99 France 147.237.0.34  |tikshuv.idf.il |28 HITP. AhrefBot craw er B ock 1
151. 80. 31. 139 Italy 147.237.77.233 |atal .idf.il (228: HITP. AhrefBot craw er B ock 1
188. 165. 15. 227  |France 147.237.77.176 |matpash.idf.il (@228 HITP.  AwrefBot crawer B ock 1
198. 154. 238. 249 [lhited Sates 147.237.72.166 |aka.idf.il @25: HITP. access to adninistrator/index. php -> Quarantine B ock 1
83.168. 248. 11 Sweden 147.237.77.74 |lawidf.il 3809: HTTP. SQ Injection Evasion SQ. Conment Ter m nat or Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

46. 19. 85. 62 147.237.76.42 |Israel refuah.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 30
83.168.248.11 |147.237.77.74 |Sweden lawidf.il SQ Injection - Select From 21
168.63.12. 166  |147.237.76.42 |lLnited Sates |refuah.idf.il S Injection - Select From 17
202.124.109. 87 |147.237.72.166 |New Zeal and  |aka.idf.il SQ Injection - Select From 11
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
176.13.19. 72 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
139.217.27.17 [147.237.76.30 |China hi nush. i df i ET SCAN NVAP -sS w ndow 1024 1
84.228.29.115 |147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
82.102. 169. 113 |[147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 65. 37 147.237.76.42 |Lhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
212.179.21. 194 |147.237.77.216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
31.154.17.142  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
208.115.113. 89 |147.237.72.166|Wited Sates |akaidf.il portscan: TCP D stributed Portscan 1
23.95.248.139 |147.237.76.39 |Wited Sates |nobile neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
195. 160. 240. 11 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 237. 168. 157(147. 237. 76. 39 |Chi na nobi | e. nei tav. i df . i ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1

Potential Scan or Brute Force

121.12.127.94 |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.181.173. 108 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.0.130.116  [147.237.77.216|Sudan dover.idf.il portscan: TCP D stributed Portscan 1
31.6.71. 154 147.237.76.30 |Pol and hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country
31.171.244. 115 |Swtzerland 147.237.77. 226 "‘:‘"IW chamatz. aka. idf |4 o First packet ism't SWN drop 234
94.228.34.250 |United Kingdom|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 132
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 111
. . SWNretransnmit wth different .
80. 246. 130. 186 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 90
Sreanming Engine: TCP Invalid i i ssi
212.179.21. 194 |israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, 56
Ret r ansni ssi on Packet dropped.
. . SWNretransnmit wth different .
80. 246. 133. 3 I srael 147.237.77.234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 54
Sreanming Engine: TCP Invalid i i ssi
66.249.79.75 |tited Sates  |147.237.77.216|dover.idf.il 9 =g Invalid segnent retransmssion. |, 52
Ret r ansni ssi on Packet dropped.
. . SWNretransnmit wth different .
84.228.29.115 |lsrael 147.237.77.234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 46
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 44
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 38
69.41.14.215 |Wited Sates  |147.237.77.226 "‘;‘"I"“Cha"atz'aka' Mt 1 dr op First packet ismt SN drop 36
69.41.14.155  |Wited Sates  |147.237.77.226 "‘?"IWCha”mZ' aka.id |4 op First packet isn't SWN drop 36
sl SWNretransnmit wth different .
84.228.108. 104 |[lIsrael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence wi ndow scal e noni t or 35
185.32.179. 108 |Israel 147. 237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt Wi th monitor |34
di fferent w ndow scal e
178. 128. 235. 185|G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
66.249.81.212 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 33
212.0.130.116 |Sudan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
99. 89. 32. 38 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 30
46. 19. 85. 62 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 28
sl SWNretransnmit wth different .
212.179.21.194 [Israel 147.237.77. 234 |hal ag.i df . i | Bad TCP sequence wi ndow scal e noni t or 27
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 27
72.9.148. 10 Lhited Sates 147.237. 77. 216 [dover.i df i | drop First packet isn't SWN drop 24
Sreaming Engine: TCP Invalid i i ssi
85.64.135.12  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 24
Ret ransni ssi on Packet dr opped.
213.57.133.71 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 22
sl SWNretransnmit wth different .
87.68.73.0 I srael 147.237.77. 234 |hal ag.i df i | Bad TCP sequence wi ndow scal e noni t or 21
Sreanming Engine: TCP Invalid i i ssi
46.19.85.167  |Israel 147.237.77. 234 |hal ag.i of . 9 =g Invalid segnent retransmssion. | 19
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 19
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 19
reanin ine: TCP Invali i i ssi
2.54.21. 169 I srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid|invalid segnent retransnission drop 18
Ret ransm ssi on Packet dropped.
46. 19. 86. 185 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |17
Russi an . . -
66. 249. 81. 215 ration 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
100. 100. 6. 36 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
74.125.57.73 Uni ted Kingdom |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 16
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
172.56.12.203 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
212.199. 34. 114 |Israel 147.237.72. 166 |aka. i df . i | dr op Frst packet isn't SYN drop 16
91. 144. 30. 96 Z;'uglniﬁ(ab 147. 237. 77. 216 |dover. i cf . i | drop Frst packet isn't SN drop 16
88.191.108. 74 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
Sreanming Engine: TCP Invalid i i ssi
46. 19. 85. 81 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
sl SWNretransnmit wth different .
212.179.28.215 [Israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence wi ndow scal e noni t or 15
176.13.23.75 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |14
138. 134.192. 10 |l srael 147.237.72. 166 |aka.i df . i1 drop First packet isn't SWN drop 14
100. 100. 6. 36 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 12
81.218.241.25 [lIsrael 147.237. 72. 166 |aka.i df . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
109. 200. 30. 168 |United Ki ngdom |147.237.77.216 |dover.idf.il drop Frst packet isn't SWN drop 12
66.249.81.218 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
176.13.23.75 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 11
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
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|Top Attackers In V\AF|

Devi ce

A tacker

ountry Target Address |Site Sgnature Action ‘Count

2.54.168. 67 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 151
176.13.23.76  |lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 125
80. 246. 139. 172 |I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 124
2.54.168. 67 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 115
62.219.99.130 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 109
2.52.171.183 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 104
80. 246. 139. 172 |l srael 147.237.0.19 |[nadimatal .idf.i|DOstributed Too Many of the Same Response Code (404) Bl ock 94
176.13.23.76  |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 93
2.52.171.183 |Israel 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 92
62.219.99. 130 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 89
46. 19. 85. 52 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 43
46.19.85.129 [Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 41
2.54.55.52 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 24
176. 13. 6. 66 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 22
2.54.168. 67 I srael 147.237.0.19 |nadi matal . i df . i |Suspicious Response Code Bl ock 20
185. 32. 179. 161 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 7
2.54.168. 67 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 6
91. 205. 155. 144 |l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
46. 105. 98. 166 |France 147.237.77.216|dover. i df .i |l Mil tipl e Uhaut horized URL Access from 46. 105. 98. 166 B ock 5
185. 32. 179. 139 [l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 4
87.139. 239. 188 |Ger nany 147.237.77. 176 |nat pash. i df . i|  [Wauthorized URL Access to wwn cogat.idf.il/894-en Bl ock 4
46. 19. 85. 81 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
81.218.241.25 |[lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . il/$$$8282$5% B ock 4
176.13.10.57  |Israel 147.237.77. 234|hal ag. i df . i | \;Pf\rwa{?gierstgz_ea\tﬁ;'_?t o;fo?f/;iazrl? r:er; el ag, a5 Bl ock 3
185.32.179. 71 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response CQode Bl ock 3
149. 88. 143. 163 |I srael 147.237.72. 166 [aka. i df . i | Mul ti pl e Unaut hori zed Method for Known URL from 149. 88. 143. 163 Bl ock 3
176.13. 14. 128 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
185.32.179. 71 |Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Too Many of the Same Response Code (404) Bl ock 3
176. 13. 22. 154 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.54.188. 23 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 3
176. 12. 150. 129 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
80.246.136.5 |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46.19.86.117 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
2.52.13. 204 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Qode Bl ock 2
176. 12. 139. 203 | srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
176.13.2.230 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
46.19.86.159 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response CQode Bl ock 2
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waww navy. i df . i|/994-8613- he/ navy. aspx. aspx B ock 2
46.19.86.194 [Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL Bl ock 2
8. 37.234. 158 Lhited Sates |147.237.77.216|dover.idf.il Mil tiple Uhauthorized URL Access from 8. 37.234. 158 B ock 2
176.13.6.66  |Israel 147.237.0.19 |nadimatal .idf.i %ﬁ;‘f; _T)i'r(’jf_Yﬁ'ﬁgﬁ”e/cltémnﬁsmi _"";;’";g' der 1Stxthobile in Bl ock 2
107.178.194. 87 |ited Sates |147.237. 77. 216 |dover. i df .i | D stri utec H;;_t;g;éfﬁeﬁfecrcf;pzn Bl ock 2
176.13.17.19  |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
2.54.43. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
37.142.64.107 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
84.108. 156. 27 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
2.54.182. 10 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 2. 54.182. 10 Bl ock 1
66.249.79.79 |Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/21065- he/ do B ock 1
149.78.112. 213 |I srael 147.237.72. 166 |aka. i df . i | m;ﬁtﬁimﬁg’iﬁaﬁ:‘i gfc_ciels/s on Bl ock 1
212.199. 34. 114 |l srael 147.237.72. 166 |aka. i df . i | mmm:ungkm; i??ﬁrﬁ;rn/agg; Zi/r;m i resource axd None 1
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