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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 5
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 2
37.26.147. 162 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags drop 2
114. 80. 122. 91 Chi na 147. 237. 76. 200 eitan.aka idf.il |Block Np Al Net drop 1
185. 106. 94. 28 147. 237. 76. 200 eitan.aka.idf.il [Bock Np Al Net dr op 1
47.88.56. 170 Canada 147.237.76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
62. 210. 250. 215 France 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1
188. 165. 15. 127 France 147.237.77. 170 naar achot . i df . i | 28: HITP.  AhrefBot craw er B ock 1

195. 154. 187. 115 France 147.237.77.74 lawidf.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66. 249. 66. 109 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
109. 67. 107. 6 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
94. 230. 86. 129 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237. 76. 199 Ghi na e. nakchal .i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 156 Chi na aman. i df il ET SCAN Potential SSH Scan 1
31.154. 92. 164 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
208. 115. 111. 73 147.237.72. 166 Lhited Sates aka idf.il portscan: TGP D stributed Portscan 1
109. 235. 254. 181 147.237.77.19 Tur key | awforumidf.il ET SCAN NVAP -sS w ndow 4096 1
104. 192. 0. 226 147. 237.76. 30 Lhited Sates hi nush. i df i1 ET SCAN NVAP -sS w ndow 1024 1
79.181. 111. 204 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 167 Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
58.249. 25. 15 147.237.77. 176 Ghi na mat pash. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
31.6.71.154 147.237.72. 14 Pol and dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
94.228.34.250 |United Ki ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 132
46.19.85.74 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 95
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 54
71.222.40.219 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
100. 100. 69. 51 147.237.72. 166 |aka.i df . il drop Frst packet isn't SN drop 38
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 36
206. 190. 158. 75 |Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
176.12.140.63  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdg?vrsin;"lt wth different moni tor |31
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 29
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i df . i | drop SAMrule drop 29
108.59.253.71 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
94.230.85.236 |Israel 147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnissi on drop 24
Ret r ansm ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21
100. 100. 4. 230 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
183. 79. 219. 165 |Japan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
66.249.79.75  |wnited Sates  |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 18
Ret r ansm ssi on Packet dr opped.
114. 23. 235. 61 New Zeal and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
179. 43.141. 241 |Satzerl and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
5. 255. 253. 158 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
199.30.24.85  |Wited Sates  [147. 237, 77. 216 |dover 1ot 11 |27 AT NG Engine: TCP Invalid - Jinvalid segnent retransnmission. |, o 12
Ret r ansm ssi on Packet dr opped.
149.88.229.76 |Israel 147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnissi on drop 12
Ret r ansm ssi on Packet dr opped.
212.179.9.245 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
198. 58.103. 102 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
37.140.141. 2 :ZZ::FI on 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
66. 249. 81. 215 :Zg::tnim 147. 237.77. 216 |dover i df . ;; ?2':3?2 sir;g;r?e: TP Invalid ::;Vcak]eitd dsreggs:;. retransnissi on. drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
95.108. 158. 171 |USsian 147. 237.77. 216 |dover. i df . i | dr op First packet isnt SWN drop 11
Federati on
5.255. 253, 168 | 2SS 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 11
Federation
5.255.253. 150 | USSian 147. 237. 77. 216 |dover. i df . i | dr op First packet isnt SWN drop 11
Federati on
80.178.208. 185 |l srael 147.237.72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
87.203.98.130 |Geece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
79.182.171. 188 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber roni t or 10
157.55.39.227 |Wited Sates  |147.237. 77. 234 |hal ag.i f .i Streaning Engine: TCP Invalid finvalid segnent retramsmission. |, 10
Ret r ansm ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | dr op drop 10
220.255.98.33 |4 ngapore 147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dr opped.
212.235.69.34 |Israel 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
212.235.98. 139 |lsrael 147.237.72. 166 |aka.idf . il drop Frst packet isn't SN drop
82.102. 169. 113 | srael 147. 237. 77. 216 |dover. i df .| Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 9
Ret r ansm ssi on Packet dr opped.
219.74.38.243 |9 ngapore 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
37.26. 148. 147 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
128.242.249.10 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
81.218.198. 236 |[lsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 85. 96 | srael 147.237.72. 156 |anan.i df . il Bad TCP sequence I'nvalid ACK nunber noni t or 8
173.252.122. 117|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
37.26. 146.208 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
46. 19. 86. 73 | srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
176.13.5.111  |Israel 147.237.0.19  |madimatal igr. 1| M NG Engine: TP Invalid invalid segnent retransmssion. | o 8
Ret r ansn ssi on Packet dr opped.
5. 255, 253, 157  |WSSian 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 8

Federati on
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|Top Attackers In V\AF|

A tacker

Devi ce

waw i df . il /sip storagelfil es/ 1/ si ze220x0/ 16641. j pg

country Target Address |Site Sgnature Action ‘Count
176.13. 22. 237 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 66
80. 246. 139. 115 [l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 56
46.19.85.203 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 54
80. 246. 139. 190 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 37
85.250.198.1 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 35
176.13.5.111  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 32
80. 246. 139. 67 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 30
80. 246. 139. 82 |[lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 28
2.54.139. 95 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
80. 246. 139. 214 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 17
176.13.22.237 |israel 147.237.0.19 |nadimatal .idf.i I‘;cé.'\gfyzzo.fzg;'e Sane Response (ode (404) in Session from B ock 10
82.166. 137.19 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Wauthorized URL Access on wun aka. i df . i |/ $$$&282$$$ B ock 8
80. 246. 139. 115 |1 srael 147.237.0.19 |madimatal .idf . i ;'gt.)zl\égr.lyl;; tlimz Sane Response Code (403) in Session from 8 ock 8
85. 65. 46. 57 I srael 147.237.72. 166 [aka. i df . i | D stributed Whaut hori zed URL Access on v aka. i df .il/ufi/reaction/ B ock 7
80. 246. 139. 115 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
2.54.176.131 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
2.54.146.165 |lsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
80. 246. 140.56 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
211. 123. 214. 30 [Japan 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 211.123. 214. 30 B ock 4
185.32.179. 66 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 4
80. 246. 140. 204 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 4
80. 246. 140. 204 [l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 3
176.13.9.136 |Israel 147.237.76.31 |nakchal .idf.il [Paraneter Type Mol ation search in v nakhal .idf.i1/1072- he/ nakhal . aspx |Bl ock 3
80. 246. 140. 236 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
176.13.9.204 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
176.13.1.252 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.108. 237.95 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
80. 246. 140. 136 [l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 3
80. 246. 136. 217 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46.19.85.203 |Israel 147.237.0.19 |nadimatal .idf.i Ei;?f:;?;l T{%‘?.\iﬂl3':;&‘}”6/%(')32_3;&?;3?;?;’;‘;3 der1stxtdty in Bl ock 2
2.54.99. 15 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 57 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
80. 246. 140. 136 |I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
85. 250. 138. 148 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
80. 246. 140. 136 |l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Too Mny of the Sane Response Code (403) B ock 2
46.19.86.238 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46. 19. 85. 56 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185.32.179. 74 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
176.12. 140. 63 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ r eset . css B ock 1
37.26.148. 246 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Protocol violation (SSL_QONN QLI ENT_HELLO None 1
107.178. 184.79 |Urited Qates [147.287.77. 216(dover. i df i1 [0 1 GG IS T oo o Bl ock 1
68.180. 228. 112 [Lnited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Qode B ock 1
204.13.200. 200 |Uited Sates 147.237.77.216|dover.idf . il 0T oeC 1?;‘;‘;%;?3(9%\/?22;” Bl ock 1
66. 249. 66. €9 | srael 147.237.77. 176 [nat pash. i df . i | mmcggia; .Ziegf .uinL/ ngejlsi :n‘oor nat i on/ i dkoni m pages/ ayosh15092010. aspx B ock !
2.52.170.181 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46.19.85.243  |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
46.19.85.199 |[Israel 147.237.76.42 |refuah.idf.il Abnorrmal |y Long Request et hod B ock 1
109. 253, 90. 65 I srael 147.237. 72. 166 |aka. i df . i | tknoun Parareter gi—y\ﬂsﬁgﬁ iWED n None 1
66.249.79.79 |Israel 147.237.77. 216 |dover.idf.i Unaut hori zed URL Access to wanidf.il/international _training Bl ock 1
199. 16. 156. 126 |Wnited Sates |147.237.77.216|dover . i df . i | thaut hori zed URL Access to Bl ock 1
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