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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1131
66. 249. 78. 89 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 171
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 165
81.218. 5. 130 I 'srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 5
62.219. 254. 22 I srael 147.237. 72. 166 aka.idf.il Bl ock Udp All Nets drop 3

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka. idf.il |B ock Udp All Nets drop 3
114. 80. 122. 91 Chi na 147.237.76. 197 e hinush.idf.il B ock Np Al _Net drop 1
114. 80. 122. 91 Chi na 147.237. 76. 198 e.yohal an.idf.il B ock Np Al Net dr op 1
114.80. 122. 91 Chi na 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al Net drop 1
114. 80. 122. 91 Chi na 147. 237. 76. 196 e svivaidf.il Block Np Al Net drop 1
185. 106. 94. 28 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address
151. 80. 31. 130

|Attacker Gountry

Italy

Target Address
147.237.72. 166

|Site
aka.idf.il

Sgnature

Devi ce Action

|Oount

28: HITP. AhrefBot craw er Bl ock 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il 8262: HITP. Joworis DoS Tool B ock 1
188. 165. 15. 227 France 147.237.77. 176 nat pash. i df .i | C228: HITP.  AvrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 96 147.237.72.166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
213. 168. 248. 217|147. 237.76. 38 |Irel and eenetav.id.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 161 |147.237.76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.35 [China akaws. i df .i | ET SCAN Potential SSH Scan 1
180.97.106. 37  [147. 237. 76. 199 |Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
46.228.207.18 |147.237.0.16 |Ger many ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
139.217.27.17 |147.237.8.24 |China elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
23.95.248.139 |147.237.76.42 |Uhited Sates |[refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
98.119.105. 221 [147.237.72.14 |thited Sates |dover.idf.il(old) ET SCAN NVAP -sS wi ndow 4096 1
94.102. 48.195 |147.237. 76. 201 [Net her | ands e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 235 |Chi na sviva idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 74 |China lawidf.il ET SCAN Potential SSH Scan 1
213. 168. 248. 217|147. 237. 77. 216 |Irel and dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
180.97.106.37  |147.237.77. 176 |Chi na mat pash. i df .i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 118 |147.237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.79. 136. 20 147.237.8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 1
119 115 84. 171 1147 237 0. 16 |chi na ny- kosher-kravi i of i ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
23.95.248.139 |147.237.76.34 |[Whited Sates |yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
98.119. 105. 221 |[147.237.72.14 |Wited Sates [dover.idf.il(old) ET SCAN NVAP -sS wi ndow 3072 1
59. 45. 79. 117 147. 237.77. 170 |Chi na nmaar achot . i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

ountry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 808
82.145.219.85 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 272
85.128. 142. 60 |Pol and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 128
205.203.135.1 |[lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 102
82.145.219.85 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 91
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 54
66.249.79.75 |Uited Sates  |147.237.77.216 |dover.idf.il Streaming Engine: TCP Invalid invalid segnent retransmssion drop 44
Ret ransm ssi on Packet dr opped.
195. 200. 205. 2 |l srael 147.237.77. 234 |hal ag.idf.il drop First packet isn't SYN drop 37
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 25
37.26.148. 251 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
86. 134.83. 167 |United Ki ngdom|147.237.77.216|dover.idf.il drop First packet isn't SN drop 19
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
157.55.39.129 |[lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
66.87.117.201 |United Sates [147.237.77.176|natpash.idf.il  |dr op First packet isn't SN drop 14
5. 255. 253. 157 gjj;’}on 147. 237. 77. 216 |dover.i df . i | drop First packet isnt SWN drop 14
164. 112. 249. 26 |Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
54.72.73.168 [lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
195. 200. 205. 2 |Israel 147.237.77. 234 |hal ag. i df . i | Bad TCP sequence mdgirsaé‘;"lt Wth different monitor |13
198. 58. 102. 155 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
109. 200. 30. 168 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
95.86.97.191 [Israel 147. 237. 77. 216 |dover. i cf . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 12
Ret r ansn ssi on Packet dr opped.
198.58.96.215 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
50. 87. 144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
157.55.39. 181 |Uited Sates  |147.237. 77 234 |l ag ich it || S2MNG Engine: TP Invalid finvalid seqnent retransnission. | 10
Ret r ansn ssi on Packet dr opped.
87.203.98.130 |Geece 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
141.8.142. 11 :Zj:rni o 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 9
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
66. 249. 81. 215 gjj;’}on 147. 237. 77. 216 |dover. i df . i | ?He; ?Zr:srrfi] SES?gcl):e: TP Invalid Lg‘é?(!td dsregggg;_ retransmssi on. drop 8
207. 46. 13. 87 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
66.249.79.79 |lnited Sates  |147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid il id segnent retransmssi on drop 8
Ret r ansn ssi on Packet dr opped.
37.140.141.2 |RWSSIan 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 8
Federati on
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
95. 108. 158. 152 :Zj:rni o 147. 237. 77. 216 |dover. i cf . i | drop Frst packet isn't SN drop 8
54.244.22.103 |[lhited Sates 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop
92.247.181.31 |Bugaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
207.46.13.17 [Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
5. 255. 253. 158 RFQ‘EZLS‘I”I o 147.237.77. 216 |dover. i df . i drop First packet isnt SWN drop 8
138. 134. 102. 15 |l srael 147.237.72. 167 |ishurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
79.179. 190. 33 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |imvalid segrent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
5. 255. 253. 168 gz;:{: o 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 6
46.19. 85. 2 | srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Inval id ACK nunber noni t or 6
157.55.39. 226 |Wited Sates  |147.237.77. 234 |hal ag.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
5. 255, 253, 150 |SSian 147.237.77. 216 |dover. i df . i drop First packet isnt SWN drop 6
Federation
95. 108, 158, 171 |SS N 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 6
Federati on
208.115.113. 89 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
72.193.135. 227 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
199. 30. 25. 172 g;gg 147.237.76.200(ei tan. aka. i df . i| |Too Many of the Same Response Code (404) in Session from199. 30.25. 172 |B ock 3
2.54.28.0 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
185. 32.179. 24 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
. . D stributed Unaut hori zed URL Access on
91.143.80.201 |Germany  [147.237.77.216|dover.idf.il wiw i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
80. 246. 136. 197 [I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
80. 246. 139. 185 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None
. . D stributed Unaut hori zed URL Access on
81.7.14.25 Ger many 147.237.77. 216 |dover.i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
68. 180. 228. 112 g';tt:g 147.237.77.216|dover.i df . il D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 115 [l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_ st oragel 111 es/ 4/ si e100x0/ 3044 j pg B ock 1
Lhited . . D stributed Unhaut hori zed URL Access on
208.184.112. 74 | 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
174. 129. 228. 67 g“;:gg 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
84. 108. 209. 134 | srael 147.237.72. 166 |aka. i df . i | thknown Parameter _M EVSTATEENCRYPTED | n None 1
ww aka. i df . i |/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
66.249.79.119 |Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ 1133- 13766- he/ dover . aspx  |Bl ock 1
Lhi ted . . D stributed Unhaut hori zed LRL Access on
107.178.194.87 [ 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
68. 180. 230. 29 gq;tt:: 147.237.77. 176 |nat pash. i df . i | Paraneter Type M ol ati on PageNumin ww cogat . i df . il/901-ar/ cogat . aspx B ock 1
66.249.66.96 [Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
Lhited . . D stributed Unhaut hori zed URL Access on
208.184.112.75 | -\ o 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.79.121 |[Israel 147.237.77. 216 |dover.i df . il 147.237. 7. 216/ 1133- 20701 he/ i df gdover . aspx Bl ock 1
Lhited . . D stributed Unhaut hori zed URL Access on
199.59.148. 210 Sates 147.237.77. 216 dover . i df . i wwy i df.il/sip storage/fil es/6/si ze220x0/ 4636. j pg Bl ock !
2.54.96. 192 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
141. 212.122. 96 g";tt:g 147. 237. 76. 147 |chi nuch. aka. i df . i|Ml formed URL proxyt est. zmap. i o: 80 B ock 1
66.249.66.99 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237. 72. 166/ B ock 1
187.183. 135. 77 |Rrazi | 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
95.86.97.191 |lsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 1
66.249.79. 123 |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ 1133- 17762- he/ dover . aspx  |B ock 1
2.54.153.131 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207. 46. 13. 143 g;gg 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 143 B ock 1
149. 88. 101. 222 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SS. Sessi ons from 149. 88. 101. 222 (sigal gs DoS Attack) |None
66. 249. 66. 103 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
188. 165. 234. 52 |France 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/tenpl at es/ honepage/ Bl ock 1
Unaut hori zed URL Access to
95.86.115. 14 |lsrael 147.237.77. 216 |dover.idf . il W i df . i1/ 1134- 9291- he/ dover . aspx&a=u&ed=0ahukewi hokgf n6j j ahxcpx |B ock 1
okhugf cbwgf ggdnak&usg=af gj cnf ehunf 14ki 7u2ynj ggpl j n2epf qq
66.249.79.195 |[Israel 147.237.72. 156 [aman. i df . i | Unhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
64. 19. 78. 242 g;gg 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
207. 46. 13. 143 ;h;ttss 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to wa nakhal . i df.il/page. asp B ock 1
157. 55. 39. 38 g;gg 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/ B ock 1
66. 249. 66. 126 |l srael 147.237.77. 170 [maar achot . i df . i | |Whaut hori zed LRL Access to 147.237.77.170/ B ock 1
195. 200. 205. 2 |l srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f Bl ock
2.54.27.172 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs DoS At ack None
Lhi ted . . D stributed Unaut hori zed LRL Access on
107.178.194. 87 o 147.237.77. 216 |dover.i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
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