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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1879

62. 219. 254, 22 | srael 147.237.72. 167 i shurimaka.idf.il B ock_Udp All _Nets drop 2
93.174.93. 151 Net her | ands 147.237.76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1

142. 4. 193. 203 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Bl ock Udp All Nets drop 1

185. 106. 94. 28 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount

151. 80. 31. 142 Italy 147.237.77. 74 lawidf.il 228: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 75. 44 147.237.77. 233 Lited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
23. 95. 248. 139 147. 237. 72. 156 Lhited Sates anan. i df il ET SCAN NMAP -sS wi ndow 1024 1
139. 217. 27. 17 147.237.8.14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23. 95. 248. 139 147.237.72. 14 Wited Sates dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
193. 201. 224. 32 147.237.77. 216 Wkrai ne dover.idf.il ET WB_SERVER Poi son Nul | Byte 1
85. 90. 247. 26 147. 237. 76. 86 Uhi ted Ki ngdom navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

count ry Target Address |Ste Signature
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2243
205.203.135.1 |[lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 146
50. 154. 127. 47 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 66
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 52
Sreaning Engine: TP Invalid i i ssi
66.249.79.75 |Wited Sates  |147.237.77. 216 |dover.idf.il 9 =9 Inval i d segnent retransnission. drop 52
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 49
52.34.84.5 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
52.34.168.115 |[lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47
198. 251. 60. 100 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf .i | drop SAMrul e drop 26
82.145.219. 85 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
Russi an . . -
37.140.141. 2 ration 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
5. 255. 253. 150 F“Sfia” 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SWN drop 16
. ) . ration . L T7. Lidf.
120.19.99.16 |Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
156.111.111. 81 |Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Russi an S -
95. 108. 158. 171 ration 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SN drop 10
5. 255. 253. 157 F“Sfia” 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SWN drop 10
. ) . ration . L T7. Lidf.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
52.34.39. 182 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
50. 87. 144. 145 |[lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Russi an S -
5. 255. 253. 158 ration 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
Sreaming Engine: TCP Invalid i i ssi
66.249.79.79 |Wited Sates  [147.237.77. 216 |dover.idf .il 9 =9 Invalid segment retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
Russi an S -
5. 255. 253. 168 erati on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
108. 71. 34. 83 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TP Invalid i i ssi
66.249.79.77 |Wited Sates  |147.237. 77. 216 |dover. i of .i 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
68. 180.228. 112 [Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TP Invalid i i ssi
66.249.78.5  |Wited Sates |147.237.0.19 |madimatal.idf.i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 65. 180. 87 |l srael 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
79.183. 140. 207 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109. 200. 30. 168 |Uni ted Ki ngdom|147.237.77.216|dover.idf.il drop First packet isn't SN drop 6
107.178.194. 87 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Russi an S -
95. 108. 158. 152 erati on 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 6
157.55.39.129 |[lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
Russi an s .
141. 8. 142. 11 leration 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
85. 10. 210. 199 |Ger nany 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
82.132.218. 244 |Uni ted Ki ngdom|147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 86. 76 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
Russi an . . -
5. 255. 253. 170 ration 147.237.77. 216 |dover.idf.il drop FHrst packet isn't SN drop 4
24.218.80.94 [lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
107.178.194. 79 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
41.33.231.90 |Egypt 147.237. 77. 216 |dover.idf .i | drop drop 4
207.46.13.87 [lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
65.19. 138. 34 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TGP Invalid i i ssi
79.177.137.76 |israel 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 243 |thited Sates  |147.237.72. 166 |aka idf il 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.54.162.225 |Israel 147.237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess Sgnature Action ‘Count
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Mitiple Illegal HITP Version from181. 61. 83.30 B ock 3
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Mil tipl e Mal formed HTTP Header Line from 181. 61.83. 30 B ock 3
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Mil tiple Aonornal Iy Long Header Line from 181.61.83.30 Bl ock 3
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Mil tiple Mal formed URL from 181. 61. 83. 30 B ock 3
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Mil tipl e Abnormal Iy Long Request from 181.61. 83. 30 B ock 3
. . Unaut hori zed URL Access to
213.251. 182. 103 France 147.237. 77. 176 [nat pash. i of . i | wwwy cogat . i df.il/sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src Bl ock 3
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Mil tipl e Unknown HTTP Request Method from 181. 61. 83. 30 B ock
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Code Character in Header Nane from 181. 61.83.30 [B ock
8.37.233.32 Uhited Sates |[147.237.77.216|dover.idf.il Mil tiple Unaut horized URL Access from 8. 37.233. 32 Bl ock
5. 255. 253. 168 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Distributed Suspicious Response Gode B ock 2
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Ml formed HTTP Header Line 1 B ock 1
37.140. 141. 2 RJSIS:;”i o 147. 237.77. 216 |dover . i df . i | Distributed Suspicious Response Gode B ock 1
157.55.39. 112 |Uited Sates [147.237.72.166|aka.idf .il Unknown Paraneter docid in aka.idf.il/chamatz/ miktzoa/default.asp  [None 1
] . . D stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |Wited States  [147.237.77.176 |nat pash. i df . i | Wi cogat i df i 1/1930- he/ cogat . aspx B ock 1
66. 249. 66. 99 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
] . . Unhaut hori zed URL Access to
8.37.70.163 United Sates 147.237.77. 216 [dover . i df . i | waw i df . i |/ english/ &sg=al kj r hgu3h7mm aey5guodOr t pkdaedt ow Bl ock !
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Abnornal |y Long Header Line request header nane Bl ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
- . Unaut hori zed URL Access to
66.249.79.123 |Israel 147.237.77. 216 |dover . i df . il 147.237.77. 216/ 1133- 19737- he/ i df gdover . aspx Bl ock 1
. . . NULL Character in URL
193. 201. 224. 32 [krai ne 147.237.77. 216 |dover.i df .| J engl i shi or gani zat i on/ homef ront / honef ront 2. st nf [ 40] ] B ock 1
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Mal formed URL noved</tit| e></ head><body> Bl ock 1
50.154.127.47 |[Uited Sates  |147.237.77. 216 |dover.idf . il Paraneter Type Viol ation ct! 00SCont ent B acetbl der 18txt Enai | in B ock 1
wwy i df . i 1/1038-en/ dover. aspx
157.55.39. 129 |lhited Sates |147.237.77.216|dover.idf.i | Distributed Suspicious Response Code B ock 1
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wwited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
84.228.235.12 |lIsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
66.249.67.242 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ituri niasp/ wars. asp Bl ock 1
Unaut hori zed URL Access to
8.37.71.43 Uhited Sates |[147.237.77.216|dover.idf.il ww i df . i | /1516- en/ dover . aspx&usg=al kj r hj 96exej nki 04dqwy 7r xot zsl _|B ock 1
9-9
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
] - . DO stributed Whaut hori zed URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
68.180.228. 112 |[lhited Sates [147.237.77.216|dover.idf.il Distributed Suspicious Response Gode Bl ock
195. 154. 146. 225|France 147.237.77.74 [lawidf.il I11egal HITP \ersion HITH B ock
. - Unaut hori zed URL Access to
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ shar ed/ aj ax/ cr eat ecapt chai nage. aspx B ock 1
157.55.39.243 |Uiited Sates |147.237.72. 166 |aka. i df .i | Wnknown Paranet er 136cd360 in None 1
wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx
207. 46. 13. 87 Uhited Sates |[147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 1
93. 160. 60. 22 Dennar k 147.237.77.216|dover . i df . i | Distributed Suspicious Response Gode Bl ock 1
66. 249. 79. 75 I srael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock
. . . Il'legal Byte Code Character in Header Nane <h2>(hj ect noved to <a
181.61.83.30  [Col onbia 147.237.76.42 |refuah.idf.il hr ef =" 921 894- heo@! Ref uah. aspx” sher e</ as. </ h2> B ock 1
141.212.122.96 |Uhited Sates |147.237.0.15 |kosher-kravi.idf.i|Miltiple Malformed URL from 141.212. 122. 96 B ock 1
68.180.228.112 |[hited Sates |[147.237.77.216|dover.idf .il Paraneter Type M ol ati on PageNumin waw i df.il/1381-he/ dover.aspx |B ock 1
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf . il I11egal HITP \ersion HITH Bl ock 1
66. 249. 66. 94 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
173.252.102. 115|thited Sates |147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to www i df . il/894-en/ i df gdover. aspx B ock 1
95.108. 158. 152 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.i df .i | D stributed Suspi ci ous Response Code Bl ock 1
66.249. 79. 79 | srael 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Code B ock 1
8.37.233.32 LUhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df . il/shjavascri pt Bl ock 1
181. 61. 83. 30 Col onbi a 147.237.76.42 |refuah.idf.il Ilegal HITP \ersion Bl ock 1
149. 88. 101. 222 |Israel 147.237.72. 166 |aka. i df . i | SSL ULhtraceabl e Gonnection - sigal gs DoS Attack None 1
] - . Unaut hori zed URL Access to
199.59. 148. 211 |lhited Sates |147.237.77.216|dover.idf.i | v df i1 /si p_storagel fi 1 es/ 6/ si ze220x0/ 4636. ] pg B ock 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/dover/site/ mai npage. asp B ock 1
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