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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 491

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 9
93.174.93. 151 Net her | ands 147. 237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1

185. 106. 94. 28 147. 237.76. 30 hi nush. i df .i | Block Np All Nt drop 1

146. 185. 239. 100 Russi an Federation 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1

185. 106. 94. 28 147.237. 76. 147 chinuch. aka.idf.il |[Block Np Al Net drop 1

188. 138. 1. 218 Ger nany 147.237. 76. 38 eeneitav.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 78. 82 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
178.79. 182. 42 147.237.8.24 Uhi ted Ki ngdom elifestyle.idf.il ET SCAN Potential SSH Scan 1
141. 105. 71. 68 147. 237. 76. 197 Russi an Feder ati on e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
141. 105. 71. 68 147.237.72. 14 Russi an Feder at i on dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 195 147. 237. 8. 46 Net her | ands e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.117. 209. 136 147. 237. 76. 200 Lhited Sates eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.6.71.154 147.237.72. 14 Pol and dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
178.79. 182. 42 147.237.0. 17 Uhi ted Ki ngdom mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
141. 105. 71. 68 147. 237.76. 176 Russi an Feder ati on test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
141. 105. 71. 68 147. 237.8. 45 Russi an Federation eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 90. 247. 26 147.237.77.170 Uhi ted Ki ngdom naar achot . i df . i | ET SCAN Potential SSH Scan 1
23. 95. 248. 139 147. 237.77. 176 Lhited Sates nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

ount ry Target Address |Ste Signature
208.115.111. 73 |Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
54.224.21.23 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 41
66.249.79.75 |lited Sates |147.237.77. 216 |dover.idf. il Streamng Engine: TCP Invalid |invalid segnent retransmssion drop 34
Ret r ansni ssi on Packet dr opped.
68.180.229. 94 |lhited Sates 147.237.0.15  |kosher-kravi.idf.illdr op SAMrul e drop 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
68. 180. 228. 112 |Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 30
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 28
66.87.117.235 |[lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
190. 56. 92. 213 |Quatenal a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
128.242.249. 10 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
162. 243.69. 172 |Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
109. 200. 30. 168 |Uni t ed Ki ngdom|147. 237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
1.127.48.73 Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
95. 108. 158. 171 gjj:t”i o 147. 237. 77. 216 |dover. i df .i drop Frst packet isn't SIN drop 10
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
41.33.231.90 |Egypt 147.237. 77. 216 [dover.i df .i | drop drop 9
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
63. 143. 203. 44 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
5. 255. 253. 157 RFQZ::;? o 147. 237. 77. 216 |dover. i of . i | dr op First packet ism't SWN drop 8
95. 108. 158, 152 |5 an 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 8
Federati on
54.72.73.168 [lreland 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
5. 255. 253. 158 :Z:;”I o 147.237. 77. 216 |dover. i df .i drop First packet isn't SIN drop 8
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
5. 255. 253. 168 gz;:tnl o 147. 237. 77. 216 |dover.i df .i | drop Frst packet isn't SIN drop 8
52.16.5.197 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
5. 255. 253. 150 RF;Z::;T o 147. 237. 77. 216 |dover. i of . i | dr op First packet isn't SWN drop 8
172.56.29. 8 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
66.249.66.96 |UWited Sates |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
207.46. 13. 17 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
37.140. 141. 2 RF;Z:::;" o 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 6
5. 255. 253. 170 |XSSIan 147. 237. 77. 216 |dover.i df .i | drop Frst packet isn't SIN drop 6
Federati on
66.249.79.79 |lited Sates |147.237.77. 216 |dover.idf. il Streaming Engine: TCP Invalid finvalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
40.77.167.0 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
141.8.142. 11 RF;ZZ:;I: o 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 5
81.216.205. 40 [Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
165. 123. 68. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
70.190. 211. 27 |[lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
54.244.22.103 |lhited Sates 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 4
157.55.39.128 |[lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
52. 33. 66. 29 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
66.249. 79. 75 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
66. 249. 79. 119 |[Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
128.242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
66.249.79.119 |[lIsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 3
66. 249. 79. 75 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
168.63.12.166 |Uited Sates  [147. 237. 72. 156 [anan.idf . Bad TCP sequence mdr;tvr;”jit Wth different moni tor |3
79.180.24.243 |Israel 147.237. 72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
157.55.39.129 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
66.249.79.119 |(Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop




11-24-2015-04:04:02 to 11-24-2015-05:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
87. 69. 105. 83 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.12.142.0 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
46.19. 85. 225 I srael 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 2
66. 249. 66. 96 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates  |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- hel dover . aspx. Bl ock 2
66. 249. 79. 75 I srael 147.237.77.216|dover . i df . i | Distributed Suspicious Response Code B ock 1
. . D stributed Uhauthori zed URL Access on
46.166. 188. 250 |Netherl ands 147.237.77. 216 |dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
208.115.111.73 [lhited Sates 147.237.77. 216 |dover.idf . il Distributed Suspici ous Response Code B ock
141.212.122.96 |Uhited Sates 147.237.72.167|i shuri maka. i df.il Mil tiple Malformed URL from 141. 212, 122. 96 B ock
5. 144. 60. 251 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 65. 220. 87 | srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ i v sachar/ r equest . aspx None 1
66. 249. 66. 96 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter pop in ww aka. i df.il/mai n/ hone/ None 1
168. 63.12. 166 |United Sates 147.237.72. 156 [anan. i df . i | Mil ti pl e signatures from168.63.12. 166 B ock
46.19. 85. 125 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL B ock
; . ] D stributed Uhauthori zed URL Access on
107.178.194.87 |lhited Sates  |147.237.77.216|dover.idf .i| v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249.79.119  |Israel 147.237.77. 216 [dover. i df . il 147.237. 77, 216/ 1153- he/ dover . aspx B ock 1
. . D stributed Uhauthorized URL Access on
46.166. 190. 162 |Net her| ands 147.237.77. 216 |dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
] . . D stributed Uhauthori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216 [dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
141.212.122.96 |Uhited Sates 147.237.76.86 |navy.idf.il Mil tiple Malformed URL from 141.212. 122. 96 B ock 1
5. 255. 253. 157 RJSIS;:Fi on 147.237.77. 216 |dover. i df . i | D stributed Suspici ous Response Gode B ock 1
66.249.67.234 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
. . Unknown HTTP Request Met hod
46.19. 85. 125 I srael 147.237.77.216|dover.idf .i | essi onl d=cdl nsvesuays3j 45znkndj b2 i n URL B ock 1
110.92.98.1 S ngapor e 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw idf.il/anan Bl ock 1
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover. i df . i | D stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
66.249.65.112 |Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel 11 es/ 4/ si ze100x0/ 2764, j pg B ock 1
141.212.122.96 |Uited Sates 147.237.77.234|hal ag. i df . i | Mal formed URL proxyt est. zrmap. i 0: 80 Bl ock 1
5. 255. 253. 158 RJsls;;ni on 147.237.77.216|dover. i df . i | D stributed Suspici ous Response CGode Bl ock 1
’ . . DO stributed Unaut hori zed URL Access on
107.178.194.79 |Wited Sates  [147.237.77.216|dover. i df .i| v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
. . . Unhaut hori zed URL Access to
66.249.78.170 |[Israel 147.237.76.200|ei tan. aka.i df .i | v ei tan. aka. i f . i 1/t enpl at es/ honepage/ homepage. aspx B ock 1
’ . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates  |147.237.77.216 [dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
m ny- kosher -kravi . i d
111. 206. 116. 217|Chi na 147.237.0. 17 f Inly Unaut hori zed URL Access to 147.237.0. 17/ honme B ock 1
’ . . Uhaut hori zed URL Access to
68.180.228.175 [Wited Sates  [147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994~ 9043- he/ r ef uah. aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
149. 202. 98. 161 |Ger many 147.237.77.216|dover.idf .il v i df i | / 1133- 22638- hel dover . aspx. B ock 1
5. 255, 253. 170 RJSIS:;ni on 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77.216|dover.idf .il v i df i | / 1133- 22638- hel dover . aspx. B ock 1
66.249.78.184 | srael 147.237.76. 200 |ei tan. aka. i df . i | thaut hori zed LR Access to : Bt ock 1
Wy ei tan. aka. i df.il/tenpl at es/ opevent/opevent. i n. aspx
46. 19. 86. 214 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
111. 206. 116. 217|Chi na 147.237.0.19 |[madi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ hone B ock 1
68.180.229. 173 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
. . Unknown Paraneter p in
66. 249. 66. 96 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ gi yus/ f or und asp/ show or um asp None 1
168.63.12.166 |lhited Sates 147.237.72. 156 |anan. i df . i | MSQ Data Retrieval with Inplicit  Qnversion Erors None 1
46.19. 85. 125 I srael 147.237.77. 216 |dover. i df . i | Abnormal |y Long Request net hod B ock 1
107.178.194.87 |Wited Sates  |147.237.77.216|dover. i df . il Distributed thaut hori zed URL Access on B ock 1

waw i df . i1/ 1133- 22461- he/ dover . aspx.
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