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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 155

60. 174. 198. 81 Chi na 147.237. 76. 202 e halag.idf.il JLM Under At tack_Con_Tcp drop 2

115. 239. 228. 8 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |Frk Under Attack Con Htp drop 2

66. 249. 79. 75 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

104. 192. 0. 226 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ock Udp All _Nets drop 1

185. 106. 94. 28 147. 237. 76. 197 e. hi nush. i df .| Block Np Al Net drop 1

115. 239. 228. 8 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |Frk Purple Gon_Limt Htp drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Oount
210. 209. 85. 92 Hong Kong 147.237.77. 216 dover.idf.il 0854: HITP. upl oad* Access B ock 3
151. 80. 31. 139 Italy 147.237.77. 233 atal.idf.il 28: HITP.  AhrefBot craw er B ock 1
188. 165. 15. 127 France 147.237.77. 170 naar achot . i df . i | 28: HITP. AhrefBot craw er Bl ock 1
192. 166. 218. 214 Pol and 147.237.77. 216 dover.idf.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66. 249. 79. 84 147. 237. 76. 86 Lhited Sates navy. i df.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 89 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sSA (2) 2
213.168. 248. 217 147. 237. 8. 50 Ireland e tikshuv.idf.il ET SCAN Potential SSH Scan 1
173. 14. 248. 34 147.237.76. 148 Lhited Sates gocent er. aka. i df . | ET SCAN NMAP -sS wi ndow 1024 1
139. 217. 27. 17 147. 237. 76. 86 Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.228.207.18 147.237.77. 234 Ger many hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.7.199. 208 147.237.0. 15 Net her | ands kosher -kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
173. 14. 248. 34 147. 237. 76. 148 Lhited Sates ggcenter. aka. i df .i| ET SCAN NVAP -sS w ndow 4096 1
139. 217.27. 17 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 35. 151. 192 147. 237.76. 38 e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.108. 149. 17 147.237.8.14 I srael e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.6.71.154 147. 237.77. 205 Pol and prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Feder at i on

ountry Target Address |Ste Signature
37.231. 242. 251 |Kuvai t 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 261
208. 115. 113. 89 [Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 127
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 102
85.25.103. 119 |CGer many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 96
66.249.79.75 |Uited Sates  [147.237.77. 216 |dover.iar. i1 | SAM NG Engine: TP Invalid - linvalid segnent retransmission. |, o) 66
Ret r ansm ssi on Packet dr opped.
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 46
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 38
75.104.23.170 |[lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
73.152.154. 234 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32
109. 200. 30. 168 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
208.54.37.172 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
204.12.251.37 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
107.167.117. 26 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 20
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 19
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
66.249. 79. 75 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
50. 116. 30. 23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
162. 243. 73. 200 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
198. 58. 103. 114 |Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 12
198. 58. 103. 115 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
208.115.111. 73 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
207.46. 13. 17 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 9
77.250.201. 52 |Netherl ands 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 9
40.77.167.0 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
199.17.232.4 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
95. 108. 158. 152 gj;;”l o 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SN drop 8
65.19.138.33 [Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
207. 46. 13. 87 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
68. 50. 95. 209 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
76.108. 162. 135 [Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
207.46.13.17 |lited Sates  |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 6
Ret r ansn ssi on Packet dr opped.
65.55.210.26 |Wited Sates  |147.237. 77. 216 |dover.idf i1 Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
66.249.79.79 |lited Sates  |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 6
Ret r ansn ssi on Packet dr opped.
2.52.37.59 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
95. 108. 158. 171 gjj;’} o 147.237.77. 216 |dover. i of . i | drop First packet isnt SWN drop 6
73.141.237.42 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.54.170.35  |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TP Invalid  finvalid segnent retramsmission. |y 6
Ret r ansn ssi on Packet dr opped.
79. 183. 140. 207 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
173. 34. 186. 54 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
5. 255. 253. 150 233:3 o 147. 237. 77. 216 |dover.i df . i | drop First packet isnt SWN drop 6
107.178.194. 79 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
60. 240. 131. 164 |Australia 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 5
41.220.69.208 |[Ngeria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
98.211.192. 152 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
100. 38.194. 163 |Lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
5. 255, 253, 157 |Ssian 147.237.77. 216 |dover. i df . i drop First packet isnt SWN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66.249.79.75 | srael 147.237.77.216|dover. i df .i |l D stributed Suspici ous Response Code B ock 2
2.54.166. 63 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66. 249. 79. 77 I srael 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 2
77.250.201.52 |Netherl ands 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
66. 249. 66. 109 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 2
] . . Distributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover. i df.il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
; ] . Distributed Lhaut hori zed URL Access on
206.196.184.20 |lhited Sates [147.237.77.216|dover.idf.il vow i i |/ 894- en/ i dff gdover . aspx Bl ock 1
157.55.39. 123 |Uhited Sates |147.237.72.166|aka.idf.i | Uhknown Paraneter KEY in aka.idf.il/ishurimicityofficers/ None
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wanidf.il/english/ history/yoav.stm |B ock
. . Distributed Lhaut hori zed URL Access on
46.166. 190. 147 |Netherlands  |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
220.181. 108. 161 |Chi na 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode Bl ock 1
. ] . URL is Above Root Drectory
176.10.99. 204 |Swtzerland 147.237.77. 216 [dover . i df . i | vwwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmin.js B ock !
] . . Distributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
31.193.51. 80 France 147.237.77.216|dover.i df . i | D stributed Suspicious Response Code Bl ock 1
207. 46. 13. 57 Lhited Sates [147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il/&a€Z B ock 1
157.55.39. 124 |lhited Sates |147.237.72.166|aka. i df.i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
; ] . Unaut hori zed URL Access to
68.180.228.175 |lhited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8903- he/ r ef uah. aspx Bl ock 1
66. 249. 66. 99 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. ny- kosher - kravi . i df . _
184. 105. 247. 195|lhited Sates [147.237.0.16 i Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 79. 79 | srael 147.237.77.216|dover. i df .i |l D stributed Suspici ous Response Code B ock 1
41.220.69.208 [Ngeria 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Qoen Mde None 1
207. 46. 13. 87 Uited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 1
157.55.39.210 |Uhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docld in waw aka.idf.il/sites/skira/ default.asp [None 1
’ . . Unaut hori zed URL Access to
199. 59. 148. 210 |lhited Sates |[147.237.77.216|dover.idf.il v df i1 /si p_storagel fi 1 es/ 6/ si ze220x0/ 4636. ] pg B ock 1
109. 64. 125. 147 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249.79.123 |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1598- 14847- he/ dover . aspx Bl ock 1
46.19. 86. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
208.115.111.73 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock
157.55.39.244 |tited Sates |147.237.72. 166 |aka. i df il thaut hori zed URL Access to wiw aka.idf.il/mai n/rabanut/ B ock 1
general . aspx
80. 246. 136. 3 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
. . Unaut hori zed URL Access to
66.249.67.242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai v gi yus/ gi yus/ gener al . aspx Bl ock 1
] . . Distributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
141.212.122.96 |Uhited Sates [147.237.77.235|sviva.idf.il Mal for med URL proxytest. znmap. i o: 80 B ock 1
68.180.228.112 [lhited Sates |147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 1
. . . . O stributed Unhaut hori zed URL Access on
46.166.170.3  |Lithuania 147.237.77. 216 (dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . Distributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
171. 25.193. 235 |Sweden 147. 237.77. 216 |dover . i df . i | O stributed haut hori zed LR. Access on Bl ock 1

wawv i df i | /1133-22461- he/ dover . aspx.
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