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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 6894
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 256
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 3
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|Top Attackers In IPS|

Attacker Address tacker Qountry arget Address |Site |Sgnature Devi ce Action |Oount |
210. 209. 85. 92 Hong Kong 147.237.77.216 |dover.idf.il C1000108: HTTP. Trying to locate existing FCkedi tor B ock 20

210. 209. 85. 92 Hong Kong 147.237.77.216 |dover.idf.il 0854: HTTP. upl oad* Access Bl ock 8

188. 165. 15. 227  [France 147.237.77.176 |matpash.idf.il |28 HITP.  AhrefBot craw er B ock 1

62. 210. 152. 89 France 147.237.72.166 |aka.idf.il C1000106: HTTP. maj estic bot B ock 1

151. 80. 31. 130 Italy 147.237.76.200 |eitan.aka.idf.il |28 HITP. AhrefBot craw er Bl ock 1

188. 165. 15. 99 France 147.237.0. 34 tikshuv.idf.il (228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
65.255.43. 24  |147.237.77.179|lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
178.79.182. 42 |147.237.72.14 |United Ki ngdom |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
65.255. 43. 24  |147.237.77.179|Whited Sates emazi.idf.il ET SCAN NVAP -f -sS 1
139.217.27.17 |147.237.77.19 |China lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 [147.237.0.34 |wited Sates tikshuv.idf.il ET SCAN NVAP -f -sS 1
112. 206. 225. 86 |147. 237. 77. 234 |Phi | i ppi nes hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 60.175 |147.237.76.31 [Netherlands nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
85.90.247.26  |147.237.77.227 |United Ki ngdom |e. hanaz.idf.il ET SCAN Potential SSH Scan 1
77.109. 38.223 [147.237.76. 176 |krai ne test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.109. 38.223 [147.237.0.17 |Wraine mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
74.117. 209. 135 [147. 237. 72. 217 | ted Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
65.255. 43. 24  |147.237.77.179|Whited Sates emazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
141.105.71. 68 |147. 237. 76. 177 |58 & ncore.idf.il ET SOAN Behavioral Uhusual Iy fast Terminal Server Traffic, 1
Federation Potential Scan or Infection
50. 204. 188. 142 [147.237.0.34 |Wited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
139. 217.27.17 |147.237. 76. 197 |Chi na e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184.242.17 (147.237.77.216 gzz;;'} on dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
94.102. 60. 175 |147.237.76.39 [Netherl ands nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.60.175 |147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
84.108.149. 17 [147.237.77.61 |Israel e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.109.38.223 [147.237.0.33 |Wkraine idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.109. 38.223 |147.237.0.15 |lkraine kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Ret ransm ssi on

Packet dropped.

Count ry ‘Target Addr ess ‘S’te ‘Signature

190. 24. 146. 71 |Col onbi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 58

107.77.173.10 |nited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 47

46. 19. 86. 142 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 43

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 35

38.111.147.88 |lhited Sates [147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 32

66.249.70.75 |Uited Sates |147. 237, 77. 216 |dover. iof. 1 |} €AM NG Engine: TGP Invalid Invalid segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dr opped.

220. 255. 98.33 |S ngapore 147, 237.77. 216 |dover i a1 |27 €@M NG Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 24
Ret ransm ssi on Packet dr opped.

46. 19. 86. 142 | srael 147.237.77. 216 |dover.idf.il |SYN Al t ack SYN -> SYN- ACK -> Ti meout rej ect 23

54.215. 134, 143 |Uhited Sates |147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20

68.180.228. 112 |Lhited Sates [147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 20

40.77.167.0  |Wited Sates |147. 237, 77. 216 |dover. iof. i1 || €2M NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 16
Ret r ansm ssi on Packet dr opped.

72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 12

46. 19. 86. 142 | srael 147.237.76.86 [navy.idf.il |[drop First packet isn't SN drop 12

199.30. 24110 |Uited States [147. 237, 77. 216 |dover i ar i1 [ SAM NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.

66.249. 64.250 |United Sates |147. 237,77, 23a|bal ag o i1 [ SAM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.

162.243.69. 172 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 12

207. 46. 13. 87 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 10

220. 255. 103. 67 |S ngapor e 147, 237.77. 216 |dover i a1 |2 @M NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

208.184. 112. 74 |Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 9

207.46.13.17 |Wited Sates |147. 237, 77. 216 |dover. i o i1 [ SAM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 8
Ret ransm ssi on Packet dr opped.

104.197. 104. 11 |Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 6

203. 127. 96. 199 |S ngapor e 147, 237.77. 216 |dover i a1 |27 €@M NG Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.

67.85.0. 251 Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 6

109. 64. 146. 253 |I srael 147237, 72. 166 |aka icf. i1 | SAM NG Engine: TCP Inval i d Ivalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

96. 234. 141. 166 |Lhited Sates [147.237.77. 216 [dover.idf.il |drop First packet isn't SYN drop 6

2.54.169. 146 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

176.13.6.130 |[lIsrael 147.237.76.30 [hinush.idf.il|[Bad TCP sequence Inval i d AGK nunber noni t or 6

208.115.113. 89 |Lhited Sates [147.237.77. 216 [dover.idf.il |drop First packet isn't SN drop 6

46.19.86.142  |Israel 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6

220. 255.97. 4 S ngapor e 147.237. 77. 216 |dover.idf.il Stream ng EI’.lgI ne: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.

46.19.85.167 |lsrael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5

66.249.66.96 |Uited Sates |147.237.72. 166 |akaicr.il || cAMNg Engine: TGP Invalid nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.

50. 87.144. 145 |United Sates [147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 4

157.55.2.156  |Wited Sates [147. 237, 77. 216 |dover i ar i1 [o| SAM NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.

40.77.167.0 Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SN drop

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop

94. 159. 181. 187 |I srael 147237, 72. 166 |aka icf. i1 | SAM NG Engine: TGP Inval i d Ivalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.

176.13.6.130 |[Israel 147.237.76.30 [hinush.idf.il|[Bad TCP sequence Invalid ACK nunber alert 3

46. 19. 86. 142 | srael 147.237.76.86 [navy.idf.il [Bad TCP sequence Inval id ACK nunber noni t or

219.74.37.10 S ngapor e 147.237.77. 216 |dover.idf.il Stream ng EI’.lgI ne: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.

5.29. 245. 45 | srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3

197. 134. 124. 26 |Egypt 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 3

173.252.90.85 |[lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 2

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 2

210.209. 85.92 [Hong Kong 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 2

74.111.230. 228 |Lhited Sates [147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 2

203. 127. 96. 202 | ngapore 147. 237, 77. 216 |dover. i df i1 | ' €2M N9 Engi ne: TP Invalid Invalid segnent retransmssion. drop 2
Ret r ansm ssi on Packet dr opped.

208.115. 111. 73 |Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop

66.240.79.77 |Wited Sates [147. 237, 77. 216 |dover i i1 [ SAM NG Engine: TP Invalid nvalid segnent retransmssi on. drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
210.209. 85.92 |Hong Kong 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 210. 209. 85. 92 B ock 28
176. 126. 163. 232|kr ai ne 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 6
176. 126. 163. 232|krai ne 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized URL Access from 176. 126. 163. 232 B ock 5
210. 209. 85.92 |Hong Kong 147.237.77.216|dover. i df . i | PHP At enpt Bl ock 2
77.237.138.202 |Czech Republic [147.237.77.234|hal ag.idf.il Uhaut hori zed URL Access to / B ock 1
] . - O stributed Whaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216 |dover.idf .| v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
157.55.39. 124 |Uited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catld in ww aka.idf.il/sachar/fag/ outerfag. asp None 1
] . - DO stributed Whaut hori zed URL Access on
107.178.194.79 |[lhited Sates  |147.237.77.216|dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249. 66. 126 [l srael 147.237.77. 170 |n@ar achot . i df . i l|Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
176. 126. 163. 232|kr ai ne 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to wwy aka.idf.il/main/giyus/index. php B ock 1
. - O stributed Whaut hori zed URL Access on
150.70.97.84  [Japan 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
84.120. 101. 155 |Spain 147.237.77.216|dover. i df .i | Mil tipl e Unhaut hori zed URL Access from 84.120. 101. 155 B ock 1
5. 29. 245. 45 I srael 147.237.72. 166 |aka. i df . i | A'\:’: ;LE)' e Untraceabl e S Sessions froms5.29.245.45 (sigal gs [0S None 1
] . . D stributed Uhauthorized URL Access on
208.184.112.75 |lhited Sates  |147.237.77.216|dover.idf .i| v i dff i | / 1133 22638- hel dover . aspx. B ock 1
] . - Unaut hori zed URL Access to
157. 55. 39. 129 Lhited Sates 147.237.77.216|dover . i df . i | Wi o . i 1 /si p_st orage/ fi| es/ 9 si e220x0/ 17329, pg B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.83 |[lhited Sates  |147.237.77.216|dover.idf.il v i dff i | / 1133 22638- hel dover . aspx. B ock 1
210.209. 85.92 |Hong Kong 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wwwuidf.il/fckeditor/ B ock 1
. . D stributed Uhauthorized URL Access on
66.249. 67.234 |Israel 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. . Unaut hori zed Met hod HEAD for
185. 3. 146. 102 |l srael 147.237.72.166 |aka. i df . i | v aka, i df .i |/ nai 1V sachar/ def aul t . aspx B ock 1
. . D stributed Uhauthorized URL Access on
150.70.97.86  [Japan 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
84.120.101. 155 |Spain 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to www i df . il/894-en/ i df gdover. aspx B ock 1
5.29. 245. 45 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
210.209. 85.92 |Hong Kong 147.237.77.216|dover.idf .i | Adm n Bl ocki ng B ock 1
157.55.39. 244 |lhited Sates  [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to vww aka. i df . i/ main/gi yus/ undefi ned/ B ock 1
] . - O stributed Whaut hori zed URL Access on
107.178.194.87 |Wnited Sates  |147.237.77.216|dover.idf . il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. . Unhaut hori zed URL Access to
66.249.79.119 |Israel 147.237.77. 216 |dover.idf . il 147. 237. 77. 216/ 1133- 20475- he/ dover . aspx Bl ock 1
] . - O stributed Whaut hori zed URL Access on
204.13.200.200 [Wwited Sates [147.237.77.216 |dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. B ock 1
. ] O stributed Whaut hori zed URL Access on
150. 70.173.43  |Japan 147.237.77. 216 |dover.idf .il v i dff . i |/ 1133- 22461- hel dover . aspx. Bl ock 1
85. 64.125.223 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . il/hi nuch B ock
66. 249. 66. 96 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock
210.209.85.92 [Hong Kong 147.237.77. 216 |dover . i df . i | Ml tiple Admin Bl ocking from 210. 209. 85. 92 B ock 1
109. 160. 133. 219]I srael 147. 237.72. 156 |anan. i df . i | g's;' g’r'])e Untraceabl e SS. Sessions from 109. 160. 133. 219 (Lnknown S 1o 1
68.180.228.112 |lhited Sates  |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
207. 46. 13. 15 Uited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
. . D stributed Uhauthorized URL Access on
150. 70. 173.43  [Japan 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. - DO stributed Whaut hori zed URL Access on
94.242.228.108 |Luxenbourg 147.237.77.216|dover. i df .i | v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1
. . D stributed Uhauthorized URL Access on
66. 249. 66. 99 I srael 147.237.72.166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. - DO stributed Whaut hori zed URL Access on
109. 201. 154. 197 |Net her | ands 147.237.77. 216 |dover. i df . i | v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
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