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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 13552
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 654
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 512
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnat ure Devi ce Action |Oount |
95. 86.111. 186 I srael 147.237.76. 31 nakchal .idf.il [Cl000004: HTTP. options method (M crosoft) B ock 1
54.233.117. 67 Lhited Sates 147.237.72.166 |aka.idf.il Q041 HTTP. Access to - index. php?option=comj ce B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 5
2.52.134. 105 147.237.77.216  [Israel dover.idf.il ET SCAN NVAP -sA (2) 2
222.186. 56. 39 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
1. 235. 195. 234 147. 237. 72. 166 Korea, Repudlic of aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
213.168. 248. 217 147.237.76. 31 I'rel and nakchal .idf.il ET SCAN Potential SSH Scan 1
149. 78. 154. 69 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
119. 73. 228. 130 147. 237. 76. 196 S ngapore esvivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
113. 59. 33. 61 147.237.72. 166 Chi na akaidf.il ET SCAN NVAP -sS wi ndow 3072 1
84. 108. 149. 17 147. 237.72. 156 I srael anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.6.71.154 147.237.77. 212 Pol and e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 56. 39 147.237. 76. 44 Chi na e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
1. 235. 195. 234 147. 237. 72. 166 Korea, Republic of aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
222.186. 56. 39 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
1. 235. 195. 234 147.237. 72. 166 Korea, Republic of aka.idf.il ET SCAN NVAP -f -sS 1
209. 126. 116. 147 147.237.77. 226 Lhited Sates wwwy chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
176. 12. 147. 229 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
119. 73. 228. 130 147. 237. 76. 196 S ngapore esvivaidf.il ET SCAN NVAP -sS w ndow 4096 1
113. 59. 33. 61 147. 237.72. 166 Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
108. 59. 253. 71 147.237.77.216  [lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
68. 180. 228. 112 147.237.77.216  [lhited Qates dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 956
Sreamng Engine: TCP Invalid i i ssi
89.187.221.14 |Lebanon 147. 237. 77. 216 |dover. i df .i 9 =g Inval i d segnent retransmssion. |, ., 30
Ret r ansmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 22
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
reaming BEngine: TCP Invali i i sSi
64.233.172. 155 |Uhited Sates 147. 237, 77. 216 |dover. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 16
Ret ransm ssi on Packet dr opped.
66.87.125. 64 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
77.126.94.206 |lsrael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 14
Sreaning BEngine: TQP Invalid i i SSi
66.249.79.83  |Uited Sates 147. 237, 77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 20 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |12
169.241.28.71 |Whited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
109. 66. 203. 6 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 9
Sreanming Engine: TCP Invalid i i ssi
176.13.23.225 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. |, ., 8
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
64.233.172.163 |Uited Sates 147. 237. 77. 216 |dover. i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 8
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 86 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |8
reamng BEngine: TCP Invali i i sSi
77.127.148. 245 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.79.85  |lnited Qates 147.237.77. 216 |dover. i f . i1 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
89.187.221.13 |Lebanon 147. 237. 77. 216 |dover. i df . i g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
162. 201. 176. 190|Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi
66.249.79.75 |lnited Sates 147.237.77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
64.233.172. 171 |Uited Sates 147. 237.77. 216 |dover . i f .1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.178.181. 163 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 66. 173. 145 |l srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
93.173. 143. 117 |Israel 147.237.77. 216 |dover. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
185. 3. 144. 161 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |6
79.181.27.220 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
50.134.218.84 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
46.19. 85. 195 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber monitor |5
62.128.41.133 |lsrael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 4
46. 19. 86. 228 I srael 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber monitor |4
66. 249. 79. 75 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
185. 32. 179. 185 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
31. 25.75.31 g";'cis;i'géa” Tertitoryly 47, 237. 77. 216 |dover . i of . i1 drop First packet isn't SWN drop 4
5.102. 254. 93 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber monitor |4
2.52.134. 105 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |3
46.19. 85. 37 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid AGK nunber monitor |3
37.46.39. 95 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber moni tor |3
Sreaning Engine: TGP Invalid i i sSi
79.177.0. 98 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
185.32. 179. 155 |l srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
e SYNtACK retransmt with .
62.128.41.133 |[Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence di fferent vi ndow scal & monitor |3
46.19. 85. 37 I srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi

2.54.22. 144 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.

46. 116. 130. 60 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi

84.228.61.50  |Israel 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

79.181.17.109 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.

66.249. 79. 41 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i sSi

2.54.38. 153 I'srael 147.237. 77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

66.249.66.75  |United Sates 147.237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning BEngine: TQP Invalid i i SSi

109. 66. 212. 152 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3

Ret r ansm ssi on

Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.16. 132 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 35
2.54.19.115 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 20
176. 13. 8. 193 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46. 19. 85. 198 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 124 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.38. 153 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 180 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
66.249. 66. 109 [ srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed LRL Access to waw chi nuch. aka. i df . i|/404. htm B ock 2
192. 157.245. 13 |Uhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww idf.il/pricing B ock 1
66. 249. 69. 81 I sr ael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ robots. txt Bl ock 1
142. 244. 5. 30 Canada 147.237.77.216|dover . i df . i D stributed Suspicious Response Code B ock 1
37.26.148.179 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
96.127.83.255 |Wited Sates |[147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
207.46.13.10  |nited Sates [147.237.77.176|nat pash.idf .il Uhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 1
66. 249. 79. 67 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
54.193.23.66  [Wited Sates [147.237.77.176|nat pash.idf.il PHP At t enpt Bl ock 1
176.12.142.0 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
109. 186. 175. 215(I srael 147.237.76.86 |[navy.idf.il Lhaut hori zed LR Access to www navy. idf.il/ufi/reaction/ B ock 1
46.19. 85. 111 I srael 147.237.77.216|dover.i df . il Mil tiple Abnormal |y Long Request from46. 19.85. 111 Bl ock 1
84.108.121.2  |israel 147. 237. 72. 166 |aka. i df . i | mn;gi ?ﬁﬁﬁb;ﬁﬁﬁiﬂ?ﬁ 'n None 1
2.54.96. 192 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
208.184.112.75 |United Sates [147.237.77. 216|dover. i df . i | b stri bt oc 1T;§1f:;ggg—eﬂeﬁv§f?ssp;n B ock 1
195. 154. 226. 90 |France 147.237.77.216|dover.idf .il I11egal HITP \ersion HITH B ock 1
66. 249. 69. 97 I sr ael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147. 237.77. 233/ 1135- he/ at al . aspx Bl ock 1
149. 78. 81. 63 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df.il/main/ B ock 1
37.142.164.72 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
107.178.194.79 |Wited Sates |147.237.77. 216 |dover . i df . i | b stri bt oc ;f;;_t:gzgi_eﬁeﬁvﬁcl?:psn Bl ock 1
207.46.13.132 |[lhited Sates [147.237.76.31 |nakchal .idf.il muagﬁ;];eﬁdﬂl f‘c’gﬁ:; ;/Ocor o doc. gt/ doc gt asp Bl ock 1
66.249.79.121 I srael 147. 237.77. 216 |dover . i df . i | D o o e/ dover aspx Bl ock 1
54.193. 23. 66 Lhited Sates |147.237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php B ock

176. 12. 143. 239 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None

109. 201. 154. 175Netherlands (147, 237. 77. 216 |dover . i df . | b stri bt oc 1T;§1f:;g;§—eﬂeﬁv§f?ssp;n B ock 1
46.19. 85. 111 I srael 147.237.77.216|dover.i df .il Mil tiple Malformed URL from 46. 19. 85. 111 B ock 1
84.111. 236. 224 |lsrael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock 1
2.54.132.16 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
208.184.112. 75 |[Wited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1133- 22461- he/ dover . aspx. B ock 1
195. 154. 226. 90 |France 147.237.77.216|dover. i df.i Uhaut hori zed URL Access to v idf.il/wp-content/ Bl ock 1
66.249.79.41  [Israel 147.237. 77. 216 dover . i df . i | oot ed Sauthorized (ﬁ/e'fc:;sxc’” B ock 1
149. 88.192. 69 |l srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock

46. 19. 86. 59 | srael 147.237.72. 166 |aka. i df . i | SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
46.19. 85. 111 I srael 147.237.77.216|dover.idf.il Abnormal |y Long Request net hod B ock 1
107.178.194.79 |Uhited Sates [147.237.77. 216 |dover. i df .i 1111155, 25636 nel dover. s B ock 1
68.180.228.112 |[Lnited Sates |[147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock
208.115.111.73 |lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock

66. 249.66. 72 I srael 147.237.77. 176 [mat pash. i df . i | vljwq;vu:;gg;tl .Zie(g‘ l;?; u";ce(ff(fjls?nlE (())r nat i on/ i dkoni i pages/ naavar r achel . aspx B ock !
114.98.243.38  [China 147.237.77. 176 [nat pash. i df . i | muigg;' ed LR Aooess o g. aspx! ackback! Bl ock 1
46.19. 85. 111 I srael 147.237.77.216|dover.i df . il Mil tiple Unknown HTTP Request Method from 46. 19. 85. 111 Bl ock 1
87.69.32.22 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
5. 29. 68. 248 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
199.59. 148. 209 [United Sates |147.237.77.216|dover. i df .i| thaut hor i zed URL Access to B ock 1

wwy i df.il/sip storagelfil es/6/si ze220x0/ 4636. j pg
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