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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

169. 241. 28. 71 Lhited Sates 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 546405
81.218.5.130 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 14
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack drop 4
62.219. 254. 22 | srael 147.237.77.216 dover.idf.il |Block Wdp All Nets drop 3

109. 162. 35. 197 Lkrai ne 147.237.76. 31 nakchal .idf.il|B ock Udp All Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DO& Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure |Devi ce Action |Count
81.218. 130. 222 I srael 147.237.76. 31 nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 3
188. 165. 15. 127 France 147.237.77.170 |mmarachot.idf.il |28 HITP. AhrefBot craw er B ock 1
52.1.90. 117 Lhited Sates 147.237.77.216 |dover.idf.il 13840: TLS penSSL Heartbeat Packet Bl ock 1
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Attacker Address
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At acker
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195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.93.231 [147.237.77.243|Wited Sates [mobile.idf.il ET SCAN NVAP -sA (2) 2
213. 168. 248. 217|147.237.8.14 |ireland eorchot.idf.il |ET SCAN Potential SSH Scan 1
45.79. 136. 20 147. 237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 77. 243 |Uhited Sates |nobile.idf.il ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
94.102.48.195 |147.237.72. 156 [Net her | ands anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
82.192. 68. 46 147.237.77. 216 |Netherlands ~ |dover.idf.il portscan: TCQP D stributed Portscan 1
74.117.209. 136 [147.237.77.19 |[Wited Sates [lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
222.186.21.196 [147.237.76.176|China test.ncore.idf.il [ET SCAN Potential WNC Scan 5900- 5920 1
74.93.5. 195 147 237 76.31 |united Sates |nekehal idt il ET SI‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
222.186.21.196 |[147.237.76.38 [China eeneitav.id.il [ET SCAN Potential VNC Scan 5900- 5920 1
46.19. 86. 124 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
203.197. 205. 118(147. 237. 77. 235|India sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
178.79.182. 42 |147.237.72.217 LK?i;gegom eidf.il ET SCAN Potential SSH Scan 1
94.102. 48.195 |147.237. 72. 166 [Net her| ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88. 250, 188, 163 |147. 237.76.30 |Turkey himsh i df i | ET SI‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
77.109.38.223 |147.237. 77. 212 |krai ne e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.21.196 [147.237.76.200|Chi na eitan.aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
74.117.209. 135 |[147.237.0.35 |[lLited Sates |[akavs.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.21.196 |[147.237.76. 147 |Chi na chinuch. aka. i df .iI|ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 111
169.241.28.71 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 48
66.249.79.75  |wnited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid imvalid segnent retransmssi on drop 48
Ret r ansm ssi on Packet dr opped.
66.249.81.212 |Uited Sates  |147.237. 77. 216 |dover.idf .i | Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 48
Ret r ansm ssi on Packet dr opped.
85. 130. 246. 49 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 36
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 32
85.130.246.49 |lsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 29
37.26. 146. 141 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 23
107. 167. 105. 196|ULhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
84.109. 232. 110 |(Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 22
5.28. 152. 83 I'srael 147.237.77. 243 |vi e i1 | €aM NG Engine: TCP Invalid —invalid segnent retransmssion drop 21
Ret r ansm ssi on Packet dr opped.
46.116. 130. 60 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 21
142.54.171.74 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
66.249.81.218 |Uited Sates  |147.237. 77. 216 |dover.idf i | Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 18
Ret r ansm ssi on Packet dr opped.
64.233.172. 155 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18
148.186.4.106 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
85. 130. 246. 49 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 17
194. 165. 138. 91 |Jordan 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 17
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
46. 19. 86. 216 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 14
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
169.241.28.75 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
70. 28. 46. 64 Canada 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
46.116. 130. 60 | srael 147.237.72. 166 |aka.i df .l Bad TCP sequence noni t or 14
169.241.28.89 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
46. 116. 130. 60 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 12
87.69.192.181 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval id ACK nunber noni t or 12
100. 100. 125. 25 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66. 249. 81. 215 :Zj;”ion 147. 237. 77. 216 |dover . i df . ;E ?Z:S?g Sz:g;:e: TP Invalid :Dg‘éakjeitd dsregg;gi retransnissi on. drop 12
104. 131. 197. 228|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
108.59.253.71 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
207.241.229.75 |Wited Sates |147.237.72. 166 |aka. i df .il Veéb Sgrver Enf or cenent Veb Servers Sow HITP Denial of - oy 12
Mol ation Servi ce
2.54. 44. 180 I srael 147, 237.72. 167 [i shuri maka i o || 2 NG Engine: TP Invalid invalid segnent retransmssion. | o 12
Ret r ansn ssi on Packet dr opped.
198.58.103.36 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
93.173.40.71 [ srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence md:;tvrsacnznlt Wth different monitor |10
149. 200. 186.2  |Jordan 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
85.130.246.49  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 9
89. 67.236.202 |Poland 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
66.249.93. 234 |Uited Sates  |147.237.77. 203 fnoti 1o 1or i1 |/ SAMNG Engine: TGP Invalid invalid segnent retransmissi on. drop 9
Ret ransm ssi on Packet dr opped.
149. 200. 186. 2  |Jordan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
107.178.194.87 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
100. 100. 36. 6 147.237.72. 166 |aka.idf il drop Frst packet isn't SN drop 8
66.102. 9. 81 Lhited Sates  |147.237.77. 216 |dover.idf.il Streaning Engine: TCP Invalid invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dr opped.
85.130. 133. 27  |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
85. 130. 133. 27 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46.116.130.60 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7




11-23-2015-23:04:00 to 11-24-2015-00:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
85. 250. 126. 205 |I srael 147.237.76.200|ei tan. aka. i df .i | Too Many of the Sane Response Code (404) in Session from B ock 32
85. 250. 126. 205
109. 66. 81. 61 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
. - Unaut hori zed URL Access to
95. 86. 105. 137 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ i 1/ gi yus/ cont rol s/ at udal A B ock 4
176.12.144.33 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
: . . Unaut hori zed URL Access to
142.54.171. 74 |Wited Sates |147.237.77.216|dover.idf.il vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper / Bl ock 3
46.19. 85. 76 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
66. 249. 66. 96 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
23.228.77.130 |Whited Sates [147.237.77.216|dover.idf.il Dstributed PHP A tenpt B ock 2
80.246.136.28 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
176.13. 5. 83 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
84.111. 140. 143 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
79.180.223. 168 |[lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua atal .idf.il/ufi/reaction/ B ock 2
176.12.137.72  |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 46. 118. 155. 216 B ock 2
. . DO stributed Uhaut hori zed URL Access on
85. 64. 53. 252 I srael 147.237.72. 166 |aka. i df . i | wwvaka idf i1/ ufi/reacti on Bl ock 2
176.13.0. 116 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 2
212.76.103.16 | srael 147.237.72. 166 |aka. i df . i | Distributed hathorized URL Access on B ock 2
ww aka. i df.il/ufi/reaction/
2.54.30.79 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
68.180.228.112 |[lhited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Qode B ock
149.88.55. 4 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
. . D stributed Uhaut hori zed LRL Access on
79.180.194.178 [Israel 147.237.72. 166 |aka. i df . i | W aka i i1/ ufi/reaction Bl ock 1
. . Unaut hori zed URL Access to
66.249.67.250 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
212.227. 114. 135|Ger many 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal .idf.il/wp/ wp-admn/ B ock 1
. . D stributed Whaut hori zed URL Access on
109. 66. 5. 97 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . D stributed Uhaut hori zed URL Access on
46.166. 186. 226 |Net her| ands 147.237.77. 216 |dover.i df . il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
188. 120. 148. 184]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
46. 19. 85. 251 I srael 147.237.77.216|dover. i df . il Abnornal |y Long Request net hod B ock
2.54. 164. 235 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
68.180. 228. 112 |United Sates |147.237.77.216|dover. i df . i Faraneter Type Mol ati on Pageflmin B ock 1
wawy i df . i | /1153-he/ dover . aspx
95. 86. 72. 172 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unknown Paraneter docl.. in
66. 249. 66. 96 | srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v/ gi yus/ general . aspx None 1
207. 46. 13. 87 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294-he/ v i df . il Bl ock 1
46. 31. 103. 54 I srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on v i df.il/ufi/reaction/ B ock 1
. - D stributed Uhaut hori zed URL Access on
84.110. 145. 236 |l srael 147.237.72. 166 |aka. i df . i | vowe aka i o i1/ htt ps: /ww aka. i of i1/ B ock 1
. . D stributed Uhaut hori zed URL Access on
79.180. 223. 168 |[lIsrael 147.237.72. 166 [aka. i df . i | wwwaka i of i1/ ufi/reacti on B ock 1
23.228.77.130 |Wnited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 23.228. 77. 130 B ock 1
: . . ] Unaut hori zed URL Access to
157.55.39. 180 |lhited Sates |147.237.76.30 |hi nush.idf.il vawn chi mush. at al i . i 1/ consol e/ cor e/ doc_mgr/ nul | B ock 1
66.249. 79. 79 I srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw idf.il/1415 B ock
213.57.161.22 |Israel 147.237.77. 170 |maar achot . i df . i | Mil tipl e Unhaut horized URL Access from 213.57. 161. 22 B ock
87.69. 42. 217 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
_ ny- kosher - kravi . i df . _ o
54.157.180. 173 |lhited Sates [147.237.0.16 i Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/ Bl ock 1
: ] . DO stributed Uhaut hori zed URL Access on
199. 59. 148. 210 |lnited Sates |147.237.77.216|dover.idf .il v df i | /si p, st oragel i es/ 6/ si ze220x0/ 4636. ] pg B ock 1
80. 246. 136. 103 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46. 19. 85. 251 I srael 147.237.77. 216 |dover.i df . il Mitiple I11egal HITP \Version froma46. 19. 85. 251 Bl ock 1
176.12.144.33 |lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
2. 54.180. 154 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
143. 231. 249. 141 |United Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
. . Unaut hori zed URL Access to
77.125.93. 22 I srael 147.237.72. 156 [aman. i df . i | o i1/t tps: /v il B ock 1
. - D stributed Whaut hori zed URL Access on
66. 249. 66. 99 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
208.115.113.89 |[hited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation SortDr in wwidf.il/1361-he/ dover.aspx |B ock 1
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