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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
93.174. 93. 181 Net her | ands 147.237.76. 199 e.nakchal .idf.il |B ock Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 130 Italy 147. 237. 76. 200 eitan.aka.idf.il |28 HITP. AhrefBot craw er B ock 1
151. 80. 31. 142 Italy 147.237.77. 74 lawidf.il 28: HITP.  ArefBot craw er B ock 1
51. 254, 141. 216 United Ki ngdom 147.237.77. 74 lawidf.il C1000106: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 7
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
176.12. 147. 139 |147.237.0.19 |[lIsrael nadi matal.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
66. 249. 78. 96 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
37.26.147.175 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
141.105. 71. 68  |147.237.76. 31 ?éj:i;’}m nakchal .idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
111.93.99.180 |147.237.76.197|India ehinsh.idf.il [ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 76. 200 |Tur key eitan.aka.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
89.138.246.12  [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
79.179.14. 183  |147.237.77. 233 I srael atal.idf.il ET D05 Large anount of TGP ZeroWndow - Possible Ndiller2 [Dos 1
attack
77.109.38.223 [147.237.0.35 |lkraine akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
183. 61. 109. 189 [147.237.8.27 |China enadimatal .idf.i|ET SCAN NVAP -f -sS 1
40.77.167.0 147.237.77. 216 |Wited Sates dover.idf.il portscan: TCP O stributed Portscan 1
149. 78. 229. 235 |147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
31.6.71.154 147. 237.77. 170 |Pol and naarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
111.93.99.180 |147.237.76.201|India eata.idf.il ET SCAN Potential SSH Scan 1
111.93.99.180 |147.237.76. 196 I ndi a esvivaidf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 76. 200 | Tur key eitan.akaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
87.69. 190. 18 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 176. 61. 4 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
209. 126. 116. 147(147. 237. 76. 42 |Lnited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.117.209. 136 |147.237.77.227 |Lhited Sates e. hanaz.idf .il ET SCAN NMAP -sS wi ndow 1024 1
183. 61. 109. 189 |147.237.8.27 |China e.nadimatal .idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

84. 108. 86. 161 | srael 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e noni t or 250
198.45.19. 113 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 235
173. 231. 115. 59 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 84
79.178.17.209 I srael 147.237.77. 233 |atal i cf .i | Bad TCP sequence md:;tvrsacnznlt Wth different monitor |72
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 70
200. 152. 70. 94 Brazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 42
2.52.5.64 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 36
100. 100. 62. 20 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 36
185. 65. 135. 227 |Sweden 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
212.150. 214.90 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 33
212. 150. 214. 90 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 33
87.68.158.110 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid  invalid segnent retransmssion drop 30
Ret r ansm ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
100. 100. 31. 117 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
100. 100. 53. 63 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
2.36.81.38 Italy 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
87.203.98.130 |Geece 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
100. 100. 82. 19 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 17
84.193. 248. 210 |Bel gi um 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
100. 100. 84. 44 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
100. 100. 71. 218 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 13
82.145.219.85 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46. 19. 86. 86 | srael 147.237. 77. 243 |nobi [ e.i df .i | drop Frst packet isn't SN drop 12
100. 100. 53. 63 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 12
95. 108. 158. 152 g;z:;nl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.87.81.24 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
100. 100. 30. 223 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 12
100. 100. 84. 44 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 12
109. 201. 154. 164 |Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 11
109. 129. 169. 22 |Bel gi um 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
100. 100. 31. 117 147.237.77. 234 |hal ag.i df .i | drop Frst packet isn't SN drop 10
149. 88. 21. 42 | srael 147.237.0.19 |nadimatal.idf.il Streaning Engine: TCP | nvalid Inval i d checksum Packet dropped. |drop 10
Checksum
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
66.249.79.75  |Wited Sates  |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid finvalid segnent retransmssion drop 10
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 80 | srael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 10
80.215.164.93 |Rance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
81.218.205.89 | srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid  imvalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
80. 215. 231. 131 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
207. 46. 13. 87 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
40.77.167.0 Wited Sates  |147. 237.77. 216 |dover. i df.il Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 8
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 87 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
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|Top Attackers In V\AF|

A tacker

Devi ce

wan aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx

Country Target Address |[Site Sgnature Action ‘Count
176. 12. 147. 139 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 345
176. 12. 147. 139 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 210
176. 12. 147. 139 [l srael 147.237.0.19 |nmadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 76
46.19.86.161 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 14
176.13.20. 193 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
77.127.169.22 |israel 147.237.0.17 gfmlyl kosher-kravi.i 1, i hyed I11egal Paraneter Encoding None 6
5. 29. 105. 55 I srael 147.237.72. 166 [aka. i df . i | D stributed Lhauthorized URL Access on waw aka. idf.il/ufi/reaction/ |[B ock 6
79. 182. 149. 181 |l srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized URL Access on v aka. i df .il/ufi/reaction/ |Bl ock 6
95. 86. 64. 254 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 4
176. 12. 147. 181 |l srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 4
176. 13. 8. 65 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13. 19. 248 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
109. 65. 119. 210 |l srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.86.108 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.178.161. 41 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
84.108. 240. 87 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
107. 178, 194. 87 |Wited Sates [147. 237. 7. 216 |dover . i df . i | m:id?f'tﬁ? lT;‘;f;gégg?ﬂe%vﬁ‘ffsp;” Bock |2
37. 142. 205. 166 |l srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized URL Access on v aka. i df .il/ufi/reaction/ |Bl ock 2
84.111.182.50 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Whauthorized URL Access on waw aka. i df.il/ufi/reaction/ |[B ock 2
31.154. 242. 149 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
79. 180. 108. 101 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
87.69. 87. 39 | srael 147.237.0. 17 g; .niyl- kosher -kravi .| Dstributed I11egal Paraneter Encodi ng None 2
79.180.5.187 |[lIsrael 147.237.72. 166 [aka. i df . i | O stributed Uhaut hori zed URL Access on v aka. i df .il/ufi/reaction/ |B ock 2
107.178.194. 83 |Wi ted Sates |147. 237. 77. 216 |dover . i df . i | D stri outec 1?;;}2;’;;??}9%&?22;” Bock |2
93.172. 64. 195 |l srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut hori zed URL Access on v aka. i df .il/ufi/reaction/ |Bl ock 2
52.34.163.64 |lLhited Sates|147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock
Unknown Par anet er
109. 67. 164. 87 |[lIsrael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshont h i n None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
5.29.148.148 |Israel 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 1
79.180.23.94 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
204. 13. 200. 200 |ui ted Sates |147. 237. 7. 216 |dover . i df . i | D stri outec 1?;;}2;’;;??}9%&?22;” Bock |1
46.117. 225. 131 |I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
77.126.175.71 |Israel 147.237.72. 166 |aka. i df . i | m;&:?ﬁiwﬁt”:sg}ﬁaﬁ‘i glciels/s on Bl ock 1
176.13.4.111  [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
73.168.181. 163 |Lhited Sates |147.237.76.42 |refuah.idf.il Abnormal |y Long Header Line request header nane B ock 1
157.55.39. 112 |lLhited Sates [147.237. 72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwn aka. i df.il/main/giyus/default.aspx, |B ock 1
85.65.60.23  [Israel 147.237.72. 166 |aka. i df . i | w;&:?ﬁiwmgg} Vﬁ/‘;‘jaf:‘i g;:.ciels/s on B ock 1
208. 184. 112. 75 |Wi ted Qates |147. 237. 7. 216 |dover . i df . i | b stri bt oc gggfggggfgeﬁvi‘fzs:p;” Bock |1
54.193.15.231 |[Lhited Sates|147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/wp- 1 ogin. php B ock 1
114.98.243.38 |China 147. 237.77. 176 |nat pash. i df . i | m“f:gg;t' zed (R fggse_sﬁe/té’ogat aspy t rackback! Bock |1
83. 130. 100. 207 [l srael 147.237.77. 216 |dover . i df . il D stributed Whaut hori zed URL Access on wwvidf.il/https:/wawidf.il/ [B ock 1
2.54.153.131 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
79.179.15.176 |[lIsrael 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on v idf.il/https:/wawidf.il/ |B ock 1
185, 27. 105. 153 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
52.34.66.232 |Lhited Sates|147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
109. 65. 205. 183 |l srael 147.237.72. 166 |aka. i df . i | m;&:?ﬁiwﬁt”:sg}ﬁaﬁ‘i glciels/s on Bl ock 1
46.116.173.35 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
73.168. 181. 163 |Lhited Sates |147.237.76.42 |refuah.idf.il NULL Character in Method A[[#0]][[#0]][[#0]]AA¢ Bl ock
46.19.85.177 |israel 147.237.76.86 |navy.idf.il Mal formed URL asp. net_sessi oni d=2ksn3355gx3kntu3zj shjtjt; B ock 1
66.249.79. 119 |Israel 147. 237.77. 216 |dover . i df . i | e e o hel dover. aspx Bock |1
Unknown Par arret er
149. 88. 241. 104 |I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack i n None 1
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