11-23-2015-19:04:07 to 11-23-2015-20:04:07

@
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y RepOrt
[Top Targets |
1, 200+"
900+ B nadimatal .idf.il
M dover.idf.il
600- B akaidf.il
B aman.idf.il
N”gber B nobile.idf.il
300+4" . . . .
At acks .lshurlmaka:ldf.l
[ refuah.idf.il
0 . Matal.idf.il
. . . 3 K O : 5 CAF
,§'\$ &.’\6\ {&;\& & @.}6\ %.‘\6 5‘\6 o *..\&\ 0;\6 navy. i gf. | I
& 60& & ,ﬁ N &'Z\ﬁ" é}\\;b CR (@Q’ M halag.idf.il
&(Q &® \\}’\ <
& S
Top Tar get

M 213.57.177. 239
176. 13. 23. 177

I 140. 254. 70. 165
74.93. 46. 225

N”Z,ber Il 82. 145. 211. 107
At t acks M 41.33.231. 90
I 46.19.86.9
Il 46.19.86.0
2.52.134.0

Il 183. 79. 223. 62

Top Attackers



11-23-2015-19:04:07 to 11-23-2015-20:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
37.26. 146. 227 | srael 147.237.77. 234 hal ag.idf.il TCP handshake viol ation, first packet not syn |drop 16

109. 67. 132. 187 | srael 147.237.77. 216 dover.idf.il B ock_Udp All _Nets drop 3

185. 106. 94. 57 147.237.76. 30 hi nush. i df . i | Bock Np Al Net drop 1
71.6.135. 131 Lhited Sates 147.237.76. 197 e hinush.idf.il [Block Udp All Nets drop 1

185. 106. 94. 57 147.237.76. 31 nakchal .idf.il |Bock Np All Net drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure |Devi ce Action |Count
77.125.119. 219 I srael 147.237.77.216 |dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 1
84.94.26.56 I srael 147.237.76. 42 refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
188. 165. 15. 127 France 147.237.77.170 |naarachot.idf.il |C228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
206, 130. 134. 76 |147. 237 72. 166 | ted Sates |ekaidh. il ET SI)AN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58.253.96.122 [147.237.0.16 |thina ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 3072 1
58.253.96.122 |147.237.0.16 |China ny- kosher-kravi . i df . il ET SCAN NVAP -f -sS 1
132. 64.159.35 |147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
46.228.207.18 |147.237.8.46 |Ger many e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 155. 125 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 44 147.237. 77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
109. 65. 166. 146 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102.48.195 |147.237.8.27 |Netherlands |e nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.6.71. 154 147.237.0.35 |Pol and akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
85. 90. 247. 93 147.237.0. 17 E;ir:;cci]om mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
77.109.38.223 [147.237.76.38 |Wraine e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237.8.46 |lhited Sates [e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.240.213.93 |147.237.76.196 |0ited Sates e svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
205.203.135.1 |147.237.77.216|W0ited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
58.253.96.122 |147.237.0.16 |China ny- kosher-kravi . i df . il ET SCAN NVAP -sS w ndow 2048 1
149. 88.107. 42  |147.237.77.216|Israel dover . idf.il portscan: TCP O stributed Portscan 1
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP O stributed Portscan 1
109. 235. 254, 181|147. 237. 77. 212 |Tur key e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.121.77.59 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 37. 179  |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
46.19. 85. 73 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
95. 86. 92. 238 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
39.70. 19, 45 147 237 0.19 | na oo matal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.173.253.84 [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
2.54.54. 145 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.183.33.182 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
213.8.129.136  [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
68. 180. 228. 112 |147.237.77.216|Wiited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
140. 254. 70. 165 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 104
74.93. 46. 225 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 99
82. 145. 211. 107 |Europe 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 52
82. 145. 211. 107 |Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 47
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 39
46.19. 86. 38 I srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber nmoni t or 29
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
100. 100. 40. 143 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 27
183.79.223.62 |Japan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 27
82.145. 217. 133 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 25
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
99.40.192.221 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 24
79.178.183.166 |l srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mdrﬁrsac';"y Wth different moni tor |24
100. 100. 73. 30 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 21
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
5.22.134. 66 I srael 147.237.77. 234 |hal ag. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 19
100. 100. 60. 25 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
82. 166. 219. 158 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 17
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
46.121. 203. 128 | srael 147.237.77. 243 |rbi e i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransmssion. |, o 16
Ret r ansn ssi on Packet dr opped.
80. 246. 137. 104 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 15
46. 19. 85. 217 | srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
79.181. 206. 66 |l srael 147. 237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 15
Ret r ansn ssi on Packet dr opped.
66. 249. 81. 215 gz::;”ion 147.237.77. 216 |dover. i df . ‘;I ?Zr:sr:g Slir:gcl):e: TP Invalid :jg‘éf;td diegggg(tj. retransmssion. 4 o 14
100. 100. 20. 193 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
72.9.148. 10 Lhited Sates 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
100. 100. 79. 33 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 14
79.183.33.182 | srael 147. 237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 12
Ret r ansn ssi on Packet dr opped.
100. 100. 0. 175 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 12
66.249.66.76  |Uited Sates  |147.237. 77. 216 |dover.idf i | Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 12
Ret r ansn ssi on Packet dr opped.
100. 100. 80. 153 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
100. 100. 20. 193 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 12
107.178.194. 87 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
82.102. 169. 113 | srael 147.237.77. 216 |dover. i df . Streaning Engine: TCP Invalid imvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
100. 100. 97. 255 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
104. 131. 200. 249|Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
213.55.105.99 |Bhiopia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
52. 33. 66. 29 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
107.178.194.83 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
79.178.219. 123 |lsrael 147.237.0. 19 nadi matal .idf.il|SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 9
31.210. 186. 146 |[Israel 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 9
109. 65. 211. 197 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssion drop 9
Ret r ansn ssi on Packet dr opped.
212.116. 169. 152|lI srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 9
185. 20. 4. 143 Uni ted Kingdom|147.237.77. 170 |nsarachot.idf.il [drop Frst packet isn't SN drop 9
37.26. 146. 227  |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
46. 19. 85. 217 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
37.140.141,2  |RSsian 147.237.77. 216 |dover. i df . i | drop Frst packet isn't SIN drop 8

Feder at i on
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.23.177 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 265
213.57.177.239 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 265
176.13.23. 177 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 206
213.57.177.239 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 162
213.57.177.239 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
176.13.23. 177 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) Bl ock 46
2.52.134.0 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 37
46.19.86.0 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 36
46.19.86.9 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 33
79.177.9.212 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 24
109. 66.190. 15 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 109. 66. 190. 15 B ock 16
85. 250. 85. 205 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 8
84.111.72.164 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed Whaut horized URL Access on v aka. i df .il/ufi/reaction/ [B ock 5
46. 19. 86. 156 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
46.117.24.75 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 4
2.54.30.27 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 4
46. 19. 85. 225 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.54.15.188 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
212. 116. 169. 152|i srael 147.237.72. 166 |aka. i df . i | mu;?:_rii;e.?lﬁ‘mﬁlcgie;js}gontrol o ot udel A Bl ock 3
80. 246. 136. 9 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
79.177.222.14 |israel 147.237.72. 166 [aka. i df . i | O stributed Whaut hori zed URL Access on ww aka. i df .il/ufi/reaction/ |B ock 3
185.32.179. 121 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.183.195. 153 [Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
37.26.148.250 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
87. 69. 38. 243 I srael 147.237.72. 166 [aka. i df . i | D stributed Whaut horized URL Access on v aka. i df.il/ufi/reaction/ [B ock 2
176. 12. 140. 229 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.22.62 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
176.12. 141. 248 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 37 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 66. 92 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
84.108. 43. 85 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
66.249. 66. 109  [Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock 2
46.19. 86. 253 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
109. 186. 185. 84 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
79.178.219.123 [israel 147.237.77.216|dover.idf .i | Mil tiple Untraceabl e SSL Sessions from79.178.219. 123 (Qpen Mode) |None 1
207. 46.13. 24 Wited Sates  |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
69.171.228.117 |Lited Sates 147.237.72. 166 |aka. i df . i | Uht raceabl e SS. Sessi ons: sigal gs DoS Attack None 1
46. 19. 85. 49 I srael 147.237.77.216|dover.idf .i | D stributed Unknown HTTP Request Met hod B ock 1
93.173.17.52 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
66. 249. 66. 76 | srael 147.237.77.216|dover. i df .i | Mil tiple Uhauthorized URL Access from 66. 249. 66. 76 B ock 1
176.13.12. 139 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
5.102.222.185 |l srael 147.237.72. 166 |aka. i df . | m”;f:riidsz’?l ;’\73‘] f;;erf; et user ype. asp Bl ock 1
46.121.69. 197 |Israel 147.237.76.86 |[navy.idf.il Lhaut hori zed URL Access to www navy. idf.il/ufi/reaction/ B ock 1
149. 78. 253. 255 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.176. 221. 222 |lIsrael 147.237.77. 216 |dover.i df . i | Lhaut hori zed LR. Access to v idf.il/ufi/reaction/ B ock 1
185. 32. 179. 204 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 65. 208. 198 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
66.249.79.6 [Israel 147.237.76.31 [nakchal .idf il ~[Jhothorized UL Aocess to oo aspx Bl ock 1
176.13.17. 159 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None

5.22.129. 209 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None
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