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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site

Signature Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1197
66. 249. 78. 82 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 414
81.218. 241. 26 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-TLS-renegoti ati on-Q i dest - r eset 105
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 105
46. 48. 73. 60 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |Block Wdp All Nets drop 3
79.177. 146. 167 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 3
81.218.5.130 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 3
192.116. 199. 98 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
71.6.165. 200 Lhited Sates 147. 237. 76. 42 refuah.idf.il B ock Wp Al Nets drop 1
92. 252. 132. 80 Russi an Federation 147.237.76. 177 ncore.idf.il Bl ock Udp Al Nets drop 1
46. 166. 188. 68 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature

105. 154. 75.29  |Morocco 147.237.77.216 |dover. i df.i|12026: HITP. LA C DDoS Tool (Q\LY enabl e when under oS attack) Bl ock 2
24.220. 5. 234 Lhited Sates 147.237.72.166 |aka.idf.il |ClL000106: HITP. majestic bot Bl ock 1
167. 114. 156. 16 |Canada 147.237.77.216 |dover.idf.i|8262: HITP. Soworis DoS Tool Bl ock 1
51.254.131.245 |United Kingdom |[147.237.77.216 |dover.i df.i|Cl1000106: HITP. najestic bot Bl ock 1
68.48.156. 101 [Lhited Sates 147.237.77.74 |lawidf.il [3808 HITP. SQ Injection Variable Declaration Evasion B ock 1
68.48.156. 101 [Lhited Sates 147.237.77.74 |law idf.il |3809: HITP. SQ Injection Evasion S Comment Ter ninat or Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

68.48.156. 101 |147.237.77.74 |lhited Sates lawidf.il SQ Injection - Select From 551
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 3
176.13.12. 19 147.237.76.42 |[Israel refuah.idf.il || NDI CATOR- SCAN nyscan 2
176.13.12.19 147.237.76.42 |Israel refuah.idf.il [GPL SCAN nyscan 2
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il  |portscan: TCP Distributed Portscan 1
109. 186. 180. 252|147. 237. 77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
85.64.194. 111 |147.237.77. 216 |I srael dover.idf.il  |portscan: TCP DO stributed Portscan 1
80.178.210.24 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
74.208. 43,251 |147.237.76.201|Wited Sates eata.idf.il |ET SCAN Potential SSH Scan 1
46.120.227.192 |147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
208. 80. 155. 223 |147.237.77. 216 |Lhited Sates dover.idf.il |Tehila - Perl LWP with fake user agent 1
114, 35. 199, 5 147 237.76. 38 |Tai ven o o ngitav.idh i ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 66. 185. 225 |147.237. 77. 216 |I srael dover.idf.il  |portscan: TCP Distributed Portscan 1
80. 246. 136. 108 |[147.237.77. 216 |l srael dover.idf.il  |portscan: TCP D stributed Portscan 1
77.126.166.202 |147.237.77.216 |l srael dover.idf.il  |portscan: TCP DO stributed Portscan 1
212.235.99. 177 |147.237.77. 216l srael dover.idf.il  |portscan: TCP Distributed Portscan 1
31.184.242.17 |147.237.77. 216 ?éjj;’}m dover.idf.il  |ET DRCP Spanhaus DRCP Listed Traffic |nbound 1
195.244.23.42 |147.237.77.74 |israel lawidf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2524
149. 8. 63. 246 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  invalid segrent retransmission. |, o 72
Ret r ansn ssi on Packet dr opped.
66.249.66.76  |Wnited Sates  |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmssi on drop 52
Ret r ansn ssi on Packet dr opped.
31.186.228.31 |United Kingdom|147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 41
31.186.228.32 |Wnited K ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 40
31.186.228.58 |United Ki ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 39
79.182.144. 184 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdg?vrsin;"lt wth different moni tor |34
31.186.228.57 |United Ki ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 32
31.186.228.30 |United Kingdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 28
37.26.148.220 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 27
100. 100. 57. 201 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
31.186.228.94 |United Kingdom|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 26
105. 233. 74. 140 |South Arica 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
31.186.228.59 |United Kingdom|147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 24
193. 43. 245. 250 |israel 147. 237.77. 216 |dover i df .| Streaning Engine: TCP Invalid finvalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dr opped.
213.24. 134, 133 |UsSian 147. 237. 77. 216 |dover. i cf . i | drop First packet ism't SWN drop 24
Federation
109. 65. 133. 101 [Israel 147.237.77. 233 |atal i df .| Bad TCP sequence md:)evtrsa:;"zt wth different moni tor |24
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
212.179. 218. 120l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 22
80.98. 110. 169 |Hungary 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 21
212.179. 218. 120|lI srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
136. 243.5.203  |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
31.186.228.93 |United Ki ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 18
66.249 81218 |ited Sates  |147. 237.77. 216 |dover. icr 1 | S NG Engine: TP Invalid - invalid segnent retransmssion. |y 18
Ret r ansn ssi on Packet dr opped.
212.179. 218. 120|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
192.116.199. 98 [Israel 147.237.77. 234 |hal ag.idf.il  |Bad TCP sequence md:;tvrsacnznlt Wth different monitor |15
213.57.142.2 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 15
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
31.186.228.60 |United Kingdom|147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 14
193. 43. 246. 250 |israel 147.237.77. 216 |dover. i df . Streaning Engine: TCP Invalid imvalid segnent retransmssi on. drop 14
Ret r ansm ssi on Packet dr opped.
212.179. 221. 203 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence md:;tvrsacnznlt Wth different moni tor |14
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
37. 26. 148. 231 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
81.218.241.26 |lsrael 147.237. 72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 12
100. 100. 103. 32 147.237.72. 156 |anan.i df . il dr op First packet isn't SYN drop 12
100. 100. 8. 228 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.249 81212 |ited Sates  |147. 237.77. 216 |dover. icr. 1 || S NG Engine: TP Invalid - invalid segnent retransmssion. |y 12
Ret r ansn ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
31.186.228.95 |United Kingdom|147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
192. 65.213.200 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
40.77.167.0 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
85.130. 221. 143 | srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 12
Ret r ansm ssi on Packet dr opped.
66.249.66.79  |Wnited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 12
66. 249. 66. 76 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
2.54.63. 150 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
213.57.134. 146 |[Israel 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
37.26.148.160 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 151 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 62
46.19. 86. 138 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 44
2.52.130. 56 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 41
212.25.102.57 |Israel 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 37
37.26.148.211 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 23
46.19. 86. 117 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 22
164. 138. 113. 149l srael 147.237.76.86 |navy.idf.il Mil tiple UWauthori zed URL Access from 164. 138. 113. 149 B ock 8
46. 19. 86. 238 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
37.142.64.55 I srael 147.237.72. 166 [aka. i df . i | D stributed Whaut hori zed URL Access on v aka. i df .il/ufi/reaction/ B ock 4
213.57.53.217 |lIsrael 147.237.72. 166 [aka. i df . i | D stributed Whaut horized URL Access on v aka. i df .il/ufi/reaction/ Bl ock 4
66.249. 64.190 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 64. 190 B ock 4
176.12.144.22  |israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
54.244.22.103 |lited Sates |147.237.76. 147 |chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
149.78.67.128 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 239 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code B ock 3
46. 19. 86. 231 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
46.19. 86. 114 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
87. 69. 87. 164 I srael 147.237.72. 166 [aka. i df . i | D stributed Whaut hori zed URL Access on v aka. i df . il /ufi/reaction/ B ock 3
82.81.160.227 |[lsrael 147.237.72. 166 [aka. i df . i | D stributed Whaut horized URL Access on v aka. i df .il/ufi/reaction/ Bl ock 3
81.218.101. 250 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
107.178.194.87 |Uhited Sates [147.237.77. 216 |dover . i df . | D stri buted 1?;;_‘;;22;?26%\/?25;‘)2” Bl ock 2
89. 202. 105. 211 |Ger many 147.237.72. 156 [anan. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 2
79.180. 207. 214 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
176.13.1.78 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.121.198. 246 |Israel 147.237.72. 166 [aka. i df . i | D stributed Whaut hori zed URL Access on www aka. i df . il /ufi/reaction/ B ock 2
140. 101. 20. 1 Lhited Sates [147.237.72.166|aka.idf.il Ostributed I11egal Byte Gode Character in URL B ock 2
176.13.3.95 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
192. 116. 199. 98 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f |Bl ock 1
66.249.66.119 I srael 147.237.77. 216 |dover . i df . i | e o ae0- e/ dover . aspx Bl ock 1
109. 66. 166. 230 |l srael 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed URL Access on vww aka. i df . i |/ mai n/ B ock 1
46.10.85.107  |Israel 147. 237.72. 166 |aka. i df . i | Lled I?’ta;esjldﬁngpz;gcet/‘;'ob';kﬁ [ kpatzlfres Bl ock 1
79.181.59. 15 | srael 147.237.77.216|dover. i df .i | Distributed Unknown HTTP Request Met hod B ock 1
176. 13. 3. 233 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
85.130. 139. 129 |l srael 147.237.72. 166 [aka. i df . i | O stributed Whaut hori zed URL Access on v aka. i df . il /ufi/reaction/ B ock 1
212.179. 221. 203l srael 147.237.72. 166 |aka. i df . i | Véb | eech 9 Bl ock 1
2.52.38.193 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ i mages/ shar ed/ hone. png |Bl ock 1
77.125.146. 157 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
173.252.89.56 |Uhited Sates |147.237.72.166|aka.idf.il Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
46.19. 85. 175 I srael 147.237.77. 216 |dover.i df .i | D stributed Unknown HTTP Request Met hod B ock 1
82.81.160.227 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
204.13.200.200 [United Sates |[147.237.77.216 |dover. i df i Dstri bt ec 1?55-?323?&%&??51? B ock 1
66.249. 93.203 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/main/ B ock 1
66.249. 64. 195 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
109. 65. 165. 1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19.85.8 I srael 147.237.77. 216 |dover.idf .i | Dstributed Il1egal HITP \ersion B ock 1
79.181.59.15  |Israel 147. 237.77. 216 |dover . i df . i | ngﬂ'ﬁzg; TE['#;] ?‘Et[';%?] (L[ #14]] ARl [#6]] AwAfYSA . Audee Bl ock 1
188. 120. 148. 228l sr ael 147. 237. 76. 147 |chi nuch. aka. i df . i muf:ﬂf;ijgﬁdak'\’:tih;é iﬁg_%/chi nuch. aspx None 1
176.12.147. 202 |l srael 147.237.77. 216 |dover . i df . i | :‘:gﬂ%?‘zl Vl‘if;.hégsj fwi dth Lhi code Encoding on UR Paranet er (+) B ock 1
46.121. 26. 62 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
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