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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9797
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3898
81.218.5.130 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
212.179. 64. 162 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
212.179. 64. 162 I srael 147.237.77. 233 atal .idf.il Block Udp All Nets drop 3

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

37.78. 36. 254 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il ock Wdp Al _Nets drop 1
212.179. 64. 162 | srael 147.237.76. 42 refuah.idf.il B ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
212. 235. 62. 200 I srael 147.237.77. 216 dover.idf.il |CL000004: HITP. options nethod (M crosoft) Bl ock 2
151. 80. 31. 130 Italy 147.237. 72. 166 aka.idf.il 28: HITP. AhrefBot craw er Bl ock 1
151. 80. 31. 142 Italy 147.237.77.74 lawidf.il 28: HITP. ArefBot craw er B ock 1
62.128. 35. 131 I srael 147.237.77. 74 lawidf.il CL000004: HTTP:. options nethod (M crosoft) Bl ock 1
84.228.86.176 I srael 147. 237.76. 42 refuah.idf.il |Cl000004: HTTP. options nethod (M crosoft) Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
46.151. 55. 35 147.237.0.17 |Wkraine mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
176. 106. 226. 83 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 172 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
110, 244.29.80 1147 237 0. 15 |chi na cosherkravi i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
31.154.19.5 147.237. 77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
95. 86. 86. 242 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.6.71.154 147.237.0.16 [Pol and ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
88.247.194.10 |147.237.8.45 |Turkey eeitanidf.il ET SON\I Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
84.109. 32. 51 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
79.176. 100. 254 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
65. 255. 43. 24 147.237.72. 217 [United Sates |e.idf.il ET SCAN NVAP -sS w ndow 4096 1
183. 62. 78. 18 147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
65. 255. 43. 24 147.237.72. 217 |lhited Sates [e.idf.il ET SCAN NVAP -f -sS 1
180. 153. 104. 125|147. 237. 77. 178 |Chi na e. mat pash. i df .il ET SCAN NVAP -f -sS 1
46. 19. 86. 91 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
149.88.207.76  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
31.154.92.169 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 87.201. 199 [147.237.8.14 |kraine e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.6.71. 154 147.237.76.39 |Pol and nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.172. 149. 212 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
85.64.174. 142  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
82.192. 68. 46 147.237.77. 216 |Netherl ands ~ [dover.idf.il portscan: TCP O stributed Portscan 1
77.126.21.58 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 62. 78. 18 147.237.77. 176 |Chi na nat pash. i df i | ET SCAN Potential SSH Scan 1
65. 255. 43. 24 147.237.72. 217 |lhited Sates [e.idf.il ET SCAN NVAP -sS w ndow 2048 1
180. 153. 104. 125|147. 237. 77. 178 |Chi na e.mat pash. i df .il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
reamn ine: TCP Invali i i ssi
79.179.28.172  |Israel 147, 237. 76. 200 e tan. aka i of | | 21 NG Engine: TCP Inval i d nvalid segnent retransmssi on. drop 459
Ret r ansn ssi on Packet dr opped.
148. 177. 129. 213 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 120
reanming BEngine: TCP Invali i i sSi
66.249.64.233 |Uited Sares [147. 237, 77, 216 |dover.ir i1 || AT NG Engine: TCP aid nval i d segnent retransmssi on. drop 44
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.171  |israel 147.237.77. 243 |nubi l e.i df .i 9 =g nval i d segnent retransmssi on. drop 39
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
168. 63. 200. 167 |lhited Sates |147.237.77. 216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 34
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
193. 43. 246. 250 |Israel 147. 237.77. 216 |dover i of . i 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansn ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 19
Sreamng Engine: TCP Invalid i i ssi
194.31.58.8 I srael 147. 237. 77. 216 |dover i df . 9 =9 nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
100. 100. 107. 198 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
79.182.13.157 [Israel 147.237.77.233atal .icf.il  [Bad TOP sequence S retransmt weh different wndowl pivor |15
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 14
100. 100. 2. 112 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 13
197.45.84. 172  |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
reanming BEngine: TCP Invali i i sSi
84.108.147.42 |israel 147.237. 72, 166 jaka icf i1 || €M Ng Engine: TCP Invalid I nvalid segnent retransmssi on. drop 12
Ret ransnm ssi on Packet dr opped.
100. 100. 107. 198 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 12
125. 88. 8. 235 Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
reamn ine: TCP Invali i i ssi
149.78.26.88  |Israel 147.237. 72, 166 jaka icf. i1 | €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
Lhited S -
194. 203. 215. 201 . ngdom 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 12
79.181.106. 116 |Israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence :;;e”ansm't wth different wndowl oitor |10
46. 19. 85. 89 I 'srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert 10
46. 19. 85. 89 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
155. 254. 215. 191 |Bahrain 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi
46.19.86.116  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
81.0.156.161  |Norway 147. 237. 77. 216 |dover. i of . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 9
reanming BEngine: TCP Invali i i ssi
79.179.1.58 I'sr ael 147.237. 72, 166 aka icf i1 || €M Ng Engine: TCP Invalid nvalid segnent retransmssi on. drop 9
Ret ransnm ssi on Packet dr opped.
100. 100. 43. 203 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 8
86. 180. 133. 92 LK*i"rf:gom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SIN drop 8
46.19. 85. 162 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 7
46. 19. 86. 46 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19.86.7 I srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 7
84.109.114.28 |Israel 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
o SYNWtACK retransmit with different .
80. 246. 136. 242 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence wi ndow scal 6 noni t or 7
62.0.84.78 I srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 7
Sreamng Engine: TCP Invalid i i ssi
79.177.125. 205 |israel 147. 237.72. 166 |aka i f .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i SSi
46.19.86.176  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dr opped.
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 6
Sreaming Engine: TGP Invalid i i sSi
192.117.36. 138 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
Lhited S -
109. 200. 30. 168 Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
46.19. 85. 111 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i SSi
199.30.25.170 |Wited Sates |147.237.77.216 |dover.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 43 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
2.54.172. 187 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.243 |United Sates |147.237. 77. 216 |dover. i df i 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 43 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
176.13.1. 37 I srael 147.237.77.233|atal .idf.il  [Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
66.249.88.21  |lnited Sates |147.237.72. 166 |aka i df . il 9 =g nval i d segnent retransmssi on. drop 6
Ret ransn ssi on Packet dropped.
68.180.228. 112 |lLhited Sates |[147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 5
46. 19. 85. 89 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
37.26.149.149 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 99
2.54.46. 30 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 74
176. 13. 20. 63 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 67
2.52.159. 219 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 58
176. 13. 20. 63 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 53
2.54. 46. 30 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 40
176. 12. 150. 247 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 39
80. 246. 139. 214 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 33
37.26.149.221 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 25
176.12.151. 136 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 23
79.179.28.172 |Israel 147.237.76.200|ei tan. aka. i df . i | |Dstributed Too Miny of the Sane Response Code (404) B ock 10
176. 12. 143. 102 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
2.52.159. 219 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 6
109. 105. 167. 126|Russi an Federation |147. 237. 72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 109. 105. 167. 126 |B ock 6
194.90. 240.21  |Israel 147.237.72. 156 |aman. i df . i | Distributed Wauthorized HTTP Met hod B ock 5

Pal esti ni an Unaut hori zed URL Access to
194.187.81.32 |Territory, 147.237.77. 176 |mat pash. i df . i|  |www cogat.idf.il/tenpl at es/ homepage/ wa: yout ube. com v/ 3g51ei 5nu |Bl ock 4

Qceupi ed hg
104. 227. 190. 115 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock
213.151.53.59 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary Bl ock

Unaut hori zed URL Access to
212.76.114. 183 |[Israel 147.237.77. 216 |dover.i df .i | w i df . i 1/1133-20698- he/ dover . aspx&a=u&ved=0ahukevj j pi ui ugbj a |B ock 3
hxi ubokht 7f ab4qf ggvrmaq&usg=af qj cnegcv2el - yxi c5u3ghu4f 6yet xf - g

81.218.251. 251 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ;Z?zhfgfyzgl tzgi Sane Response Cbde (404) in Session from Bock |3
37.142.158. 155 |l srael 147.237.72. 166 [aka. i df . i | O stributed Whaut horized URL Access on v aka.idf.il/ufi/reaction/  |B ock 3
185. 120. 126. 43 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 3
2.54.162. 158 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 65. 202. 65 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
85. 64. 112. 59 I srael 147.237.72. 166 [aka. i df . i | O stributed Whaut horized URL Access on v aka.idf.il/ufi/reaction/  |B ock 2
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 82.80. 196. 44 Bl ock 2
66.249.93.187 | srael 147.237.77.74 |lawidf.il mult 23;: gf_di |Lﬂ:_or:§|e§/sc<t)roe/ doc._mur/ doc._mur . asp Bock |2
2.52.2.171 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
107.178.194.87 |Uited Sates  [147.237.77. 216 [dover.idf . il [0 ol" Bted lfsgggégg?ﬁeﬁvﬁf?:pﬁ” Bock |2
84.108.171.251 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
46.19. 86. 58 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/givus B ock 2
80.246.139.23 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response GCode_Qust om Tenpor ary Bl ock 2
192.0.80.200  thited Sates 147.237.72. 166 |aka. i df . i | mt ;i:ti“ dffji Ilﬂiujrm;;d di"fglg‘;/fm;’gl (;f”e?‘.masta on Bock |2
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf . il D stributed Unknown HTTP Request Met hod Bl ock 1
212.179.64.162 | srael 147.237.76.42 |refuah.idf.il ?A;t ;;?f’;gﬂ;h:tu;lhgsiﬁ:rde dL/'?‘e ;’e‘;cissss on Bock |1
79.180. 35. 11 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 64.230 |Israel 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
176.13.22.209 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
2.54.35. 226 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46.117.251.16 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176. 13. 2. 254 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
40.77.167.7 Lhited Sates 147.237.77. 216 |dover. i df .| Distributed Unauthorized URL Access on 147.237.77.216/robots.txt  |B ock 1
141.212.122.96 |[lnited Sates 147.237.77. 170 [m@ar achot . i df . i | [Distributed Ml forned URL B ock 1
80. 246. 133. 203 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
212.25.103.10 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.183.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
107.178.194.83 |United Sates 147.237.77. 216 dover i of il [DSI1DUeC ﬂ“;g:;;gfﬁeﬁvﬁf?;pﬁn Bock |1
79.176.126.34 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
192.114.23. 210 |Israel 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to v cogat.idf.il/894- hel mat pash. aspx |B ock 1
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