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Il 194. 88. 154. 138
96. 48. 22. 37
I 46.19. 85. 98
80. 246. 139. 23
Il 185. 32. 179. 66
W 212. 235. 98. 139
I 66. 249. 93. 192
W 66. 249. 93. 200
70. 89. 127. 78
M 203.171. 41. 47
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
109. 67.59. 4 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 5
62. 219. 254, 22 | srael 147.237.72. 167 i shurimaka.idf.il B ock_Udp All _Nets drop 3
114.80. 122. 91 Chi na 147. 237. 76. 42 refuah.idf.il Bock Np Al Net drop 1
114. 80. 122. 91 Chi na 147. 237. 76. 201 e.atal.idf.il Block Np Al Net drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry|Target Addr ess |Site

194. 88. 154. 138 |Pol and 147.237.77. 216 |dover . i df . i | 9785: HITP. SQ Injection (Referer Header) B ock 100
194. 88. 154. 138 |Pol and 147.237.77.216 |dover.idf .il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 78
70.89. 127. 78 Lhited Sates 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variable Declarati on BEvasion B ock 69
96. 48. 22. 37 Canada 147.237.77. 216 |dover . i df . i | 3808 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 63
216. 201. 148. 210 |Lhited Sates 147.237.76.42 |refuah.idf.il 9785. HITP. SQ Injection (Referer Header) B ock 19
203.171.41.47 |New Zeal and 147.237.76.31 |nakchal .idf.il 9785. HITP. SQ Injection (Referer Header) B ock 16
178.63.18.196 [Ger many 147.237.76.86 |navy.idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 15
194. 88. 154. 138 |Pol and 147.237.77.216 |dover.idf .il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 10
178.63.18.196 |Ger many 147.237.76.86 |navy.idf.il 3808: HITP. SQ Injection Variable Declarati on BEvasion B ock 8
74.63.228.226 |Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 8
216. 249. 104. 194 |Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 8
216.185.43.135 [lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declarati on BEvasion B ock 8
203.171.41.47 |New Zeal and 147.237.76.31 |nakchal .idf.il 12715; HITP. Bind SQ Injection in LR B ock 7
108. 168. 219. 174 |Lhited Sates 147.237.77.74 |lawidf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 7
96. 48. 22. 37 Canada 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 6
216. 201. 148. 210 |Lhited Sates 147.237.76.42 |refuah.idf.il 12715; HITP. Bind SQ Injection in LR B ock 5
70. 89. 127. 77 Lhited Sates 147.237.77.216 |dover.idf .il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 5
194. 88. 154. 138 |Pol and 147.237.77.216 |dover.idf.il 12715 HITP. Bind SQ Injection in WR Bl ock 3
96. 48. 22. 37 Canada 147.237.77. 216 |dover . i df . i | 9785: HITP. SQ Injection (Referer Header) B ock 3
189. 38. 80. 71 Brazil 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion B ock 2
109. 186. 33. 145 |Israel 147.237.77.216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 2
189. 38. 80. 71 Brazil 147.237.77.233 |atal .idf .il 3809: HITP. SQ Injection Evasion SO Comment Ternminator |B ock 1
178.63.18.196  |Ger many 147.237.76.86 |navy.idf.i | 12715. HITP. Bind SQ Injection in LR B ock 1
203.171.41.47  |New Zeal and 147.237.76.31 |nakchal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 1
66.240.213.93 |lhited Sates 147.237.0.16  [ny-kosher-kravi .idf.il[13840: TLS QpenSSL Heartbeat Packet B ock 1
96. 48.22. 37 Canada 147.237.77.216 |dover.idf .il 12715: HITP. Bind SQ Injection in R B ock 1
108. 168. 219. 174 |Uhited Sates 147.237.77.74 |lawidf.il 9785: HITP. SQ Injection (Referer Header) Bl ock 1
212.235.62.200 |Israel 147.237.77. 216 |dover . i df . i | C1000004: HITP: options nethod (M crosoft) B ock 1
70. 89. 127. 77 Lhited Sates 147.237.77. 216 |dover.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
194. 88. 154. 138 [147. 237. 77. 216 |Pol and dover.idf.il S Injection - Select From 399
96. 48. 22. 37 147.237. 77. 216 [Canada dover.idf.il SQ Injection - Select From 391
178.63.18.196 |147.237.76.86 |Ger many navy.idf.il QA Injection - Select From 39
216. 201. 148. 210|147. 237. 76. 42 |Wnited Sates |refuah.idf.il SQ Injection - Select From 32
108. 168. 219. 174(147. 237. 77. 74 |Wited Sates |lawidf.il SQ Injection - Select From 20
203.171.41.47 |147.237.76.31 |New Zeal and [nakchal .idf.il S Injection - Select From 15
74.63.228.226 |147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select From 14
189. 38. 80. 71 147.237.77. 233 |Brazi atal.idf.il SQ Injection - Select From 7
216. 249. 104. 194|147. 237.77. 233 |Whited Sates |atal .idf.il S Injection - Select From 5
46.228.207.18 [147.237.8.14 [Ger nany e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.13.13.192 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
37.26.149.234 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 84. 94 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
108. 168. 219. 174|147. 237.77. 74 |Wnited Sates |[lawidf.il ET WEB_SERVER ATTACKER SQi - SELECT and Schena Col umms 1
23.95.248.139 |147.237.77.227|W0ited Sates |e. hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.41.72.13 147.237.77. 216 |France dover.idf.il GPL SCAN nmap TCP 1
96. 48. 22. 37 147.237. 77. 216 |Canada dover.idf.il ET VBB SERVER SQLi - SHECT and sysobj ect 1
2.52.130. 17 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
206. 169. 53. 122 |147.237.77. 216 |lhited Sates |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.137.211.61 |147.237.72.14 LKJ?i;:gom dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
80. 178. 169. 7 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
74.117.209. 136 |[147.237.77.19 |Wited Sates |[lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 64. 253  |147.237.72.166 |Wiited Sates |[aka idf.il SEWER APAO_E. Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
46.19. 86. 72 147.237.77. 216 |I srael dover.idf.il portscan: TCQP Distributed Portscan 1
176.12. 151. 161 |147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
37.26.147.226 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
108. 168. 219. 174|147. 237.77. 74 |Wnited Sates |[lawidf.il ET VBB SERVER SQi - SHECT and sysobj ect 1
23.95.248.139 |147.237.77.233|Wited Sates |atal.idf.il ET SCAN Potential SSH Scan 1
216.201. 148. 210|147.237.76. 42 |lhited Sates |refuah.idf.il ET VB SERVER SQLi - SHLECT and sysobj ect 1
23.95.248.139 [147.237.77.121|Wited Sates |e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.143. 3. 44 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
96. 48. 22. 37 147.237. 77. 216 |Canada dover.idf.il ET WEB SERVER ATTACKER SQi - SELECT and Schena Col umms 1
206. 169. 53. 122 [147.237.76. 198 |lited Sates e yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 246. 130. 175 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 101. 186. 178(147. 237. 77. 226 |Lhited Sates |wwu chanatz. aka.idf.il [ET SCAN NVAP -sS w ndow 3072 1
79.180. 143. 199 [147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
182. 105. 104. 14 |147. 237. 77. 205 [Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
212.235.98. 139 |[Israel 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 128
96. 48. 22. 37 Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 105
66.249.93.192 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 87
205.203.135.1 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 51
92. 90. 20. 27 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 43
123.103. 8. 180 Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 37
68.180.228. 112 |lWhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 36
66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 34
194. 88. 154. 138 |Pol and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
2.52.131. 2 I srael 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TP Invalid segnent retransmssion. | 24
Invalid Retransm ssi on Packet dr opped.
203.171.41. 47 |New Zeal and 147.237.76.31 |nakchal .idf.il dr op First packet isn't SYN drop 24
66.249.82.91  |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Streaning Engi ne: TCP Invalid segnent retransmssion. |, 24
Inval i d Retransnission Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
194. 206. 156. 229 |F ance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
138.134.192. 10 | srael 147.237.77. 226 WI"‘:W chamatz. aka. df |4 o First packet isn't SWN drop 22
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
217.6.221.183 |Germany 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
52.34.138.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
66.249.64.233 |Wnited Sates 147.237.77. 216 |dover. i df .| Streaning Engine: TCP Invalid segnent retransmssion. fq ., 20
Invalid Retransm ssi on Packet dr opped.
123.103.8.180 |China 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
46.19. 85. 171 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 17
82.113.106. 151 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
80. 215.192.91 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
37.26. 146. 161 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
213. 6. 150. 158 (F;ajcis;iigjja” Territoys 47, 237.77. 216 |dover. i df i dr op First packet ism't SN drop 15
108.59.253. 71 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 14
100. 100. 14. 151 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
100. 100. 82. 169 147.237.72. 156 |anan.idf . il dr op First packet isn't SYN drop 13
66.249.93.200 |Wnited States 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber monitor |13
109. 200. 30. 168 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
152. 62. 109. 209 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
104. 131. 200. 249|lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
77.125.163. 123 |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TP Invalid segnent retransmssion. |, 12
Invalid Retransnm ssi on Packet dropped.
198.58.103. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
107.170.62.43 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
5.255.206. 193 |Russi an Federation |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
46. 19. 85. 238 | srael 147.237. 72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout |reject 11
66. 249. 93. 200 Lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 11
100. 100. 85. 199 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 11
212.117.151. 42 |Israel 147.237. 72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 85. 184 | srael 147.237. 72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
66.249.82.94  |wnited Sates 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. fq ., 10
Invalid Retransm ssi on Packet dr opped.
46. 19. 85. 238 | srael 147.237.72. 156 |anan. i df . il dr op First packet isn't SYN drop 10
46. 19. 85. 142 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber aert 10
46. 19. 85. 142 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 10
46. 19. 86. 200 I 'srael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Invalid ACK nunber monitor |10
85.214.11.209 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site S gnature Action ‘Count
46. 19. 85. 98 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 196
80. 246.139. 23 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 127
46.19. 85. 98 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 107
46. 19. 85. 98 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 100
80. 246. 139. 23 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 90
185. 32. 179. 66 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 82
185.32.179.66 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 73
2.54.31.131 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 34
176.13.11. 119 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 27
80. 246.139. 23 [l srael 147.237.0.19 |nadimatal .idf.il ;8(,)2%“/1;; ;2e Sane Response Code (403) in Session from B ock 22
46.19.86.203 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 21
46.19.86.219 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 16
80. 246. 139. 198 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 14
80. 246. 136. 197 [l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 9
212.143.3.44  |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Unaut horized URL Access from 212, 143. 3. 44 B ock 7
84.110.53.51 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
176.13. 16. 192 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 6
185. 32. 179. 212 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 5
37.26.146.219 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from 37.26.146. 219 B ock 5
212.143.3.44 |[Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 4
46.19.85.101 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Qode B ock 3
2.54.41.143 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.190.214 [Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
2.52.162.91 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 3
185. 32. 179. 212 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176. 12. 143. 102 |l srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.14. 101 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
176. 12. 136. 101 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
185. 32. 179. 189 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
5.175.192. 24  |Ger many 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 5. 175. 192. 24 |B ock 2
46.19.86.207 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.19.85.223 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
46.19.86.210 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
132.70.66.13  |Israel 147.237.72.166 |aka. i df . i | ﬁ;;?tdf?iw;ﬁtﬁo&ﬁg NLRL Access on B ock 2
2.54.63.70 I srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13.15.31  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 186. 33. 145 |Israel 147.237.77. 216 [dover . i df . i | Unaut hori zed HTTP Met hod B ock 2
5.102. 224. 147 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to wwu navy.idf.il/ufi/reaction/ B ock 1
46.19.85.170 |[Israel 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod B ock 1
141.212.122. 96 |United Sates |147.237.77.226 V\:A:VV chamat z. aka. i df Mal formed URL proxyt est. znap. i 0: 80 B ock 1
107. 178.194. 83 |Wnted Sates [147.237. 77. 216 |dover . i df . | w11 1155, 25461 nel dover. s B ock 1
68.180. 228. 175 |Wited States [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
37.26.148.129 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
66.249.64.18  [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
176.12.139. 48 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
31.13.113.83 |[ireland 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
212.199. 169. 20 I srael 147.237.77. 234 |hal ag. i df . i | iét ;';;”;‘;dzﬁ?fﬁzggfziaﬁ/ﬁﬁs; f;i . Bl ock 1
46.19.85.150 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
109. 186. 33. 145 [l srael 147.237.77.216|dover .i df . i | Uhaut hori zed URL Access to waidf.il/sip storage/files/4/ B ock 1
2.54.190.100 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
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